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Reports that say that something hasn’t happened are always interesting to me, because as
we know, there are known knowns; there are things we know we know. We also know
there are known unknowns; that is to say we know there are some things we do not know.
But there are also unknown unknowns—the ones we don’t know we don’t know. And if
one looks throughout the history of our country and other free countries, it is the latter
category that tend to be the difficult ones.

Donald Rumsfeld, U.S. Secretary of Defense, 2001-2006

I can’t in good conscience allow the U.S. government to destroy privacy, internet freedom
and basic liberties for people around the world with this massive surveillance machine
they’re secretly building.

Edward Snowden

Our immigration system is fundamentally broken, and ICE’s role in supporting the exist-
ing system - including separating families seeking refuge in the United States and con-
ducting indiscriminate deportation raids in our communities - is creating an atmosphere
of toxic fear and mistrust in immigrant communities.

Ayanna Pressley
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Introduction

Ethics for Security Professionals was born as a textbook for students en-
rolled in major degree programme for those who aim to pursue a pro-
fessional career trajectory in national and international security. Its
primary purpose is to show that there is a major distinction between
legal matters and moral problems that crop up in security studies. Too
many students tend to confuse what is legal with what is moral. Their
view is that if an act is legal, then it is moral and if an act is illegal,
then it is immoral. To my mind, that simplistic analysis is borne of our
post-9/11 world.

On 11 September 2001, the United States was attacked by a well-
prepared counterinsurgent, or terrorist, group. The terrorist group
exposed a vulnerability in the U.S.’s transportation infrastructure—
aviation security. Just as any good offensive, the terrorists identified a
feature of a casual ordinary life and used it against soft targets, citizens
of the U.S.

Prior to September 11, aviation security was relatively lax, whether
because it was overseen by private corporations more eager to make
a quick buck than to keep passengers safe or because it was never
considered to be vulnerable to possible attack remains to be deter-
mined. Whatever the primary cause, terrorists infiltrated aviation se-
curity, succeeded in taking over four commercial passenger jets, and
proceeded to inflict casualties.

The human cost that day was relatively small when we compare
the number of casualties lost to the total population of the U.S.—
approximately 2%. However, it was the theatrics of that attack, the
exposure of the U.S.’s vulnerability in aviation security, and the re-
alisation that America was no longer as isolated from ‘hot’ zones of
the rest of the war-torn world that made a lasting impression upon
anyone. Since September 11, terrorist attacks have not necessarily in-
creased, but news of them have become more ubiquitous and shared
by news agencies more regularly. The so-called ‘optics’ of September
11 made it what it was, a tragedy.

People of the U.S.’s concern for keeping itself safe from further at-
tack has expanded to include cyber-attacks and invasion from non-
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naturalised citizens. Citizens accept that their privacy must be surren-
dered, at least in certain situations, if the expectation is safety. Like-
wise, the U.S. must secure information from potential threats by what-
ever means necessary, even if that means the person must be tortured
to get that information. Likewise, given that the U.S. is capable of us-
ing drones to attack enemy combatants, the U.S. should use them to
kill non-neutral targets. The mayhem that has followed from Septem-
ber 11 has overturned more than one thousand years of progress to-
wards a more civilised world.

The purpose of this text is return the discussion to what matters
most, morally speaking. We ought not do just what is correct by the
letter of the law because the law is not always correct—even when it
comes to addressing security threats. Need the reader be reminded
that the civil disobedience we experienced during the 1960s to under-
mine the unjust ‘Jim Crow’ laws of the American South was unlawful.
Yet, the acts undertaken by civil rights leaders were quite moral, in-
deed.

The text will explore five topic areas of security studies: secrecy,
war, intelligence, surveillance, and bioethics.



1
Ethics

1.1 Introduction

Almost the entire monograph will focus upon applied ethics
rather than ethical theory or metaethics. Ethical theory or normative
ethics, metaethics, and applied ethics are the main subdisciplines or
branches of ethics or moral philosophy.

[statement of procedure]

1.1.1 Ethics: What it is and what is it about?

Ethics is the philosophic study of right and wrong conduct.
Ethics is the philosophic study of right and wrong conduct. As

mentioned in a previous lecture, it is the systematic attempt to reason
about morality, particularly the meaning and justification of claims
concerning right and wrong actions, obligation, moral rules, virtue,
and the possibility of objective morality.

Ethics is different from the other divisions of philosophy. In ethics,
we are concerned with what we ought to do, what consequences ought
to be achieved, and what type of persons we ought to become. Ethics
is a normative inquiry1 and not a descriptive2 one. Ethicists argue for 1 Normative - the prescription of norms,

standards, or principles for evaluating
our actual practices.
2 Descriptive - tells us what is fact or
what is true without prescription.

a conclusion that prescribe norms, standards, or principles for persons
to follow. These norms permit us to evaluate whether our actual prac-
tices follow said principles. If someone’s actions are found to deviate
from the norm, then we may sanction them for having done so, either
by removing them from our group or incarcerating them in some way.

Some writers have attempted to dissociate normative morality from
descriptive morality. Descriptive morality refers to the actual practices
of people or of a culture and its beliefs about which behaviors are
good or bad. Anthropologists typically study and describe various
cultures’ moral beliefs and practices without being concerned with
whether those beliefs are genuinely good. We need look no further
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than Sir George James Frazer’s Golden Bough for an example of such an
exercise in descriptive morality. In the Golden Bough, Frazer describes
the cultural practices of African tribes. This book describes the “queer”
practices of an “ancient” culture.

Whereas descriptive morality merely tries to describe the beliefs
and practices of a people or a culture, ethicists, in philosophical cir-
cles, want to determine which behaviors are good and which ones are
bad. Normative ethics is used to designate the philosophical task of
discerning which moral principles are rationally defensible and which
actions are genuinely good or bad.

1.1.2 Ethics versus Morality?

People sometimes distinguish between ethics and morality. This is es-
pecially true of scholars who work outside philosophy, say in business,
in engineering, or in the social sciences. The distinction, however, is
superfluous and usually employed more to confuse someone than to
clarify a concept. In some business ethics textbooks, for example, au-
thors have attempted to distinguish between the two by saying that
ethics has to do with social standards or etiquette and morality has to
do with one’s personal beliefs. Ethics arises from secular institutions
and critical thinking, while morality is a religious phenomena. Finally,
ethics is objective and absolute, and morality is subjective and relative.

Despite an earnest effort, authors have not come to a consensus
about the distinction between ethics and morality. While disagree-
ments like this should not necessarily deter one from believing that
there is a distinction, we will set aside that such commitments are pos-
sible. For the remainder of this text, the words ‘ethics’ and ‘morality’
will be used interchangeably, as if they were synonymous.

There are two reasons for accepting that the two concepts are syn-
onymous. First, whatever disagreement there may be about the def-
inition of the two terms, they are both concerned with the right and
wrong conduct of sentient, sapient beings, such as ourselves. Second,
since an ethical theory could be relative and subjective, there seems no
reason to believe that morality may be distinguished from ethics based
upon an objectivity criterion.

1.1.3 Why ought we study normative ethics?

It is absolutely essential for ethical reasoning in applied contexts, such
as the field of military ethics, to have a good understanding of basic
ethical theories and concepts. This first lecture will introduce you to
the most important ethical theories and theorists and this shall lay the
groundwork for our discussions later on.

Ethics is one of the four main branches of philosophy (the others
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being logic, metaphysics, and epistemology), and it is therefore impor-
tant to start with getting into the overall philosophical way of thinking
about the world. Philosophers are people who spend a lot of time
and mental effort on solving questions that cannot be definitively an-
swered. If there was a definitive answer to a philosophical question,
then it would cease to be a philosophical question.

According to the Prussian philosopher Immanuel Kant, with whom
we will become acquainted elsewhere in this chapter, there are three
main questions of philosophy: What is man? What can we know? What
shall we do? The first question relates to metaphysics or the very na-
ture of reality and it has several sub-fields: one is cosmology that in-
vestigates the origin of things, another is ontology that determines
what exists, and another is anthropology that seeks to understand the
nature of man. The second question relates to epistemology or our
ability to understand the world and create or discover new knowl-
edge of the world. A main problem of epistemology is the question of
how science advances in order to develop prescriptive theories about
how science should advance. The third question is the subject or do-
main of ethics, namely the development of theoretical frameworks that
can offer moral guidance to our actions or to what kind of person we
should aspire to be. While philosophy has developed very sophisti-
cated and fancy answers to all of these questions it is important to
understand that although philosophy has increased our knowledge
of the world by adding more and more theories and approaches to
answering these questions there has not been much progress in phi-
losophy since Socrates and Plato. The fundamental questions have not
changed and the answers given by Socrates remain as relevant and
valid as the latest theories in ethics.

1.2 Why Do We Need Ethics?

We make moral judgments every day. The mass media often appeal
to a variety of moral values or frame news in moral terms. Movies
and music often promote particular values through their narratives
and lyrics. We are living in a moralistic world surrounded by values
and value judgments. We make lots of moral judgments every day, of-
ten without being fully aware of it. We might see an extremely obese
person and might think that the person is lazy and cannot control
themselves which amounts to a moral judgment that assigns respon-
sibility or guilt to the obese person for their condition. Rarely do we
think about whether our moral judgments are right or what exactly
made us arrive at a particular moral judgment.
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1.2.1 Moral Confusion

The great problem in today’s world is that there has never been a
greater confusion about morality and ethics. There are too many com-
peting values and value systems and too many contradictory value
judgments that we hear every day. We might be good Christians and
believe told that homosexuality is a sin and against God’s will while
also holding the conviction that it is wrong to morally judge homosex-
uals. We might agree that stealing is always wrong, but might at the
same time feel that it would be OK to steal from the bankers who have
‘stolen’ trillions from society in the financial crash of 2008. We are full
of moral contradictions, and we are often unsure about which side is
truly the moral one.

Our moral world has become tremendously much more complex
than the moral world that the ancient Athenians inhabited. Is it any
surprise that so many people are extremely confused about what is
morally right and what morally wrong and that their natural moral
compass stopped working properly? The result can be a growing
moral relativism and growing amorality, which creates great problems
for society in the long term. Relativism means that everything is just
a matter of perspective and that an action could be both morally right
and wrong depending on how we look at it. In the end it means that
every action is permissible since there is always some perspective from
which it could look right or legitimate.

One possible result from such anarchism is a world that is no longer
governed by any moral rules, codes of conduct, or any agreement of
what is good or right. We would end up in a Hobbesian state of
nature where “man is wolf to man.” We need morals to interact and
successfully cooperate with others.

Morals are based on values, which are societal agreements that a
particular behavior is good or desirable. For example, truthfulness is
a societal value and the behavior that it seeks to promote is telling the
truth rather than lies. Ethics reflects on why society has the value of
truthfulness, trying to find a rational explanation for the intuitive value
judgment that telling the truth is a good and is a desirable behavior
while telling lies is morally bad. One possible way of explaining it is
the Kantian approach of testing behaviors by considering: what if ev-
erybody did it? Would the world be better if everybody told the truth
or if everybody lied? One would expect that the latter would lead to
societal chaos, while the former would promote trust and cooperation,
making it rational to demand truthfulness from everyone.

Another strong moral intuition is that you shall not do unto others
that you do not wish they do unto you. In other words, you should be
truthful to others if you wish that others are truthful unto you. Then
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again, ethics is not simply about making universal rules for everyone,
as there are plenty of contexts imaginable in which it would intuitively
seem more moral to lie than to tell the truth. A doctor may not tell a
dying patient the seriousness of their condition in order not to cause
despair. A good lie may protect the innocent from harm. This means
that in practical situations values often compete with each other: the
value of being truthful can compete with the value of not causing oth-
ers unnecessary suffering or harm. This means that we need some
consistent theory to arrive at better moral judgments and to make bet-
ter moral decisions.

1.2.2 The Purpose of Ethics

Ethics is a way of systematically thinking about values and morality
and to create or use some overarching theory or approach for making
good decisions in our lives and ultimately to enable us to be good or
moral people. We often cannot just rely on our moral intuition, espe-
cially in situations that are morally ambivalent or morally overdeter-
mined. For example, there can be strong emotional responses to moral
issues or questions. We might be shown a picture of a starving child
and this may result in the emotional and intuitive moral response that
we should help the child. However, emotions and intuition can also
mislead us or can be used to manipulate us and can result in moral
behaviors that ultimately produce immoral outcomes.

Our strong moral emotion that it is a moral obligation to help oth-
ers in need could be used to support actions that could cause more
harm than good. It could make us shout for ‘humanitarian interven-
tion,’ which we later find out has only led to more death and suffering
than if we had not acted. Another example are moral prejudices that
can be based in strong emotions that may be socially acceptable at
certain times and places in history, but ultimately turn out to have
been morally wrong. In the 19th century, many caucasians believed
that non-whites were morally and intellectually inferior and that it
was morally acceptable to enslave them, or at least to deny them equal
opportunities. Few people would still feel the same about the matter
today.

This potential for irrationality and wrong moral judgments is the
reason why we should always question or double-check our moral
intuitions before we act impulsively. Ethics makes us think critically
about our moral judgments and helps us to do the right thing, as it
rationalizes more subjective moral intuition.
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1.2.3 Regarding the Objectivity of Moral Judgments

Ethics has been often criticized for the problem that values and moral
judgments cannot be proven to be right or wrong objectively. Moral
judgments or values cannot be scientifically tested – there is no ac-
cepted scientific method that would enable us to always make right
moral judgments or to always arrive at a right moral decision. In
the situation of a moral dilemma where one value competes with an-
other value there is no formula that can determine that a certain value
should take precedence over another value.

Up to now it seems rather unlikely that a general ethical theory
could be completely formalized in some sort of mathematical model
and that it could produce decisions that are always or almost always
objectively morally right. If it would be possible we could easily teach
ethics to a computer and then input a particular ethical dilemma and
the computer would spit out the right decision. This may work in some
narrow ethical contexts and with respect to some well-defined prob-
lems (e.g. medical ethics), but it probably would not work in broader
contexts and with respect to problems that are little defined. In the
best case computer scientists could build an ethical expert system that
can provide ethical decision support, but it would be a stretch to claim
that we could build computers that could come up with better ethical
decisions (or be more ethical) than humans.

Ethicists have also struggled a lot with the issue that even the most
sophisticated ethical theories often lead to moral judgments that go
against the moral intuition of many people. This problem has given
rise to more descriptive approaches to ethics: researchers observe how
people behave and what kind of moral judgments they make in prac-
tice to arrive at conclusions about underlying norms and normative
systems. Researchers may ask people about their values or they may
give them a hypothetical situation and ask them what would be the
most moral thing to do. This way one can also derive overall norms
that guide individual decisions and we might think that the moral in-
tuition of the majority is right and the minority is wrong. But then
again, like truth, what is morally right or wrong is not really a matter
of democracy. If all but one person are wrong about the truth of an
issue it does not change what is true (e.g. if all but one believed that
the earth is flat one believes it is round, the world would still not stop
being round). In the end, ethics can never free individuals from mak-
ing moral judgments and decisions about particular ethical problems
that they encounter in their lives – it can only help them to make better
informed judgments and decisions.

The ultimate basis of any moral decision remains always the moral
conscience of the person who has to make the decision and live with it.
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Being ethical therefore means to consciously embrace the idea of moral
autonomy and to take moral responsibility for the decisions that one
makes. This responsibility cannot be delegated to anybody else, be
it a friend, an authority figure, or the government. The moral agent
is always the individual who is confronted with a morally relevant
decision.

1.3 Basic Themes and Concepts in Moral Philosophy

Before we can get into some ethical theories, it is necessary to look
at the tradition and basic concepts in moral philosophy. The section
will discuss a number of important themes and concepts that have
influenced moral philosophy since its beginnings in ancient Greece.
This includes the question of the origins of morality, happiness and
the good life, morality and legality, and fairness and justice.

1.3.1 A Taxonomy of Ethical Theories

Ethics can be sub-divided into a variety of perspectives. There are
two possible views about moral truth and objectivity. Either we can
claim that moral truth and objectivity is objective or we may claim
that moral truth and objectivity is non-objective. Objectivism claims
that some moral claims are true in virtue of objective moral facts. By
‘some moral claims’, the objectivist means at least one. For the moral
objectivist, at least one moral fact must be accepted for morality to be
objective. So, if we agree that the principle ‘murder is wrong’ is true,
then we are an objectivist about ethical matters. Professor John Lachs
of Vanderbilt University has used a convenient example to show that
morality is objective. Professor Lachs brings a 12-inch survival knife
to class, approaches a student, and tells the class that he will kill this
student. The students usually squirm a bit, and they attempt to per-
suade Professor Lachs that he shouldn’t kill the student. In so do-
ing, the class has agreed that the moral principle ‘murder is wrong’ is
true. They, therefore, are not non-objectivists about matters of moral-
ity. Non-objectivists would not find Professor Lachs actions immoral.

Non-objectivists claim that no moral principles are true in virtue of
objective moral facts. There are no true moral principles only moral
opinions, so to speak. Non-objectivists claim that moral principles dif-
fer according to the individual, according to the culture, or according
to the historical time period. Individual non-objectivists claim that
moral principles are true according to the individual’s views. Cul-
tural non-objectivists claim that moral principles are true according to
the cultural perspective of moral principles. Finally, historical non-
objectivists claim that moral principles are true according to the his-
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torical time-period.
Objectivist theories may be subdivided into different views accord-

ing to which we assign moral value to different principles. On the
one hand, objectivists may be consequentialist. Consequentialism33 Consequentialism - the view that be-

lieves moral value is derived from the
projected consequences of actions.

claims that moral value is derived from the projected consequences of
actions. To determine the moral value of an action, consequentialists
believe that we need to figure out whether the result of the action will
be good. If the result of the action is good, then we should perform
that action. Otherwise, we should refrain from performing that action.
Non-consequentialism4, on the other hand, believes that moral value4 Non-consequentialism - the claim that

moral value is not derived from the pro-
jected consequences of an action

is not derived from the projected consequences of action. Determining
the moral value of an action, according to non-consequentialists, is not
a matter of projecting the consequences of action; instead, the moral
worthiness of an action is determined by something besides the conse-
quences. Kant has claimed that the moral value of action is intricately
associated with whether we have a duty to perform the action. If we
have a duty to perform the action, then we ought to do it.

This brief taxonomy of ethical views does not exhaust the landscape
of moral philosophy. Some ethical views fall in between the two view,
objectivism and non-objectivism. For purposes of this class, we will
ignore the nuances of the views that fall somewhere in between the
two predominant classes. In the following portion of the lecture, we
will explore the choice space in the objectivist camp. We will see that
there are a number of different views in the objectivist camp.

1.3.2 The Religious Origins of Morality

There are numerous theories that try to explain the origin of morality
and the source of moral values. The oldest and perhaps most perni-
cious source of morality is undoubtedly religion. Different religions
have different moral codes. For example, Judaism has the Torah and
the Talmud, Islam has the Koran, and Christianity has the Bible. Sim-
ilarly, non-western religions such as Hinduism, Shintoism, and Bud-
dhism have moral codes. However, for this section, let’s stick with
Judeo-Christian moral codes, which have been drawn from an omni-
God, i.e., one that is all-powerful (omnipotent), all-knowing (omni-
scient), all-good (omnibenevolent), and all-present (eternal).

According to Christianity, God gave humans moral law through the
revelation of the Ten Commandments. They are an unquestionable
source of values and made it our moral duty to obey them to honor
God. Violating any of the Ten Commandments is disobedience to God
and sin, which carries a penalty in afterlife: eternal damnation in the
fiery pits of Hell. Religion thus provides a strong motivation for be-
ing moral and it gives some orientation as to what amounts to moral
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behavior.
Christianity does this not only through the list of commandments,

but also through the example of the life of Jesus Christ of Nazareth
and allegories contained in the bible.

The first view we examine is the view most often associated with
theology.5 How often have we heard our preacher, priest, rabbi, or 5 Theology - the study of religion.

cleric discuss moral principles in a Sunday morning service? Chances
are that if we have attended a religious service, then we have heard
what religion has to say about actions they find ethical. Some religions
teach that drinking alcoholic beverages is wrong, wearing short skirts
is wrong, murder is wrong, etc. In other words, these religions that
these sorts of actions are morally reprehensible. ‘Believers’ ought not
perform such actions or else.

Philosophers have termed that portion of ethics associated with re-
ligion Divine Command Theory.6,7 Divine Command Theory derives 6 Divine Command Theory - the theory

that the rightness or wrongness of an ac-
tion is intrinsically related to the fact that
God either commands it or forbids it.
7 Divine Command Theory and the views
of theologians are connected, but some
theologians may not believe in such a
theory. They may offer a consequen-
tialist theory, or they may offer a non-
consequentialist theory.

the rightness or wrongness of an action from whether God (or the
Gods) command it or forbid it. This is a starting point in which we
can build a full moral theory. By itself, the claim of Divine Command
Theory is insufficient.

Given Divine Command Theory, and the conceptual fact that an
action is wrong just in case it is right not to perform the action, it
follows that if God commands us not to do the action, then we ought
not do it. Thus, the action is wrong (which also means that not doing
the action is right). Another way to say this is that God forbids the
action.

Divine Command Theory gives us a theory about rightness of an ac-
tion. We can develop this account of right action into a theory of moral
value in the following way. If an action A is forbidden (or wrong), then
the state of affairs that results from doing A is morally bad or evil. The
results from doing A has a low moral value. If an action A is oblig-
atory (or right), then the state of affairs that results from doing A is
morally good. The results from doing A has a high moral value.

There is a limit of Divine Command Theory that we may have an-
ticipated after defining it. This objection was first raised by Plato in
the Euthyphro. Philosophers have termed it the Euthyphro Dilemma.
The primary problem we must keep in mind is that: Is an action good
because God commands it or does God command an action because it is right?

God, at least according to the traditional Judeo-Christian concep-
tion, has been conceived as omni-benevolent, omnipotent, omniscient,
and omni-present. Assume that Divine Command Theory is true, i.e.
“whatever God commands is right.” We may then ask is the action
right because God commands it or does God command the action
because it is right? If God commands us to perform certain actions
because they are right, then the action is right before God commands
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it. Therefore, God does not make the action right; God merely reports
its rightness to us. Morality is possible without God.

If the action is right because God commands it, then it is God’s com-
mand that makes the action right. We may ask why God commanded
that action rather than another. If God has a reason, then that reason
is a reason we could use to make moral judgments. So, God is not
necessary for morality. If, on the other hand, God has no reason, then
our traditional conception of God is wrong.

If we believe neither of these options, then morality turns out to be
merely arbitrary. This is contrary to the assumption that morality is
determined by something that is central to the claim that “whatever
God commands is right.”88 The Euthyphro Dilemma does not

block a radically voluntarist Divine
Command Theory, but such a theory
may make morality irrational.

But religion and revelation as a source of morals creates two main
problems: the problem of interpretation and the problem of competing
religions with competing value systems. The Bible (and other religious
texts) is (are) certainly a great source of moral inspiration, but suffers
from the shortcoming that it often does not offer concrete advice to
specific moral issues. For example, the bible cannot tell an intelligence
officer whether it is morally right to spy on an innocent citizen or
whether it is right to use ‘enhanced interrogation techniques’ on a
terrorism suspect.

In addition, every text is open to different and competing inter-
pretations and it is inevitable that texts cannot be within themselves
a hundred percent consistent. So it is always possible that one can
take certain passages from a larger religious text to support one par-
ticular judgment and that somebody else may take a different pas-
sage out of the very same text to support a different or even opposite
moral judgment. Secondly, despite some agreement by the world’s
largest religions on certain values, for example the sacredness of hu-
man life, there are still huge differences and contradictions amongst
them. These differences in values and beliefs have in the past been big
enough to serve as a cause or justification of war amongst different
societal groups, societies, or civilizations.

Since every religion has to claim to have the only and the absolute
truth and since religions disagree on many important issues, it seems
that religion is inadequate to bridge moral differences between soci-
eties and to establish some universal morality. Even in Western society
there are lots of people, who are not Christians and who subscribe to
a different value system. This is the reason why moral philosophy
has tried to create a different source of morality based in reason and
rationality.

Since every human being is assumed to be capable of reason, moral
philosophy can provide a broader and perhaps more consistent theo-
retical basis for morality by appealing to logic and reason for making
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moral decisions. At the same time, it is in the very nature of philos-
ophy to debate, giving rise to many ethical theories and approaches,
rather than to move towards the development of a single unified ethi-
cal theory that explains all and that applies to all contexts and cases.

Other academic disciplines than philosophy have also contributed
to our understanding of the origins of morals and morality. For ex-
ample, sociologists like Emile Durkheim have argued that norms and
morality exist because they foster social integration and create society
at large. From this perspective, norms and morality make society func-
tion in the way it does. The father of psychoanalysis Sigmund Freud
claimed that morals are the product of our childhood development.
An authority figure imposed values and prohibitions on us that later
become the super-ego that constantly internally restrains and criticizes
the ego for its more primitive urges. Morality thus would amount to
little more than internalized societal demands with which were im-
printed during childhood.

In more recent times, neuroscientists have claimed that our brains
are physiologically ‘wired’ for caring for each other and that moral
ability can be degraded as a result of brain damage. Sociopaths and
psychopaths, who lack the ability to care about others, would have
brains that are different from ‘normal’ people. Regardless, what the
true origin of morals is, there is no doubt that most people have a
natural desire to be moral, even if their moral strength is sometimes
lacking.

1.3.3 Happiness and the ‘Good Life’

Philosophers have tried to understand human nature and to determine
what a good life is. Plato has argued that all humans most desire
happiness and that a good life is ultimately a happy life. However,
Plato did not advocate hedonism (seeking pleasure for the sake of it),
or Epicureanism (the approach of limiting pleasure to maximize its
enjoyment). Although he was not very specific about what happiness
is or how it may be obtained, he did suggest that a happy life is one
that aims for greater wisdom. A good life is for Plato also a virtuous
life, as it demonstrates wisdom in ethical matters. There would be thus
no contradiction in being virtuous and in being happy. The best life is
the life of the philosopher since it is completely dedicated to acquiring
wisdom. It is the happiest one, as only wisdom allows to understand
and to fully appreciate the nature of the world and its perfection. There
is a long philosophical tradition that considers humans as being driven
by a desire to happiness and that tries to reconcile happiness with
morality.

Intuitively we might think that being moral means to sacrifice some
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of our happiness for our moral duty. To some extent this is true, but
as the Bible says: “What good will it be for someone to gain the whole
world, yet forfeit their soul?” If happiness comes at price of our soul
we are unlikely to have achieved true happiness.

Later, liberal philosophers would argue that autonomy and freedom
of will are a precondition to happiness and a good life. All men natu-
rally want to be free and they would never choose to be enslaved. The
United States’ Declaration of Independence, for example, specifically
mentions “the pursuit of happiness” as a fundamental right next to the
rights to life and liberty. By taking away the ability of people to make
their own free choices one also deprives them of happiness and the
chance of a good life. Obviously, liberal philosophers did not say free-
dom should be unlimited as in ‘do what thou wilt’ (the motto of the
British occultist Aleister Crowley), but rather that everybody should
be as much free as it does not violate or impinge on the freedoms and
rights of others. The freedom to lead one’s life as one sees fit (within
the limitations of morality) is one of the core liberal values that still
shape our Western civilization.

1.3.4 Philosophical Ethics and Psychology

To assert that one’s happiness or subjective well-being is the founda-
tion of moral theory is to assert that ethics is deeply psychological. All
moral theories either assume or assert certain principles about human
psychology. These principles have to do with motivation. An account
of motivation is an account of why we do what we do - our behavior.
In other words, we assume something about human nature. There is
something about us that directly affects the way we view the world
and the way we view matters of morality.

One important fact about morality is that morality is concerned with
human behavior. Our account of morality needs to be in line with
certain facts about behavior. For example, since human beings perform
actions which are in some sense ‘moral’, we desire to understand why
humans do certain actions.

The relationship between psychology and morality is borne out by
the fact that the history of moral philosophy is marked by the question,
“why be moral?” We will see when we read Plato’s Republic that this
question is very important. A derivative question is why should the per-
fectly just person remain just? Is there any reason to restrict our behavior,
given that there will be no material penalty for us? This question asks
whether there is any reason to think that what is morally correct is
different from what is in our self-interest and whether this difference
can be motivating.

One possible alternative is the view that all motivation is self-interested.
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We will now consider this possibility. Egoism9 is a general approach 9 Egoism - the view that explaining hu-
man behavior is all a matter of explain-
ing self-interest.

to explaining human behavior which places emphasis on one’s percep-
tion of self-interest. We sub-divide egoism into psychological and ethical
egoism.

Psychological Egoism10 is the view about human motivation that 10 Psychological Egoism - the view
about human motivation that states peo-
ple always act for the sake of their self-
interest.

states people always act for the sake of their self-interest. Psychological
egoism denies the possibility that we act for any other reason besides
self-interest. An argument for psychological egoism will resemble this:

1. Empirical experience shows that at least most human acts are self-
interested. (premise)

2. Those acts that seem unselfish, e.g. charity, really aren’t; a self-
interested motive can be ascribed to them. (premise)

3. Therefore, all human acts are motivated by self-interest. (1,2)

According to this argument, every human action is motivated only
by self-interest. We will also notice that this is a descriptive, non-
normative theory. It is supposedly empirical. In other words, the
theory is confirmable or disconfirmable by sense experience.

There are two objections to psychological egoism. First, one must
describe the motives of some arguments in a distorted way in order
to describe them as self-interested motives. One shouldn’t distort ev-
idence in order to support one’s conclusions. Second, the object of
some desires is the well-being of someone else. Thus, not all desires
are self-interested; neither are all acts.

The obvious theory in opposition to psychological egoism is altru-
ism11. Altruism is the view about human motivation that people ought 11 Altruism - the belief that all human

beings are motivated to act for the sake
of others.

to act for the sake of others. This is a doctrine about morality, but it
implies that psychological egoism is false. Since if it is possible to act
altruistically, then we cannot be motivated by self-interest alone.

Psychological egoists believe that we cannot act altruistically. Here
is a possible argument a psychological egoist would offer against al-
truism.

1. Whenever we act, we pursue a goal we desire. (premise)

2. Whenever we achieve our goal, we obtain personal satisfaction.
(premise)

3. So, whenever we act, we pursue satisfaction. (1,2)

4. Obtaining satisfaction serves our self-interest. (premise)

5. Hence, whenever we act, we try to serve our self-interest. (3,4)
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Premise 3 is questionable. Does it follow from 1 and 2? Not neces-
sarily, since whenever we drive to school we use gas, it follows that
we drive to school in order to use gas. Our desires or preferences are
not necessarily transitive. This is easily exemplified by the following
example: I prefer wine to beer, I prefer beer to water, and I prefer wa-
ter to wine. These three statements can all be true at the same time.
Perhaps ethical egoism will turn out to be a better option than psycho-
logical egoism.

Ethical egoism12, as opposed to psychological egoism, is the belief12 Ethical egoism - the belief that iden-
tifies the good with the self-interest of
individuals

that identifies the good with the self-interest of individuals. It is not
a theory about human motivation. Individual ethical egoism is the view
that moral good is identical with the self-interest of some specified
individual. Universal ethical egoism is the view that the moral good
results from individuals pursuing their own self-interests. Ethical ego-
ism argues:

1. The only reason for treating others justly is to avoid harm to oneself.
(premise)

2. A sufficiently strong and self-reliant person would not need to
worry about being harmed by others. (premise)

3. Therefore, Such a person would not be concerned about the interest
of others. And, ordinary persons should be concerned about others
only when necessary to avoid harm to themselves.

There is another argument for ethical egoism due to Kant. It is more
developed than the one above. Kant, a philosopher of the eighteenth
century is not an ethical egoist, but he does offer an argument for
ethical egoism in his book, Groundwork for the Metaphysics of Morals.
Since he does offer an argument, it should be taken seriously:

1. I have a moral obligation to do x only if I am capable of doing x
(“ought implies can”). (premise)

2. I am able to perform an action only if I do it to maximize my own
self-interest. (premise)

3. Therefore, I have a moral obligation to perform x only if I perform
x to maximize my own self-interest. (2)

4. Thus, ethical egoism is true. (1,3)

According to ethical egoism, one ought to act only in one’s own
interest. Ethical egoism is a normative theory, and it does not say one
should never intentionally act in ways that benefit others.

There are three objections to ethical egoism. First, a moral objection
would say that an ideal person has genuine concern for others. Second,



ethics 25

it is unclear whether the ethical egoist should say others should him
or her (the egoist) down when it would benefit them? This is an odd
conclusion for the egoist. Finally, the question remains whether the
egoist should raise their children to be egoists?

Discussions of egoism leads us to the question of whether there are
universal and objective moral facts, e.g. whether x really is in S’s self-
interest. If there are no such facts, then egoism is simply a form of
relativism; however, the project of moral philosophy starts from the
assumption that a theory of morality is possible. So, we must take a
detour and consider the issue of whether it makes sense to talk about
objective moral theories at all.

1.3.5 Values

There are different types of value usually raised by consequentialists
and non-consequentialists alike. Some values are moral while other
values are not. For example, we might say that gold is valuable in
itself, or that pleasure is valuable in itself. These are examples of non-
moral values. Goodness is a moral value. If pleasure and goodness
are the same, then pleasure will count as a moral value. Otherwise,
pleasure is not a moral value. Types of value include: intrinsic value
and instrumental value. First, there is intrinsic value.13 Intrinsic value 13 Intrinsic Value - the type of value that

a thing possesses for its own sake.is the type of value that a thing possesses for its own sake. It is not
the type of value that a thing possesses for the sake of something else.
When we pursue some end, it is for the sake of that end. We pursue
it for its value. Second, there is instrumental value.14 Instrumental 14 Instrumental Value - the sort of value

which things have in virtue of being use-
ful to pursue other ends.

value is the type of value that a thing possesses in virtue of being use-
ful to pursue other ends. Perhaps the clearest example of instrumental
value is the reason for obtaining a job after graduation. We pursue a
job to earn money. This is an instance of instrumental worth.

We may distinguish between different types of moral theories ac-
cording to value. This is commonly called value theory. First, we need
to define hedonism.15 Hedonism is the pursuit of pleasure. We may 15 Hedonism - the pursuit of pleasure.

then distinguish between psychological and ethical hedonism in accor-
dance with value. Psychological Hedonism16 claims that all human 16 Psychological Hedonism - the claim

that all human action is motivated di-
rectly or indirectly by the desire for plea-
sure.

action is motivated either directly or indirectly by the desire for plea-
sure. Also, Ethical Hedonism17 is the claim that moral value of an

17 Ethical Hedonism - the moral doctrine
which holds that the moral value of an
end or action depend on its ability to
produce pleasure and is proportional to
the amount or degree of pleasure pro-
duced.

end or action depends on its ability to produce pleasure, and is pro-
portional to the amount or degree of pleasure produced. Happiness,
defined as pleasure, is what is ultimately, absolutely good. Pleasure
includes much more than sensual pleasure.
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1.3.6 Morals and Legality

It is often assumed that morality and legality are more or less the same,
that whatever is legal must also be moral. That whatever is moral must
also be legal. Many philosophers have supported the idea that it is an
imperative of morality to follow the law. Socrates famously drank the
poison because the law demanded it from him and because he believed
in the rightfulness of the law.

It is very tempting to think that following the law is automatically
moral since doing so is backed up by the authority and power of a
sovereign government. Unfortunately, matters are far from being so
simple. Laws are human constructs, and they can be just as fallible
as any person. Some laws made with good intentions may later be
applied in ways that hinder rather than bring about justice. Laws can
have loopholes that allow others to violate the spirit of the law while
not actually breaking the letter of the law. Of course such kind of
legality based on exploiting legal loopholes is unlikely to be moral.

To arrive at a conclusion whether any application of a law is actually
moral one has to look at the moral value or principle that forms the ba-
sis for a law. For example, in international law certain weapons such as
blinding lasers or antipersonnel landmines have been outlawed while
many other weapons have not. The reason that a weapon has not yet
been specifically banned, which makes its use formally legal, does not
automatically mean that the use of the weapon is also automatically
moral. Morals and morality should be additional behavioral restraints
to the mere application of laws.

We should follow good laws, but sometimes we should also go be-
yond what the law demands in order to be moral. It might be perfectly
legal to kill the proverbial naked enemy combatant taking a bath, but it
might not be a particularly moral thing to do. Furthermore, sometimes
laws can be unjust and the obedience to unjust laws can be highly im-
moral. As Martin Luther King once pointed out: “[N]ever forget that
everything that Hitler did in Germany was legal,” which means that
the Nazis used the authority of the law to commit and cover up many
of their crimes. Between 1933 and 1945 it was legal in Germany to put
people in concentration camps and work them to death. The Nurem-
burg trials have made it clear that formal legality does not matter if
gross injustices are committed such as genocide. Everybody taking
part in crimes that violate fundamental moral principles of humanity
should be considered morally responsible for them and be punished
accordingly, even if the crimes when they were committed were sanc-
tioned or authorized by a government or by government law.
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1.3.7 Fairness and Justice in Political Philosophy

Political philosophy and ethics are intimately linked. Politics is the
study of the well-being of the polis, or city and its people. Understand-
ing what people do and why they do such things is a central part of
the study of politics. The well-being of the city is called ‘Happiness’,
according to Aristotle, or eudaimonia. Happiness is usually understood
to be a kind of ‘living well’, which is to say that the people who live in
the city perform activities of life well.

Political philosophy asks several different questions, so we should
begin by charting the philosophical territory.

1.3.8 What is the Justification of the government’s authority?

The first issue we should discuss is whether any government has legit-
imate authority over its citizens. We may ask, “what is the justification,
if any, of the government’s authority?” The government may have the
power and the force to rule its people, but not every ruler or use of
force is legitimate. One position claims that all governments do not
have the authority or the right to exercise their power over people. We
call this position anarchism18 Anarchists, traditionally, believe that the 18 Anarchism - the position that there is

no conceivable justification for govern-
ment.

government has no legitimate authority over what they do, the money
they earn, or anything else. Some anarchists tend to talk as if the gov-
ernment were a separate entity; it is ‘us’ versus ‘them’, so to speak.
This is an emotional appeal, so philosophers would rather see an ar-
gument for why there should be no government.

Anarchism comes in a variety of flavors. First, there is naive an-
archism. Naive anarchism believes that if there were no government,
then we would still be able to live in peace and harmony. Government,
according to this view, is an unnecessary evil that restricts human free-
dom and flourishing. The underlying assumption of this view is that
people can live in harmony without government and that human na-
ture is basically good, society in its current form corrupts us and leads
to bad behavior. Robert Nozick, in Anarchy, State, and Utopia, offers a
view of the minimal state where each citizen has negative rights. We
ought to live such that we do not infringe on others rights. If we do
infringe on others rights, then the minimal state has the authority to
punish us in some way. Other than that, the government must stay out
of the citizens way. The main problem with this view is that it has too
optimistic view of human nature. Naive anarchism fails in the face of
the obvious need for society to restrict or regulate its members’ actions
for the benefit of all.

Second, extreme anarchism believes that if government is unjustified,
then it is an evil that should be overthrown - by violent means if neces-
sary. This seems to be a common view among radical groups in Amer-
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ica. We have seen in the past few years how citizens of the United
States can sometimes feel about the governmental authority. We need
only look to the example of the Oklahoma City government building
bombing of 1995, the Elian Gonzalez scandal, Ruby Ridge, and the re-
ligion of David Koresh to understand how some extremists attempt to
undermine the government’s centralized authority. This version of an-
archism, too, cannot be taken seriously. Such type of anarchism advo-
cates following principles without regard for practical consequences.
In most cases, greater harm results from people acting on this position
than from the evils they are seeking to eradicate. A few questions the
extreme anarchist fails to take account of include: once the govern-
ment is destroyed, what then? How will we manage to coexist? Like
the naive anarchists, the extreme anarchists have an unrealistic view
of the possibilities of human life without laws.

Finally, the only version that seems feasible is theoretical anarchism.
Theoretical anarchism19 believes that we have to tolerate the existence19 Theoretical Anarchism - the theory

that believes the government fails to
have legitimate authority even though
we may have to tolerate its existence as a
matter of practical necessity.

of a government as a matter of practical necessity, but the government
still fails to have legitimate authority. Robert Paul Wolff, a professor
of African American studies and Philosophy at the University of Mas-
sachusetts - Amherst, argues for theoretical anarchism. He argues:

1. There is a difference between the power of government and the
authority of the government to exercise that power over its citizens.
(premise)

2. Citizens have autonomy, i.e. having freedom of choice, taking re-
sponsibility for one’s own actions, and being responsible in making
decisions. (premise)

3. Autonomy is a moral obligation. (2)

4. Since we have a moral obligation to be autonomous and self-legislating,
the government fails to have authority over our lives. (premise)

5. Thus, there is no state that is legitimate and has the right to com-
mand our obedience. (1,3,4)

An objection to Wolff’s argument may be that we can believe in the
legitimacy of our government and also believe that some extreme cir-
cumstances offer morally legitimate grounds for a revolution or civil
disobedience. In other words, we understand that the government is
not perfect. It can make mistakes, too. This is no reason to conclude
that we should reject the legitimacy of government altogether. We
merely need to express our disapproval of the government.

As opposed to anarchism, we may believe that there is an implicit or
explicit agreement between the individuals who live under the govern-
ment and the government itself. We call this Social Contract Theory.2020 Social Contract Theory - the theory

that the justification of a government
and its exercise of power is based on an
explicit or an implicit agreement made
between the individuals who live under
that government or between the citizens
and the government.
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In other words, the government has the ability to exercise control over
the citizenry because the citizenry has agreed to the government’s ex-
ercising that authority. The works of Thomas Hobbes and John Locke
best exemplify the social contract theory. Essentially, Hobbes argued
that we citizens are in a state of nature before government is estab-
lished. He describes the state of nature as a “war of all against all.”
Seeing that the state of nature is dangerous, Hobbes believes that most
people would choose to relinquish their rights to a centralized monar-
chy who has absolute control over the government. The centralized
monarchy establishes a civil society, in which all people can live to-
gether in harmony knowing that there is one centralized authority
with absolute power. John Locke, on the other hand, does not be-
lieve that we have to relinquish our rights to a centralized monarchy
as Hobbes has explained. Locke believes that we create government
with the social contract, but we do not surrender our rights to the gov-
ernment. The government also does not create our rights. Instead, we
bring the government into being in order to protect our natural rights.
Natural rights are indefeasible (cannot be made void) or inalienable.
According to Locke, we possess these rights even if there were not a
government. Among these natural rights, moral rights are the preser-
vation of our life, health, liberty, and possessions.

There are a few problems with the social contract theory. First, the
theory is based on a hypothetical, fictional thought experiment. The
only thing we find in history are situations in which a formation of
one government evolved into another form of government. If the main
thrust of the social contract theory is based on hypothetical, fictional
thought experiments, then does this basis undermine the value of the
theory as a justification of actual governments? Second, the United
States was formed by a contract among white males. John Locke’s
theory was highly influential during the formation of the Republic.
People in other groups, besides the white males, were denied partic-
ipation in the political process for most of this nation’s history. Since
these people were not a part of the ‘good ol’ boys’ network in the orig-
inal contract, then this may be reason for them to believe they were
excluded from the contract. Thus, the contract for these groups is null
and void. This theory may have idealized how political authority re-
ally comes about.

1.3.9 Where do we draw the line between individual freedom and
governmental authority?

The relationship between the individual and the state is a question of
freedom and control. We all cherish our freedom, but too much indi-
vidual freedom would probably lead to social chaos. At least some de-
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gree of government control is necessary. Is the government supposed
to be thought of as our servant, doing only those things we cannot do
for ourselves? Is the government supposed to act as a parent, looking
out for our best interests?

We usually want the line to be drawn between individual freedom
and governmental authority somewhere in the middle. The two ex-
tremes, anarchism and absolute totalitarianism, are too extreme. Anar-
chism believes that no government has legitimate authority to interfere
in our lives, and absolute totalitarianism believes that all of our rights
should be sacrificed for the good of the society. So, there must be some
moderate positions that seem less untenable.

The first position we should consider is individualism. Individualism
emphasizes individual freedom. One of the most important versions
of this viewpoint was classical liberalism. Mill, in his book On Liberty,
offers a classical liberal standpoint. Mill writes:

The sole end for which mankind are warranted, individually or collec-
tively in interfering with the liberty of action of any of their number, is
self-protection. That the only purpose for which power can be rightfully
exercised over any member of a civilized community, against his will, is
to prevent harm to others.2121 John Stuart Mill, On Liberty, chapter 1

Mill does not believe in government paternalism. The government
should not play the role of our parent by forcing us to do what it
thinks is best for us. Mill concludes that the state cannot intrude on
the sphere of our personal lives.

The opposing position is collectivism. Collectivism believes that the
best results will be achieved if the government plays a large role in
regulating society and providing for people’s needs. This position is
called collectivism because it claims that the collective, the common
good, or the state should have the final authority over individual pref-
erences. Marxism is a good representative of this view.

1.3.10 Are there situations in which we should disobey the laws of
government?

If we agree that the government is necessary, then would there ever be
a time when we should disobey the laws of the government? Under
what conditions would it be morally permissible to disobey the law?
We can examine the pros and cons of civil disobedience to determine
answers to these questions.

The first position maintains that civil disobedience is never morally
justified. We see a position like this in the works by Plato. The sec-
ond position maintains that there are circumstances in which obeying
the law would be immoral an disobeying the law would be morally
permissible, perhaps even our moral duty. We see a position like this
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in the works of Martin Luther King, Jr. and Mohandas Gahndi. The
first position must show why it is always wrong to disobey the govern-
ment, and the second position must show why it is sometimes morally
permissible to do so and to provide principles for deciding when our
normal duty to obey the government may be suspended in the name
of a higher moral obligation.

1.3.11 What is justice?

Finally, we come to the most hotly debated question of all political
philosophy. This question has remained at the top of every political
philosophers’ minds since Plato first considered it in his work, the
Republic. What is justice? What is a theory of justice? How can we
determine whether a government is just or not? In the next few class
periods, we will discuss this issue. We start with Mill’s theory, and
we move to Plato’s theory. There are other views besides Mill’s and
Plato’s that deserve some consideration.

First, there are advocates of natural law theory.22 Natural law the- 22 Natural Law Theory - the theory that
there is an objective moral law that tran-
scends human conventions and deci-
sions, governs individuals and the con-
duct of society, and can be known
through reason and experience on the
basis of the natural order of the world
and the built-in tendencies of human na-
ture.

ory believes that there is an objective moral law that transcends human
conventions and decisions. It governs individuals and the conduct of
society. The theory itself can be known through reason and experi-
ence on the basis of the natural order of the world and the built-in
tendencies of human nature. Any civil law is just if and only if it is
in conformity with the natural law. If a law of a particular society vi-
olates the natural law, then it is considered unjust. According to the
natural law theorist, all morally aware people have the potential to
recognize these laws. The moral laws are ‘natural’, in that, they can
be discovered by using our natural human faculties. The natural law
theorist does not contend that we always have a complete and infalli-
ble knowledge of this natural law any more than we always know the
correct, objective physical laws. We are still in the process of trying
to bring our society’s practices and civil laws in conformity with the
moral law.

Critics of natural law theory contend that there are no supernatural
laws that exist. We do not discover these laws through our intellect.
On the contrary, they claim that laws are merely a matter of social
convention or human creation.

Second, there is the idea of justice as fairness. John Rawls attempts to
find a balance between individual liberty and rights on the one hand
and society’s duties and interest in maintaining an equitable distri-
bution of goods on the other. His ingenious book, A Theory of Justice,
argues that we must seek a theory of justice in which justice is directed
toward a minimal level of equality. Rawls criticizes the utilitarian the-
ory of Mill because it opens up the possibility that the general good of



32 ethics for security professionals

the majority could be pursued at the expense of the rights and well-
being of some individual or group.

Rawls’s theory is built upon the idea that those people with natural
talent or the most superior character should not have an advantage
over the rest. Everyone has different circumstances and so we want to
design a society that would enhance even those who find themselves
at the bottom of society’s ladder. Rawls introduces a process to make
justice as fair as possible. First, we must drop the veil of ignorance.
In other words, we must remove ourselves from our current political,
economic, and social position. We no longer have any of our own
possessions. We are wholly ignorant of where we find ourselves in
society. Then, we must decide what types of principles should govern
society.

According to Rawls, if we are behind the veil of ignorance, then we
will see that there are three principles of justice we would want in our
society. First, there is the principle of equal liberty. The principle of
equal liberty says that everyone should have the maximum amount of
political rights and freedom as long as everyone has an equal amount
of these liberties. Second, there is the difference principle. The differ-
ence principle focuses upon the differences among people. Social and
economic inequalities should be arranged so they result in everyone’s
advantage. Finally, there is the principle of fair equality of opportunity.
The principle of fair equality of opportunity says that the opportunities
to achieve more than the basic minimum should be open to all.

Much of political philosophy, a subdivision usually categorized un-
der the umbrella of ethics, of the later 20

th century is ethics, and is
concerned with the idea of (social) justice.

John Rawls is one of the most important thinkers of this period
and he developed a theory of justice as fairness. He revived the liberal
social contract theories in his main work A Theory of Justice (1971/1999),
in which he creates a hypothetical original position where everybody
has to agree to a future societal order in a hypothetical social contract.
However, in the original position nobody knows what their position
in that future society is going to be or to what race or class they will
belong or what kind of natural abilities and talents they will have. This
is what Rawls called the ‘veil of ignorance.’ Rawls assumes that under
this condition everybody has an incentive of creating an order that
maximizes individual freedom and overall fairness, since one could
always be originally placed at the bottom of society by mere chance.
Everyone would also agree on a societal distribution of goods that
offers the greatest benefit to everybody and not only certain parts of
society. With a veil of ignorance everybody would want that positions
in society are given on the basis of merit and equal opportunity and
that the established societal order also benefits the least well-off person
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in this order.
Although John Rawls’ Theory of Justice is primarily concerned with

distributive justice or with the problem of how to morally justify dif-
ferences in individual status and wealth in society, it also contains a
very interesting idea about how to test moral judgments. Rawls sug-
gested to politicians that when they promoted a particular policy they
should always ask themselves: “Would the best-off accept particular
social or economic arrangements if they believed, at any moment, they
might find themselves in the position of the worst off?” This ‘Rawls
Test’ can also be applied to many other ethical dilemmas. For exam-
ple, how should we select procedures for testing drugs or for selecting
people to test new drugs that could cure diseases, but that may also be
dangerous? If we did not know if we would end up as a test subject for
that drug we would naturally opt for procedures that offer the great-
est safeguards and protections to the test subjects and to a selection
method that is inherently fair.

1.3.12 The Objectivism/Non-Objectivism Dichotomy

When philosophers introduce students to ethics, they often respond
that what is morally right may differ, either according to the individ-
ual, culture, or time period. And usually they say this because we may
be ignorant of another individual’s beliefs, a culture’s moral code, or
morally salient principles of a different time period. To a certain ex-
tent, this is a defense mechanism one employs to prevent themselves
from taking a controversial stand against others, epsecially if some of
them may be offended by the view.

We can easily distinguish between objectivism and non-objectivism.
Objectivism is the rejection of non-objectivism, and, likewise, non-
objectivism is the rejection of objectivism. Non-objectivism asserts that
there are no objective truths about morality. Non-objectivism denies
the objectivity of moral truths and moral principles.

There are a number of forms of non-objectivism worthy of dis-
cussion. First, let us define moral non-objectivism.23 Moral non- 23 moral non-objectivism - the belief that

what will count as ethical for one ratio-
nal agent will not necessarily count as
ethical for another rational agent.

objectivism, generally, claims that for any two agents, A and B, what
counts as morally right for A will not necessarily count as morally
right for B. If A and B disagree on a moral question, then neither A
nor B is literally wrong. Second, there is action non-objectivism.24 24 Action Non-objectivism - the belief

that what will count as an ethical action
for one rational agent will not necessar-
ily count as an ethical action for another
rational agent.

Action non-objectivism claims that for any two agents, A and B, an
action that counts as morally right for A will not necessarily count as
morally right for B. In order for action non-objectivism to work, we
need to know what rule they are following. Action non-objectivism
turns out to be too weak because it is consistent with the same prin-
ciple being applied in different situations. Finally, there is principle
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non-objectivism.25 Principle non-objectivism argues that for any two25 Principle Non-objectivism - the be-
lief that what principles will count as
morally right for one rational agent will
not necessarily count as morally right for
another rational agent.

agents, A and B, principles that count as morally right for A will not
necessarily count as morally right for B. A and B disagree about moral
rules, and neither A nor B is wrong. Principle non-objectivism comes
in two flavors, subjective and conventional non-objectivism. Subjective
non-objectivism claims that for any two agents, A and B, what counts
as morally right, given the personal outlook of A will not necessarily
count as morally right given the personal outlook of B. The good/right
is determined by individual taste. Conventional relativism claims that
for any two agents, A and B, what counts as morally right in A’s cul-
ture or group will not necessarily count as morally right in B’s culture
or group.

We have reason to reject subjective non-objectivism. Part of the aim
of moral theory is to explain that we have moral codes. No society
can function if all members subscribe to subjective non-objectivism.
Further, we often make errors in judgment, but according to subjective
non-objectivism, we cannot ever be wrong about moral issues. Serious
non-objectivism is conventional non-objectivism.

Now that we have reviewed the forms of non-objectivism, we should
review some arguments for non-objectivism. Two arguments, in par-
ticular, deserve our attention. One argument was offered by Ruth
Benedict (an anthropologist), and the other argument was offered by
William Ladd (a philosopher). First, let us review Benedict’s argument:

1. Normality is a function of culture. (premise)

2. Habitual behavior within a society is normal. (premise)

3. When we say ‘x is moral’, we mean ‘x is normal or habitual’. (premise)

4. Thus, morality is a function of culture, i.e. conventional non-objectivism
is true. (1-3)

Benedict asserts that ‘good’ is a way of naming what is normal, ‘right’
is a name for what is habitual. Premise (3) is problematic in a couple of
ways. Are normal and ‘good’ synonymous? Does good mean normal?
There is a sense in which good may be interchangeable with normal,
but good usually means something normative. It prescribes us to do
certain things, and it forbids us to do other things.

Ladd’s argument is a little bit different. Here it is:

1. Diversity thesis: Apparent moral beliefs and practices are different
in different cultures. (premise)

2. Dependency thesis: Moral beliefs and practices depend on our cul-
tural background. (premise)

3. Thus, conventional relativism is true. (1,2)
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With respect to Ladd’s argument, we must ask whether cultures
are sufficiently different to explain a full range of differences in moral
codes? It seems that our culture does not differ so much from other
cultures. For instance, American culture does not differ from most
European cultures. Non-objectivists usually point to cultures which
diverge greatly. Is this a fair assessment? If we perceive little differ-
ence across cultures, then it seems we can question whether Ladd’s
argument and ones like it are true.

We have explored non-objectivism, but we have found that non-
objectivism seems to undermine the main argument for moral phi-
losophy, in general. Objectivism, on the other hand, may provide a
theory that does not undermine the main argument for moral phi-
losophy. Moral objectivism26 is the denial of non-objectivism. Moral 26 Moral Objectivism - the thesis that

there is at least one objectively true
moral principle.

objectivists claim that there is at least one objectively true moral princi-
ple. People who believe in non-objectivism think that non-objectivism
is true because it is a way of expressing ‘tolerance’. Non-objectivism,
they claim, accepts different subjective or cultural viewpoints. Toler-
ance, however, can be one of the objectively valid moral principles.
The objectivity of tolerance is a premise in the arguments for non-
objectivism, and this makes non-objectivism inconsistent. Also, non-
objectivist tolerance must validate intolerance, i.e., non-objectivists can-
not criticize intolerance.

Part of ordinary moral talk involves the use of moral standards
to criticize the standards and practices of other persons and groups.
Whether we like it or not, the way we use language implies the use
of standards. This is incoherent if non-objectivism is true. Since
there is no way to justify one set of principles against the others, non-
objectivists claim there are no standards of morals or language. That
is what is incoherent for the non-objectivist.

How would an objectivist argue against a non-objectivist? James
Rachels, a professor of philosophy at the University of Alabama at
Birmingham, has argued that non-objectivists make moral criticism
impossible. No one can say that anything is wrong, and non-objectivism
does not have the ability to make genuine moral judgments. Rachels,
then, claims that the idea of moral progress breaks down if we believe
that non-objectivism is true. Some moral rules must be common to
many cultures if we are to have a moral code.

Rachels surveys a point usually made by non-objectivists. Cultures
have different moral codes. For instance, non-objectivists usually cite the
case about eskimoes. When eskimoes reach a certain age, they are
taken care of by their children. The children harbor their aging parents
and provide them with shelter. One day the aging eskimo parents
leave the shelter of their children to die in the frozen tundra. Children
allow their parents to die! This certainly shows the difference between
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our culture and theirs, according to non-objectivists.
When we investigate the case of the eskimo a little bit more, we find

that our cultures do not differ nearly so much as we think. One of the
beliefs the eskimo have is that when we die, we have the body we die
with for the afterlife. Another belief is that the afterlife consists in one
big orgy. So, by allowing the aging parents to die in the frozen tundra,
the children of the aging eskimo parents are actually working on the
same principle as we do, “respect your elders.” The underlying moral
principle is the same for us as it is for the eskimo. This is just one
instance of undermining the claim of moral non-objectivism.

We have explored the objectivism/non-objectivism dichotomy, and
we may now explore the subset of objectivism since it seems to ac-
cept the main project of moral philosophy. Consequentialism is the
doctrine that the moral evaluation of actions depends on the conse-
quences of those actions, while non-consequentialism, or deontological
ethics, holds that moral evaluation of acts ought to look at the motives
with which the act is performed and whether one’s obligations were
satisfied. The utilitarianism we will explore in Mill is an example of a
consequentialist theory.

1.4 Deontological Ethics

The term deontological ethics is derived from the Greek word ‘deon,’
which means duty or obligation. Deontological ethics therefore means
‘duty ethics’ and is based in the idea that actions are intrinsically right
or wrong. The right action might be deduced from some underlying
value or good, but it is the right action that matters and not whether
the value or good was actually obtained through the action. In other
words, only the rightfulness of the action itself is morally judged, not
anything that follows from it.

1.4.1 Moral Absolutism

Moral absolutism is usually derived from some divine commandments
or some other religious justification. It essentially claims that actions
have to conform to absolute moral principles that shall never be vio-
lated, regardless of the circumstances or the consequences that result.
For example, some people consider the moral principle that one shall
not kill as absolute, as there would be no circumstances under which
killing could be morally permissible. This absolute principle of not to
kill can be derived from God’s commandments (it is the sixth) or it
can be derived from a rational basis, such as humanitarian principles
like basic human rights (the right to life). However, even very religious
people contend that killing might be justifiable under certain circum-
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stances, such as in self-defense. The bible also makes it clear that God
occasionally violated the principle ‘thou shalt not kill’ and sometimes
commanded others to kill in his name. Considering divine origins of
absolute moral rules, it is philosophically problematic that the morality
of an action should depend on the mere will of somebody else, even if
it was an infallible God, as it deprives individuals of moral autonomy
(which is as stated earlier a precondition of moral agency). However,
some absolute prohibitions of certain types of actions seem to make
intuitive sense. For example, it is hard, if not impossible, to imagine
a situation or circumstance under which it could be morally right to
slowly torture somebody to death, to sexually abuse an innocent child,
or to commit genocide. Such actions deserve the label ‘crimes against
humanity’ and cannot be reconciled with what the vast majority of
humans would consider to be moral under any circumstance.

1.4.2 Kantianism

Deontological ethics27 is the theory of ethics that we have absolute 27 Deontological Ethics - the theory that
we have absolute moral duties deter-
mined by reason and they are not af-
fected by the consequences.

moral duties determined by reason, and that they are not affected by
the consequences. Kant was obviously not trying to refute the nine-
teenth century utilitarianism of Jeremy Bentham and John Stuart Mill
because he lived well before John Stuart Mill was born and before Ben-
tham had written his utilitarian theory. Much of Kant’s work, though,
anticipates what Bentham and Mill say. Because Kant was responding
to the British empiricists who would later influence the utilitarians, his
writings read like an argument directed against Bentham and Mill.

We could take as the model of Kant’s entire philosophy his state-
ment that “two things fill the mind with ever new and increasing ad-
miration and awe... the starry heavens above me and the moral law
within me.”28 The starry heavens represent the sensory world, but the 28 Immanuel Kant, Critique of Practical

Reason trans. Lewis White Beck (Indi-
anapolis, IN: Bobbs-Merrill, Library of
Liberal Arts, 1959), pt. 2, conclusion.

human experience consists of more than sense data. We also feel the
pull of the moral law.

When Kant talks about moral experience, he looks inward to find
the moral law. Utilitarians, like Bentham and Mill, we will remem-
ber, look outward to the consequences of our actions. Kant’s theory
radically differs from utilitarianism because it does not care what the
outcome of a potential action will be. On the contrary, Kant’s uncom-
promising rationalism led him to insist that the principles of moral-
ity cannot be derived from any empirical facts about human practices
such as we find in anthropology or psychology. Kant’s theory empha-
sizes absolute duties, motives, and the dignity and worth of human
persons.

Morality is not a matter of statistics. Kant believed we cannot move
from a description of what is the case to any notion of what we ought
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to do. If moral principles cannot be derived from sense experience,
then the mind must bring its own rational principles to the realm of
moral experience. Acting morally can be understood in terms of acting
rationally, whereas acting immorally can be considered as one species
of acting irrationally.

1.4.3 The Good Will

Good will, according to Kant, is the only thing that has unqualified
moral value. A person with good will acts for no other reason and
from no other motive than the motive of doing what is right. Such a
person acts out of respect for the moral law, for the sake of duty. No
other considerations enter into the decision process. It is not enough
for Kant that we act on good intentions or that we have pure motives.
The good will means more than sincerely thinking that we are per-
forming the right action. We must be able to correctly discern what is
our moral duty. The good will is the motivating force in all morality.
There are other things that we count as good, but Kant argues that such
things are not truly good in themselves. Without a good will, “good”
traits actually can be bad. For example, if a hardened-criminal is in-
telligent, cool-headed, courageous, powerful, and persevering, these
positive qualities would only enhance the evil he could do.

1.4.4 Rational Agency

Besides a good will, Kant believes that the human capacity for reason
is inextricably linked with morality. Humans are imperfect rational
agents. God is a perfect rational agent. A perfectly rational agent,
God, will always do what reason commands. Imperfect rational agents
ought to do what reason commands, but we are flawed in such a way
that it is possible for us not to do what reason commands. This is
simply a fact of the way we are built. Commands of reason are prac-
tical laws. While some practical laws are about how to get around in
the world, others are about moral laws. Actions either conform to the
moral law or actions violate the moral law. Failure to satisfy the moral
law results in wrong actions.

Actions which obey the moral law come in two forms:

1. Actions that conform to the moral law, but that are motivated by
self-interest.

2. Actions that conform to the moral law, and motivated by the recog-
nition that there is a moral command.

The way that Kant explains the difference between the two sorts of ac-
tion is between acting in accordance with duty and acting from duty.
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Acting in accordance with reason simply means that our external be-
havior conforms with what we ought to do. He uses the case of a mer-
chant. The merchant deals honestly with his customers only to serve
his own interests. By being honest, the merchant is acting for the good
of his business or he was acting because if he weren’t honest, then he
may be arrested for unfair business practices. The case of the merchant
shows that we can do the right thing for prudential or selfish reasons.
Doing our duty because of the desirable consequences that would re-
sult implies that if the consequences were different, then we would no
longer have a reason to act in accordance with duty. Whether we have
a reason to act, in this case, in accordance with duty depends more on
external circumstances over which we have no control and less on our
internal moral character.

Acting from duty means that the motive for acting is simply the
desire to perform the action because it is right. Then and only then
does the action have moral worth. It proceeds from a good will.

The distinction between acting in accordance with duty and acting
from duty also presupposes a unique picture of human psychology.
Kant sees two forms of human motivation:

1. Belief-desire motivation: acting in one’s own self-interest; when we
have a desire to do X, it motivates us to perform action X.

2. Rational motivation: we have reason, so we must perform X.

For Kant, the only motivation we should take into account when we
want to act is rational motivation. Part of reason is the performance or
non-performance of certain actions.

1.4.5 Kant’s Moral Theory from Maxims to Categorical Imperatives

We start with maxims. Maxims are descriptions of action we give
ourselves. They are subjective rules for actions. How do we determine
whether a maxim is a moral law? Without an answer to this question,
the good will would be well-intentioned but morally blind. A moral
law is a kind of command or imperative that directs us to do something
or not to do something. Kant makes a distinction between two kinds of
imperatives, hypothetical and categorical. Hypothetical Imperatives29 29 Hypothetical Imperatives - a rule that

tells us only what means to use to
achieve a desired end.

are rules that tell us only what means to use to achieve a desired end.
If our maxim embodies a non-moral practical law of reason, then it
expresses a hypothetical imperative. Hypothetical imperatives express
commands about what means we ought to use to obtain a specific end
or goal. They are usually expressed conditionally, “If we want X, then
do Y.” For example, “If we want to drive to Raleigh, then we ought
to use U.S. 401,” or “If we want a higher grade in the class, then we
ought to study.”
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Categorical Imperatives30, for Kant, are moral laws that tell us what30 Categorical Imperatives - a moral law
that tells us what we ought to do but
does not depend on any prior conditions
or subjective wants and wishes, and con-
tains no qualifications.

we ought to do but do not depend on any prior conditions or subjec-
tive wants and wishes, and contain no qualifications. If our maxim
embodies a moral law, then it expresses a categorical imperative. Cat-
egorical imperatives express absolute commands about what our duty
is. Is usually expressed as, “Do X!” It is not preceded by an if clause
because it tells us what we are morally commanded to do under all
conditions and at all times. The lawgiver, for Kant, is reason itself. A
rational rule is one that is universal and consistent; it is universal in
that it applies to all people, at all times, and in all circumstances, and
it is consistent in that it does not lead to any contradictions.

There are two versions of Kant’s categorical imperative. Our partic-
ular duties can be discovered by considering these formulations. The
first formulation of the categorical imperative gives us a principle for
choosing maxims that will establish our moral duties. This principle
is known as the principle of universalizability. An action-guiding princi-
ple is universalizable if it is possible for everyone to act on it and if we
could rationally will that everyone would act on it. Kant says, “act only
according to those maxims which you can at the same time will that
they should become universal laws.”31 The point that Kant makes is31 Immanuel Kant, Groundwork for the

Metaphysics of Morals not an empirical one, having to do with empirical consequences of the
action becoming the criteria of whether the action is right or wrong.
What he is saying is that a moral rule governing an activity that would
eliminate the activity in question would be a self-defeating rule.

The second formulation of the categorical imperative is treat human-
ity as an end-in-themselves. Kant says, “Act so that you treat humanity,
whether in your own person or in that of another, always as an end and
never merely as a means.”32 The two versions of the categorical imper-32 Ibid.

ative are not two distinct principles; Kant considered them two ways
of making the same point. Kant argues that the second formulation
of the categorical imperative states that there are some things which
have conditional value. In other words, if people stop desiring certain
objects, then they will be worthless. Since persons are the source of
all conditional value, they cannot have conditional value themselves;
they must have absolute or intrinsic value. The important feature of this
formulation of the categorical imperative is that Kant explicitly claims
that we should treat ourselves with respect and not merely as means
to some end.

The philosopher Immanuel Kant has developed a moral deontolog-
ical theory that is still considered as one of the most influential ethical
theories. Kant argued that people have a duty to act morally and that
it is ultimately the intention that matters and not the action itself or
its outcome. If a good action was undertaken with an evil intention, it
would still be morally wrong. On the other hand, if an action was un-
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dertaken with a good intention but produced a morally bad result, it
would still be morally right to have acted in this way. Kant considered
it most important that people act out of moral duty in respect of the
moral law for the sake of it. He developed a way of testing whether a
type of action is moral or immoral, which is known as the ‘categorical
imperative’: can the action in question be universalized (what if every-
body did it)? There are altogether three different formulations of the
categorical imperative:

Act only according to that maxim by which you can also will that it
would become a universal law.

Act in such a way that you always treat humanity, whether in your own
person or in the person of any other, never simply as a means, but always
at the same time as an end.

Every rational being must so act as if he were through his maxim always
a legislating member in a universal kingdom of ends.

According to Kant, humans have an intrinsic worth that requires us
to treat humans never like things but in ways that afford them dig-
nity. In other words, Kant suggested that the idea of human dignity
should be the underlying principle of our morality. Human dignity
means in particular to recognize the moral autonomy of others and
to respect their ability to choose their own purposes. Denying others
moral autonomy or the ability to make moral decisions in accordance
with some universal moral law would be in itself morally wrong since
it would be incompatible with human dignity. At the same time it
seems that Kant’s idea of moral autonomy is little more than an indi-
vidual’s ability to agree with universal moral rules and apply them.

1.4.6 Weaknesses of Deontological Ethics

Despite the convincing nature of Kant’s argument and the appeal of
treating others as an end and of universalizing all actions, there seems
to be at least one biting criticism of Kant’s ethics. There could be a
conflict between different duties that are difficult to resolve theoreti-
cally. With the reliance on pre-determined rules deontological ethics
has also the danger that there are loopholes that allow individuals to
act in ways that do not violate the rules, but that violate the spirit of
the rules. For example, sins of omissions may not amount to lying
and may thus not violate the moral imperative of always telling the
truth, but they still can result in willful deception just if the person
had lied straight away. From an external point of view it is hard if
not impossible to understand the intentions behind another person’s
actions. How can we than judge that an action was truly moral? In the
field of national security deontological ethics is often a non-starter, as
the ‘raison d’état’ often demands to violate common moral norms for
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the greater benefit of the nation. While the ethical rule of not to kill
makes sense on a personal or private level, it makes less sense with re-
spect to states, where wars and interventions are accepted instruments
of statecraft. Lying and deception are also a necessity in the business
of espionage. So unless we are radical pacifists who advocate abolish-
ing the military and intelligence services, we have got a problem with
deontological ethics. As a result, consequentialist theories are often
much more relevant and applicable in the field of national security.

Suppose that we were living in Europe during World War II, and
we were apart of a Nazi resistance group. As a part of being in the
resistance group, we hid innocent people from the Nazis. One day a
member of the Nazi’s elite gestapo knocks on the door, and asks if
we were harboring any Jews, Poles, or we were a part of a resistance
group. Kant, in his essay “On a Supposed Right to Lie from Altruistic
Motives” points out that in this case we are violating our moral duty
to the truth because we thing the consequences of doing so will be
good. Suppose that we lie about our friends and say that we saw them
running down the street. Unknown to us, our friends had slipped
out the back door, and it turns out that they were running down the
street. The murderous gestapo catch our innocent friends. Kant would
say that our lie would have been instrumental in causing the innocent
persons’ deaths. Kant also says that if we had told the truth, then
we would have jeopardized the innocent persons’ lives. Kant never
explains what to do when duties conflict. Kant never explains how his
theory will provide a way out of an objection like this, but W.D. Ross,
a Kantian ethicist of the twentieth century, does offer a Kantian answer
to this objection.

Ross’s answer to the problem of when our duties conflict is to show
that there is a difference between two types of duties. A prima facie
duty33 is one that is morally binding unless it conflicts with a more33 Prima Facie Duty - a duty that is

morally binding unless it conflicts with
a more important duty.

important duty. ‘Prima facie’ literally means “at first glance.” An
actual duty34 is the one that we are morally obligated to perform in

34 Actual Duty - a duty that we are
morally obligated to perform in a par-
ticular situation after we have taken all
the circumstances into account.

a particular situation after we have taken all the circumstances into
account. Prima facie duties are always in effect, but any particular one
can be superseded by a higher duty.

Without claiming that this list is complete, Ross sets out seven prima
facie duties:

1. Fidelity - telling the truth, keeping our promises;

2. Reparation - compensating others for wrongs we have done;

3. Gratitude - showing appreciation for benefits others have bestowed
upon us;

4. Justice - distributing goods with impartiality and equity;
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5. Beneficence - promoting others people’s good;

6. Self-improvement - strive to become a better person; and

7. Nonmaleficence - refraining from harming others.

Ross does not believe in any formula for ranking these duties in
some sort of absolute hierarchy. By distinguishing between prima facie
and actual duties, Ross’s theory does not succumb to the objection
mentioned above.

Deontological ethics has gotten out of fashion with ethicists, as
its rational basis is often weak and as outcomes do matter in ethical
terms. The most glaring paradox of deontological ethics is that actions
that conform to moral laws could very well make the world morally
much worse off. This reckless neglect for moral outcomes can be best
summed up in the Latin phrase: fiat iustitia et pereat mundus (“Let
justice reign even if all the rascals in the world should perish from it”).

1.5 Consequentialist Ethics

Consequentialism means that unlike in deontological ethics an action
is not judged whether it is inherently good or wrong, but what kind
of moral outcome it produces in the end. In other words, an action is
morally right or good if it produces a good moral outcome and morally
wrong if it produces a bad moral outcome. The current mainstream in
ethics is consequentialism in some form or another.

1.5.1 Utilitarianism

The English philosopher Jeremy Bentham is next to John Stuart Mill
usually considered as one of the founding fathers of modern utilitari-
anism. Actions are judged in terms of their utility and the main mea-
sure of utility is happiness defined as the maximization of pleasure
and the minimization of pain. The main benchmark for whether an
action is morally right or wrong is whether or not it increases overall
happiness. Bentham’s main idea is that an action should always aim
to achieve the greatest happiness for the greatest number of people.
Bentham even developed a ‘hedonic calculus’ that makes it possible to
judge the morality of an action by balancing the happiness against the
pain that it causes. He claimed both happiness and pain should be con-
sidered in terms of their intensity, duration, certainty or uncertainty,
and their propinquity or remoteness. Obviously, it seems questionable
that happiness or pain could be measured exactly in order to perform
the utilitarian calculation that Bentham and other utilitarian ethicists
have suggested and that is in fact necessary for the utilitarian theory
of ethics to work. So it becomes very difficult in practice to determine
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whether any action would increase the overall amount of happiness.
Utilitarianism is also counterintuitive with respect to the violation of
basic and universally accepted rules that could be justified if the action
yielded even a slight happiness surplus. For example, a sadist might
get totally ecstatic by torturing another person slowly to death and the
torturers happiness could be slightly greater than the pain caused to
the tortured person, which would seem to make the torture morally
justified under the premises of utilitarianism. On the positive side,
utilitarianism is often a much better way of making difficult ethical
decisions since it does not have the problem of conflicting or compet-
ing moral values. For example, it might be necessary to sacrifice the
happiness or life of one person for the happiness and good of many
others. A captain may have to order to close the compartment of a
sinking ship knowing well that this will mean that those still in the
compartment will drown. But the captain does it because the death
of a few can save the lives of many. If one would take the right of
the individual to their happiness and life as absolute no such decision
could ever be made.

1.6 Bentham’s Simple Utilitarianism

Hedonism underlies the theory of utilitarianism.35 Utilitarianism is35 Utilitarianism - an action has moral
value in proportion to the amount of
pleasure which it produces and one
must account for not only one’s own
pleasure but the pleasure of others as
well.

the theory that an action has moral value in proportion to the amount
of pleasure which it produces and one must account for not only one’s
own pleasure but the pleasure of others as well. Jeremy Bentham, an
English philosopher of the early nineteenth century, first produced a
utilitarian theory. Many contemporary philosophers term Bentham’s
utilitarianism, simple utilitarianism. Simple utilitarianism claims that
an action has moral value in direct relation to the amount of net plea-
sure the action results in. What is ultimately good is that action which
nets the most pleasure.

Bentham created a calculus to determine whether an action is morally
worthy of performing. We will call this the Hedonic Calculus. The pur-
pose of the Hedonic Calculus is to calculate whether an action is wor-
thy to perform. The agent must calculate whether the action is worthy
of performance. If the sum of the number of utils is more for one ac-
tion than another action, then the agent ought to perform the former
action. That action is said to have a greater value than the other. The
Hedonic Calculus has seven principles to determine whether an action
is morally worthy. For each principle, the rational agent must assign
a value according to the action to be performed. The action with the
most utils is morally worthy to perform. Here are the seven principles:

1. Intensity - how strong is the action?
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2. Duration - how long with the action last?

3. Certainty - how likely is it that the action will be followed by plea-
sure?

4. Propinquity - how soon will the pleasure occur?

5. Fecundity - how likely is it that the act will tend to produce more
of the same kind of pleasure/pain?

6. Purity - will the sensations be accompanied by sensations of the
opposite kind?

7. Extent - who will be affected?

The Hedonic Calculus allows, in principle for the fixed calculation of
the hedonistic value associated with each possible action. Practically
speaking, it seems impossible to give sensations a numerical value.
The first six principles concern the rational agent’s happiness or plea-
sure. Intensity, Duration, Certainty, Propinquity, Fecundity, and Purity
are in direct relation with the agent who is about to perform or refrain
from the potential action. Utilitarianism, however, concerns the great-
est happiness for the greatest number. In other words, utilitarianism is
not only concerned with producing the greatest happiness but also it is
concerned with producing the greatest happiness for the greatest num-
ber of people. This is the reason why Bentham adds the last principle,
Extent. Extent is the only principle to account for how the projected
action will affect others. The Extent principle makes Bentham’s theory
a utilitarian theory.

There are two primary objections to simple utilitarianism. First,
we cannot calculate all possible outcomes from a particular action. In
order to determine the value of one action, it seems that we would
need to calculate the quantity of pleasure for other actions as well.
If one has to calculate the quantity of pleasure for all actions, then
there are an infinite number of factors to take into account. The simple
action of washing the dishes, going for a Sunday drive, or picking
up a pen become quite complex activities. We would be left without
the ability to perform any action because we would be calculating the
moral worth of all other potential actions. So, we cannot ever really
make an informed decision. This is called the lack of time objection.

Second, the raw pursuit of pleasure is a habit of animals, not of
moral persons. Utilitarianism contends that humans are pleasure-
seekers. The reason we do what we do is to satisfy our instinctual
need for pleasure. Utilitarianism entails a description of humans as
being identical with animals. Most of those philosophers who rejected
utilitarianism complained that it was a doctrine fit only for the lowest
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type of animals. Simple utilitarianism is a doctrine fit only for swine.
This is called the doctrine of swine objection.

Bentham did not try to show why these objections were incorrect,
but his successor, John Stuart Mill, did. In Utilitarianism, we will see
how Mill attempts to deny these objections. He offers a revised version
of utilitarianism that is built to withstand these objections.

1.6.1 Ethical Egoism / Ethical Altruism

Ethical egoism and ethical altruism are types of consequentialist ethics
that are different from utilitarianism, as they are agent focused rather
than agent-neutral. Instead of looking at the overall outcome of an
action for a group or for society as a whole, ethical egoism/ altruism
focuses on the benefits or disadvantages for an agent. Ethical egoism
simply argues that the moral objective of every person should be to
maximize the own utility or happiness. At its most basic and irre-
sponsible form this would be hedonism or the pursuit of pleasure for
the sake of it. In a more responsible form ethical egoism means that
it is the first responsibility of everybody is to take care of themselves,
which can also be of benefit to others since one is then less likely to
be in need of the help and charity of others. Ethical egoism there-
fore suggests that everybody should take care of their own needs and
business and should stay out of the affairs and business of others as
much as possible. It is not a license to exploit, mistreat, and abuse
others. In its most radical form ethical egoism becomes solipsism and
moral anarchism, as others would simply cease to exist in the moral
universe of the egoist. Ethical altruism on the other hand suggest the
exact opposite of ethical egoism: actions should always benefit oth-
ers except oneself. Altruists argue that there is a moral obligation to
renounce self-interest and to serve others rather than oneself. Altru-
ism is highly problematic since it negates individuality and individual
needs and since it ultimately results in some kind of collectivist ideol-
ogy that demands self-sacrifice from the individual for the benefit of
society or the state. In short, ethical altruism seems incompatible to
the individualism and liberalism in Western culture.

1.7 Empiricism as the Motivation for Mill’s Project

Before we review Mill’s theory, we should become familiar with Mill’s
life. His life had a great deal of influence upon his philosophy. Mill
was born into a wealthy English family in the year 1806. James Mill,
John’s father, was a member of Parliament and a well-respected thinker.
James Mill was a friend of Jeremy Bentham.

John Stuart Mill was educated by his parents at home. By the age of
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three, John began studying Greek and mathematics. James Mill called
John a rigorous “educational experiment.” John was taught Greek,
Latin, French, German, mathematics, philosophy, law, and science by
the age of sixteen. John suffered a nervous breakdown at the age of
twenty (for obvious reasons). John later called this episode a “dull
state of nerves” and he attributed his breakdown to the overemphasis
on analysis without a parallel development of the emotional qualities.

John’s first published work is the voluminous work entitled, A Sys-
tem of Logic. Published in 1843, it was a radical departure from the
Logic commonly accepted at the time. John’s most famous publication
is On Liberty (1859), and it was written two years before Utilitarianism
(1861).

There are two motivations for Mill’s Utilitarianism. First, Mill iso-
lates several problems of Bentham’s simple utilitarian theory and at-
tempts to defend Bentham’s theory against these problems. Mill was a
very loyal person, and he wanted to defend his father’s friend against
objectors.

Second, Mill was disappointed with previous works in morality.
Most moral philosophers had depended on the use of reason to derive
moral principles. Mill, a dedicated empiricist, believed that reason
alone could not inform us about matters of morality. On the contrary,
it was the use of sense experience that informs us of which actions to
avoid and which actions to pursue. He thought this was an important
point of utilitarianism. Utilitarianism had emphasized pleasure, sen-
suous experience. We see Mill talking about this issue in the General
Remarks of Utilitarianism:

According to the one opinion, the principles of morals are evident a
priori, requiring nothing to command assent except the meaning of the
terms be understood. According to the other doctrine, right and wrong,
as well as truth and falsehood, are questions of observation and experi-
ence.36 36 John Stuart Mill, Utilitarianism [1861]

(Indianapolis, IN: Hackett Publishing
Company, 1979), pp. 3Mill was an empiricist. He believed that all knowledge of matters

of truth and matters of morality are derived from sense experience.
Others have failed to take account of sense experience as being a part
of moral philosophy. He points to Kant’s metaphysics of ethics. In his
short book, Kant develops a moral theory based solely within reason.
He does not use sense experience as a way of deriving whether an
action is right or wrong. Mill believes that a virtue of his theory will
be that he can account not only for reason’s influence in moral matters
but also experience.

The motivation of Mill’s project comes from sense experience. We
can use reason, but reason is not the only component driving a moral
theory. Experience plays a larger role than others may have antic-
ipated. Others have termed the importance of sense experience to
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Mill’s utilitarian theory, his proof of utility. If something is visible, then
we must see it. If something is desirable, then we must desire it. That
something is desirable means that it is pleasurable. This, in essence, is
Mill’s proof of utility. It depends on an analogy between sense experi-
ence and desires.

There is an obvious problem in the proof of utility. Whereas visible
means simply that something is capable of being seen, desirable im-
plies that something is worthy of being desired. In other words, we
ought to desire it. It does not follow that because a thing is desired it
is desirable. Mill could say that if something is desired, then it must
also be desirable. This would be a disanalogy with vision. We are
bombarded with sense data on a continual basis while we are awake.
Even distal objects pass before our visual field. So, the fact that we
may have a fleeting desire does not seem to correspond to it being de-
sirable. Mill never gives us a possible explanation of why something
that is desired is desirable.

1.8 Mill’s Utilitarianism

Mill revises Bentham’s Simple Utilitarianism. So, we may term Mill’s
theory Revised Utilitarianism. As mentioned above, Mill’s theory should
be able to overturn the common objections to Bentham’s theory, espe-
cially the doctrine of swine objection and the lack of time objection.

In developing his moral theory, Mill accepts the main outline of
Bentham’s hedonism, claiming that happiness (the experience of plea-
sure and the absence of pain) is the only thing desirable in itself. This
theme is introduced in the following passage:

The creed which accepts as the foundation of morals, “Utility,” or the
“Greatest Happiness Principle,” holds that actions are right in propor-
tion as they tend to promote happiness, wrong as they tend to produce
the reverse of happiness. By happiness is intended pleasure, and the
absence of pain; by unhappiness, pain, and the privation of pleasure. To
give a clear view of the moral standard set up by the theory, much more
requires to be said; in particular, what things it includes in the ideas
of pain and pleasure; and to what extent this is left an open question.
But these supplementary explanations do not affect the theory of life on
which this theory of morality is grounded - namely, that pleasure, and
freedom from pain, are the only things desirable as ends; and that all de-
sirable things (which are as numerous in the utilitarian as in any other
scheme) are desirable either for the pleasure inherent in themselves, or
as means to the promotion of pleasure and the prevention of pain.3737 Mill, pp. 7

Up to this point in Mill’s Utilitarianism, there is no difference between
Mill and Bentham’s theories. They can both be categorized as hedo-
nistic theories. What comes next in Mill’s theory makes an important
distinction between Mill and Bentham.



ethics 49

1.8.1 Distinguishing between Mill and Bentham

Mill differs from Bentham on several crucial issues. The first issue is
the criteria for evaluating pleasure. Bentham maintained a quantitative
hedonism in which all actions must be evaluated. All those actions
deemed quantitatively higher than other actions should be pursued.
Mill believed that this type of hedonism was a problem. Quantitative
hedonism falls victim to the two objections mentioned earlier. Quanti-
tative hedonism is a theory fit only for swine and we lack the time to
calculate each and every action. Mill adds another dimension which
should circumvent these problems.

Mill devises a qualitative hedonism. He insists that pleasures can
differ in their quality. Not only is the quantity of pleasure an issue
but also a qualitative issue. The qualitative dimension tells us to seek
those pleasures which pique our intellectual interests. More refined
pleasures correspond to better pleasures.

There is a distinction between higher and lower pleasures. Higher
pleasures are similar to Aristotle’s pursuit of intellectual pleasures.
Mill says higher pleasures are better than lower ones because if we ask
people who have experienced both types of pleasure, then they usu-
ally prefer the higher pleasures over the lower ones. A good example
of higher pleasures is chess, and a good example of lower pleasures is
checkers. If we ask those who have played both games, then we will
find that they prefer chess over checkers (at least according to Mill). If
Mill had postulated a type of Hedonic Calculus, then the qualitative
property would constitute an eighth question: Is the pleasure qualita-
tively superior to the other proposed actions? If it is, then it receives
more utils. If it is not, then it does not receive as many utils.

The distinction between higher and lower pleasures leads Mill to
conclude, “no intelligent human being would consent to be changed
into any of the lower animals for a promise of the fullest allowance of
a beast’s pleasures; no intelligent human being would consent to be a
fool... It is better to be a human being dissatisfied than a pig satisfied;
better to be Socrates dissatisfied than a fool satisfied.”38 This is one 38 Mill, pp. 9-10

of Mill’s most memorable lines. It is easier for a pig or a fool to be
satisfied than for Socrates, but the life of Socrates is much better even
if he is wholly unsatisfied.

Mill, essentially, criticizes Bentham’s view of human nature. Ben-
tham’s view is far too limited. Mill insists that humans are more than
merely pleasure-seekers. In seeking pleasure, humans seem also to de-
velop their higher faculties to become well-developed human beings.

By saying that we strive to realize our potential, Mill seems to have
moved away from the utilitarian doctrine of psychological hedonism.
He has substituted an elevated view of human nature that emphasizes
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the need to fulfill our unique dignity and potential as human beings.
It no longer seems to be a question of maximizing our own or others’
happiness.

The distinction between higher and lower pleasures is the main dif-
ference between Mill and Bentham’s form of utilitarianism. It is the
main reason we believe that Mill’s theory is a revised version of utili-
tarianism. The distinction between the two types of pleasures evades
the doctrine of swine objection, but how does Mill answer the lack of
time objection?

1.8.2 Mill and the Lack of Time Objection

In practice, we do not need to apply the hedonic calculus every time
we decide to do or to refrain from certain actions. We only need to
use the calculus when we reflect on our behavioral decisions. If we
have the time, then we should apply the hedonic calculus to these
sorts of actions. When we fail to have the time to use the hedonic
decision in order to come to a conclusion about whether we ought
to do x or y, we should refrain from using it. Mill concludes that
there are certain rules of thumb we should follow when we decide
whether to perform one action or another. The historical moral codes
and existing moral practices dictate whether we should perform some
action. It determines the extent to which we should quantify certain
actions with the hedonic calculus.

1.8.3 Egoism or Altruism in Utilitarianism

Mill accepted Bentham’s greatest happiness principle, but he added an
altruistic quality to this principle to avoid the obvious objection that
egoism ultimately fails. The greatest happiness principle states: choose
that course of action that leads to the greatest happiness for the great-
est number of people. Mill says something like, “the happiness which
forms the utilitarian standard of what is right in conduct, is not the
agent’s own happiness, but that of all concerned.” Before acting in
one way or another, the agent must not only take into account his/her
own interest but also the interest of others. Bentham’s seventh and
final criterion in the calculus takes care of this fact, but Mill’s theory
had such a criterion built into its definition. This seems to make Mill’s
theory stronger.

Bentham proposed that we sometimes experience person pleasure
from making others happy. He called this the “pleasure of benevo-
lence” but it was not a strong part of his utilitarian theory. We should
remember that Bentham defines his principle of utility as: “that prop-
erty in any object whereby it tends to produce pleasure, good, or hap-
piness, or to prevent the happening of mischief, pain, evil, or unhap-
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piness to the party whose interest is concerned.” In this principle of
utility, Bentham fails to take account of others interests. He fails to say
whether the “part whose interest is concerned” is only our own or the
general welfare of others. Mill modified the ambiguity of Bentham’s
principle of utility. He modified Bentham’s egoistic pleasure seeking
principle by indicating that utilitarianism requires us to be strictly im-
partial as a disinterested and benevolent spectator. In other words,
Mill translates the greatest happiness principle to mean not just my
greatest happiness but the greatest happiness for the greatest number.

1.8.4 Objections to Mill’s Revised Utilitarianism

There may be a time when our moral intuitions may run counter to
what moral utility requires. There are three counterexamples that de-
serve consideration. First, suppose that everyone in this room were
suffering from a minor headache. We find out that all of us will con-
tinue to suffer from this headache until we kill one person, say Mr.
X. If we kill Mr. X, then the headaches will subside and we will be
more comfortable. If we do not kill X, then we will always suffer from
these headaches. The utilitarian response, and it seems the one Mill
would endorse, would be to kill Mr. X. In fact, the utilitarian would be
morally obligated to kill Mr. X. Killing Mr. X for the benefit of others
would make the greatest number of people much happier.

Second, suppose there is a serial killer on the lose. He is killing
people randomly. The serial killer contacts the local authorities and
tells them that if the local authorities kill Mr. X, then he will stop
killing people randomly. Utilitarianism obligates the authorities to kill
Mr. X. This too would be a moral obligation if we were utilitarian.

Finally, there is the problem of the deathbed promise. Suppose that
your father is dying and he wills the family fortune to you and your
brother. Your brother is a flaming alcoholic and a womanizer. Should
you give the brother’s half of the money to charity? Despite the fact
that you will break a promise to your father, the utilitarian wants to
say that you should give the money to charity. By giving the money to
charity, you give a great amount of happiness to the greatest number
of people.

1.8.5 Utilitarianism’s Answer to these Objections

Utilitarians believe that a distinction between act- and rule-utilitarianism
will alleviate the problems we encounter in the three counterexamples
given above. Act-utilitarianism decides which action to take on a case-
by-case basis. They accept the consequences of the above counterexam-
ples, but the basis is never similar to the example. Rule-utilitarianism
says that although we are broadly consequentialist, we try to act in
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accordance with certain rules that promote utility. In the Deathbed
Promise problem, one would say to keep the promise is better than
giving the money to charity (i.e., the utilitarian answer).

1.8.6 Weaknesses of Consequentialism

While consequentialism does provide ethicists with some better tools
or methodology for making ethical judgments, it has also a number of
limitations or weaknesses.

The main criterion for judging the morality of an action is the sup-
posed utility that results from the action. But utility and happiness re-
main rather abstract concepts and are difficult to measure objectively.
It is also a problem whether utilitarianism should aim for greater hap-
piness in terms of pleasure overall or simply for greater well-being of
a maximum number of people – these can be actually different goals.
It is also notoriously difficult to predict the future. An action may in-
tend to maximize happiness for most people, but may end up doing
the opposite. So it is questionable whether the morality of an action
can be accurately judged by its anticipated results. However, if we can
only judge the morality of an action a posteriori then consequentialism
can provide little ethical guidance. Finally, a consequentialist ethical
argumentation can be used to justify illicit or highly immoral meth-
ods that are supposedly for the greater benefit of all. It can be hard
to prove that these supposed benefits of the illicit or immoral action
later actually materialized since the utility of actions are hard to mea-
sure. The abstract concept of ‘national security’ has been often used
by governments to justify serious crimes on the basis of a hypothetical
utilitarian calculation. For example, some have claimed that we need
to torture terrorists to save the lives of countless others, which may
have some plausibility. However, this plausibility quickly collapses in
the absence of any proof that torture has actually prevented a specific
terrorist attack or saved a specific life. But we know for certain that in
some cases innocent people have been tortured as well. How can we
then be sure that torture saves more people than it destroys and that it
would be morally good or morally permissible to use torture?

1.9 Virtue Ethics

Virtue ethics has a tradition that goes back to ancient Greece. Over the
last thirty years or so modern ethicists have rediscovered virtue ethics
and it is now again often included as a distinct and relevant branch
of modern ethics. Virtue ethics starts from the premise that the main
question of ethics is not: ‘what shall we do?,’ but rather: ‘what kind
of person shall we be?’ Its main idea is that if we are the right person
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with the right kinds of virtues we will end up making the right moral
decisions.

1.9.1 What Are Virtues?

A virtue is a positive quality or trait of character that a person can have.
In contrast to other character traits like being short, drinking tea, being
slow or being impulsive virtues are traits that are considered to be both
integral to a person’s character and to be inherently desirable. People
shall aspire to these virtues and they are virtuous if they display the
virtues in their daily lives and daily actions. For example, honesty is a
virtue and an honest person is one who always acts in accordance with
this virtue. Virtue ethics must explain what character traits are virtues
opposed to vices are and why they are indeed good, what a particu-
lar virtue specifically entails, and whether all should aim for the same
virtues or whether people should aim for different virtues according
to their abilities and role in society. Virtue ethicists claim that virtues
are good because they enable people to have a better life, as they will
be better in their jobs and also be better in managing their personal
lives while lack of virtues in the form of vices will corrupt them and
will negatively impact on their professional and personal lives. It is
also better for society to be composed of virtuous people since it will
function and perform much better. Industrious people will make the
economy strong and vibrant. Courageous people will defend their na-
tion better. Furthermore, it also seems that different people should
have different virtues or should have some virtues more pronounced
than others. While some virtues are a desirable quality for all people
(e.g. prudence) other virtues are more specific to professions and par-
ticular purposes of people. We expect different qualities in a police
officer and in a soldier, although some virtues would be desirable for
both. We would like the police officer to be diligent, patient, and to be
helpful and caring. On the other hand, we would like our soldiers to
be courageous, proactive/ aggressive, and having great self-discipline.
So it very much depends what kind of mix of virtues is best or most
desirable for a specific person to have according to their role in society
and their personal aspirations.

A major advantage of virtue ethics over deontological and utilitar-
ian ethics is that it is not so much faced with moral dilemmas, as it is
not concerned with actions as such or with outcomes, but with posi-
tively shaping the agent of morality. Ethics becomes then a matter of
creating a moral identity and of shaping the moral subject. In other
words, ethics would be mostly a relationship with one self for the pur-
pose of forming the self or the soul in a desirable way.

Virtue ethics provides a much stronger and much more compelling



54 ethics for security professionals

motivation for a moral agent to act morally than does its main competi-
tors: deontological ethics and consequentialism. Deontological ethics
simply argues that it is a duty to act morally, which can be a weak
motivation since there is no obvious benefit to the moral agent. Con-
sequentialist ethics argues that one must act in ways that make a max-
imum number of people better off, which also may have little or no
benefits for the agent in question. In contrast, virtue ethics motivates
the agent much more since every action taken in accordance to the
virtues strengthens them and also the own feeling of self-worth.

Somebody who embraces the virtue of courage wants to be coura-
geous and derives satisfaction and a higher self-estimation or feeling of
self-worth from having proven courage through own actions. A moral
agent’s motivation for taking a moral action is very important since it
is unlikely that anybody could be completely impartial about matters
that concern themselves. It is hard to see how anybody could remain
disinterested and impartial regarding ethical decisions that may in-
volve some personal reward or risk or other consequence that affects
them in some way. Ethics can never be reduced to some list of rules
that are blindly to be applied or some objective calculation of which
the results could not be questioned. By focusing on the moral agent
virtue ethics gets around the absurd demand of impartiality of other
ethical systems.

1.9.2 Aristotle’s Virtue Ethics

Aristotle is still regarded as one of the world’s greatest philosophical
thinkers and his ideas still influence modern philosophy. So it makes
sense to look at his ethical theory more closely. Aristotle’s main work
on ethics is the Nichomachean Ethics, in which he lays out an ethical
theory based on virtues.

There are many connections to Plato’s earlier theory of the divided
soul and Plato’s four cardinal virtues of prudence, justice, fortitude,
and temperance. Aristotle also believed that man is oriented towards
the goal of happiness and that what separates humans from animals
is the capability of reason. At the core of a person would be an un-
changeable soul that represents the essence of the person. The soul is
divided into two parts: a rational and an irrational part. The rational
part can deliberate and express reasons for actions, while the irrational
part is driven by appetites or desires. Apart from these unchangeable
essential parts of the soul there are also accidental properties that can
change and can be formed. In other words, the soul has a capacity for
developing virtues, which have to be strengthened through habitation.
Virtues are formed and strengthened by creating the habit of acting
in accordance to them. They are in part instilled in humans through
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upbringing and in part through a conscious effort. A moral virtue can
be described as an excellence of character and being virtuous means
acting excellently. However, for an action to be truly virtuous it is re-
quired that the person desires to act according to the virtue for the
sake of it. The action cannot be virtuous by mere accident, which
means that intentions matter in Aristotelian ethics. Aristotle explains
virtues also in terms of the ideal of moderation or mediocrity: a virtue
is always found in the middle between two extremes: between defi-
ciency and excess. For example, courage is the middle between fear
and rashness or foolhardiness. However, the application of the virtues
themselves does not have a mean or extremes: one cannot be too coura-
geous or be too just. So what Aristotle suggests is to always balance
the passions of the soul and to always act in moderation and in ac-
cordance to virtues that are found by identifying the middle ground
between extremes. This will create a good character and a strong soul
through inner harmony. Virtues therefore enable us to govern our soul
better and to make reason rule over our passions. They thus become
an integral part of our character and our soul and define who we truly
are.

1.9.3 Weaknesses of Virtue Ethics

One challenge that virtue ethical theories face concerns whether moral
judgment may be made of character rather than on actions. On one
hand, it seems fair to judge a person for all that he or she is instead of
merely judging the person for what he or she has done in one partic-
ular instance. On the other hand, the virtue that they have or that is
reflected in the action in question might be right, but the action itself
may still be wrong. For example, a soldier may have displayed great
courage in a war, but may have taken part in a war that is in itself
unjust. So the soldier may have been morally misled by believing that
it was more important to be courageous than to determine whether it
is moral to be involved in that war.

This also leads to a related problem: different virtues can compete
with each other and result in moral dilemmas for the moral agent.
What is the more important value in this situation: being courageous
or being just or prudent? Virtue ethics also does not provide any firm
rules or methodology for making moral decisions, which is often seen
as a strength, but it can also be a weakness since it is easier to teach
rules or methods to others than to form a virtuous character, which is
a much more ambitious goal. It also seems that virtues are societally
and historically contingent. Different cultures view different charac-
ter traits as virtuous or emphasize different qualities in people. Asian
societies are usually believed to have more collectivist values, while
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Western society is believed to have more individualist values. Virtue
ethics is therefore very unlikely to develop some universal ethical stan-
dards or universal ways of judging people and their actions.

Finally, virtue ethics could fall into the trap of relativism. If we
cannot agree on what virtues are desirable, then how can we judge
people or political collectives for pursuing virtues that are fundamen-
tally different from ours? For example, some philosophers like Ayn
Rand have argued for a virtue of selfishness, which goes against the
moral intuition of most people, who would see compassion a much
more appropriate virtue to guide the own actions. Finally, one could
argue that making all people pursue the same virtues would result in
a conformist and rather boring society, where everybody is more or
less the same. However, this criticism may be unfair since conformism
does not necessarily follow. As Aristotle has pointed out, virtues can
be present in the character of people to a varying extent with few
achieving true excellence. Some people will always be more able to
achieve virtuosity than others.

1.10 Conclusion

In this opening chapter, I have given a very brief overview of modern
ethical theory, explaining what normative theory is and what theories
populate normative theory. Ethics is a rational reflection on more sub-
jective morals and the sources and origins of our morality. Ethics can
provide guidance to making good moral decisions. We need ethics
and morality in order to be better able to cooperate with others and
for the better functioning of our society. It is a reasonable claim that we
are genetically programmed to be moral beings even if our moral in-
tuitions differ, as well as our strength to act morally. Ethics is divided
into three different major schools or traditions: deontological ethics,
consequentialist ethics, and virtue ethics. Each of these traditions have
their own strengths and weaknesses. There is no particular tradition
or theory that works for all ethical problems and in all contexts. One
can consider these traditions and theories as a toolbox that allows a
moral agent to pick the appropriate tools for a specific problem. Some
approaches to ethics work better for some people than for other peo-
ple. In the end, ethics can never dictate how a moral agent should act
in a specific situation – a moral agent is always expected to make his
or her own decision based on their ability to be reasonable and their
own individual conscience.
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Secrecy

2.1 Introduction

The second chapter will cover the most basic ethical problem in the
field of national security (and to some extent in the security field over-
all), namely the question how transparent should the government or
corporations be with respect to their activities that are meant to keep
the public and themselves secure.

Secrecy is often seen as a precondition of security, while trans-
parency is usually portrayed as vulnerability or an advantage given to
an adversary. This is the main justification why the national security
apparatus has developed elaborate mechanisms of secrecy such clas-
sification systems, vetting of personnel, and access controls that make
sure only trusted people with the right security clearances and with a
‘need to know’ are given information relevant to national security.

It is often claimed that without these mechanisms of secrecy the
nation would be far less secure and at a great disadvantage in the
international arena. To some extent this claim makes sense. For ex-
ample, it is self-evident that spying can only be successful if it is done
clandestinely or in secrecy, as opponents could otherwise simply deny
access to desired information or engage in deception. Weapons tech-
nology needs to be kept secret because otherwise opponents could ei-
ther acquire or develop the technology themselves, or develop effective
countermeasures against these weapons.

Finally, defensive measures such as the locations of command bunkers
or plans for ‘continuity of government’ also should be reasonably kept
secret since knowledge of such defensive preparations could give an
attacker a decisive advantage. While these points seem uncontrover-
sial, the sheer extent of secrecy practiced in the US (and other demo-
cratic countries) is mind boggling. Every year 16 million documents
get stamped ‘secret’ or ‘top secret’ and no fewer than 1.4 million Amer-
icans hold security clearances. Alone, the management of all these
mountains of classified information costs $10 billion annually.
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Something clearly has gone very wrong with respect to govern-
ment secrecy. While some of the secrecy is reasonable and justifiable,
much of it seems excessive and burdensome if not outright debilitat-
ing. There is even a much bigger issue connected to government se-
crecy, namely the issue of how can we have an accountable and demo-
cratic government if much of what the government does is hidden
from public scrutiny. Ultimately, as we will see later on, government
secrecy (and secrecy in general) is an inherently ethical question. It
is a value judgment whether a piece information has to be protected
by secrecy or whether the public is better served if the information is
released and can be used for rectifying problems in the government
to improve government efficiency as well as prevent corruption and
other abuses of power. In practical terms, government officials and
others privy to secrets are sometimes confronted with this question:
should I cooperate in the cover up of information that could be dam-
aging to the government or the organization I work for, or should I
leak this information in order to disclose abuses, which could prevent
future abuses and which can actually result in the improvement of the
government or organization in the long run?

The following chapter will introduce the reader to the topic of the
ethics of government and corporate secrecy and will discuss in some
detail the ethical dilemma of leaks and whistleblowing. Much of the
discussion will be also relevant to other contexts in which organiza-
tions use and abuse secrecy in order to shield themselves from criti-
cism, accountability, and legal repercussions.

2.2 National Security vs. the Public’s Right to Know

The founding fathers of the United States were committed to trans-
parent and accountable government. For example, Jeremy Bentham
argued: “Secrecy, being an instrument of conspiracy, ought never to
be the system of regular government.” Several American presidents
warned of the dangers of secret government, most importantly Woodrow
Wilson and John F. Kennedy. Woodrow Wilson argued in 1912 that
“government ought to be all outside and no inside” and “there ought
to be no place where anything can be done that everybody does not
know about.” Wilson was a staunch critic of the secret diplomacy prac-
ticed by European nations, which he believed was a major cause for the
First World War. John F. Kennedy similarly said: “The very word ‘se-
crecy’ is repugnant in a free and open society; and we are as a people
inherently and historically opposed to secret societies, to secret oaths,
and to secret proceedings.” Even President Obama stated in the early
days of his administration: “Openness will strengthen our democracy
and promote efficiency and effectiveness in government.” Although
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there is no single provision in the U.S. Constitution that would require
the government to inform the public about everything it does, it is fair
to say that transparent government has always been considered a key
pillar of American democracy. The ideals of transparent government,
however, have been intruded upon by the realities and practices of the
national security state as it was set up in 1947.

2.2.1 Secrecy and Privacy

The most basic ethical consideration with respect to government se-
crecy is the right to privacy. Individuals and organizations usually
claim a right to keep part of their nature and business hidden from
others. Secrecy as privacy is intrinsically linked to the concept of iden-
tity: by keeping parts of ourselves hidden we also separate ourselves
from others. Since certain unique features are not knowable to oth-
ers, as they are deliberately concealed or kept secret, they cannot be
emulated by others, which makes us unique and thus different from
others.

Furthermore, all humans are flawed in some ways and we all have
the desire to conceal aspects of ourselves that are less than perfect or
that are not publicly presentable. We only reveal some of our secrets
to a few others and this makes our relationships to these few people
special and intimate. A world in which nobody had anything to hide
and where everything about everybody would be known would feel
like a very strange place and would deviate in substantial ways from
the human experience of the previous thousands of years. Identity and
individuality are amongst the most basic emotional needs that we have
as individuals and this need also applies to groups or organizations
that also naturally want to be different and thus separate. It would be
thus unethical to completely deny individuals or even organizations a
right to privacy. After all, governments are composed of individuals,
who have an individual right to privacy.

The public’s right to know cannot extend to the private lives of
politicians and public officials, as long as they are not in breach of
laws. Personnel files or other private information on individuals held
by the government should remain confidential and should thus be pro-
tected by some degree of secrecy. However, there are areas where there
is a conflict between an individual leader’s right to privacy and the
public interest in making supposedly ‘private’ information available
to the public. For example, the private lives of presidents and pres-
idential candidates have been massively scrutinized on the grounds
that moral failings in this domain could make an individual unfit for
office. When it comes to the highest positions in the government there
is certainly some merit to this argument and anybody who runs for
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public office or assumes a high position in the government has to ac-
cept less privacy. Beyond individual privacy, organizations also can
claim privacy as a collective if complete openness would impede on
their ability to make good decisions or conduct their business effec-
tively. It makes perfect sense to conduct part of the political debates
behind closed doors since it allows the decision-makers to discuss is-
sues that are controversial and cannot be brought up in a public debate
without severe political penalty. It would be a disservice to the public
if members of a government would be afraid to even discuss important
matters because they are unpopular. Too much openness could mean
that controversial views are suppressed or that controversial matters
are never dealt with. Naturally, negotiations can be conducted much
more successfully in a situation where the internal debates between ne-
gotiating groups remain confidential in order not to weaken the own
bargaining position. Of course, open government still requires that the
results of negotiations such as international treaties are made public
once they are concluded, but there are few reasons why a democratic
government should be obligated to disclose its own internal debates
in the negotiation stage. Many aspects of government secrecy can be
justified on the basis of a right to privacy. A much more common jus-
tification, however, is the ethical justification through the argument of
security.

2.2.2 Secrecy Equals Security?

It has often been argued that national security requires secrecy and
that there is thus no right of the public to know about government
activities whenever a matter in some ways relates to national security.
The value of national security as in protecting the survival of the na-
tion would outweigh the competing value of democratic transparency.
Security would be more basic than democracy – you can only have
democracy on the condition of security of the country as a whole.
However, there are two problems with this line of argumentation: first
the notion of national security is far too broad to offer a good guidance
in terms of what really needs to be kept secret; secondly, more secrecy
does not equal more security. The following will dissect these points
in greater detail.

The National Security Catch-all Phrase: It is a rather unfortunate re-
ality that the term ‘national security’ is in no way clearly defined and
has thus been much abused by those in power to avoid accountabil-
ity. The term broadly relates to the defense and foreign relations of a
country and it is concerned with protecting a country, its people, and
its government from a variety of external and also internal threats. A
clear definition of it is important since ‘national security’ provides the
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basis for rejecting the access a people is given to information and for
punishing those who in an unauthorized manner release information
relevant to national security to others (the public or foreign powers).
When exactly does any matter of government become a matter of na-
tional security and thereby worthy of concealment? To answer this
question one has to consider the potential damage that any unautho-
rized release of the information could do to our ability of protecting
the nation from existing threats. If the expected damage would be
‘grave’ or ‘exceptionally grave,’ then it makes sense to withhold the
information from the public, which, by the way, forms the rationale
for the American classification system. Then again, how can we deter-
mine that any release would cause ‘grave damage’ or any damage at
all since the consequences could remain hidden or be long-term and
thus difficult to attribute to a particular release of information when it
occurs? It follows that the national security bureaucracy can classify
and withhold information from the public on a rather arbitrary basis.
There is little recourse that the public has with respect to achieving the
release of certain information held by the government. In the end, it is
up to the President to decide whether the information can be released
or not. This means that certain information can be theoretically kept
secret from the public for an unlimited period of time, although the
information has to be periodically reviewed for public release.

Security and Secrecy: The problem with the argument is that greater
secrecy does not automatically equate to greater security. Typically it is
overall strength or preparedness and not secrecy that provide security.
If one has to rely on secrecy for security it follows that there is an
absence of strength. Not without reason did Senator Moynihan argue
that “Secrecy is for losers.” At the same time, openness with respect
to the own strength is a precondition for deterrence. An enemy who
can accurately estimate your strength can be deterred to attack if you
are indeed stronger than them. However, if your strength is hidden
or secret an adversary may underestimate your strength and may thus
be more tempted to attack you. This reduces international stability
and can result in unexpected and unacceptable costs on both sides.
In this case, a policy of extreme secrecy in matters of defense would
make you worse off than a policy of relative openness in matters of
defense. As a matter of fact, excessive government secrecy often hurts
national security since it leads to less accountable government and
thus all the problems that result from a lack in accountability. The
Senate Commission on Government Secrecy led by Senator Moynihan
made therefore the following six recommendations:

• “Information shall be classified only if there is a demonstrable need
to protect the information in the interests of national security.
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• The president shall establish procedures for the classification and
declassification of information.

• In decisions about whether information should be classified, the
benefit from public disclosure shall be weighed against the need for
secrecy. Where there is significant doubt, the information shall not
be classified.

• Information shall remain classified for no longer than ten years,
unless the agency specifically recertifies the need for continued se-
crecy. All information shall be declassified after thirty years, unless
it is shown that demonstrable harm would result.

• There shall be no authority to withhold information from Congress.

• A national declassification center shall be established to coordinate,
implement, and oversee declassification.” (Moynihan, Secrecy, pp.
11-12)

2.2.3 The Debate over the ‘Secret Budget’

Parts of the United States’ federal budget are not clearly identified,
which seems to be a violation of one of the requirements of the Consti-
tution. In particular, the CIA’s budget was kept secret from Congress
during the early Cold War. As a result of the CIA Act of 1949, the
CIA was authorized (as the only agency in the U.S. government) to
funnel funds through other departments of the government in order
to conceal even its overall budget and size. The secret CIA budget
secrecy was later challenged by a taxpayer, William Richardson, who
sued Congress in 1967 for not following the constitutional requirement
of providing a complete account of the federal spending. In 1974 the
Supreme Court ruled that the taxpayer did not have legal standing for
bringing the case to court. Unfortunately, the ruling did not answer
the larger question whether it is generally permissible for the govern-
ment to spend some of its money in complete secrecy with little or no
accountability.

The Watergate scandal and the subsequent congressional investiga-
tions led by Senator Frank Church and Representative Otis Pike even-
tually brought some much needed public scrutiny of the activities of
the intelligence services in the years of 1945 to 1972, many of which
turned out to have been illegal and unconstitutional, not to speak of
immoral. To name a few: revelations about CIA assassination attempts
on foreign leaders, mind control experiments on unwitting Ameri-
can citizens, illegal wiretapping, and illegal political harassment and
blackmail. The Iran-Contra scandal of the late 1980s raised again trou-
bling questions about ‘black budgets’ used by parts of the government
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with practically no accountability to speak of. In particular, Oliver
North and the other Iran-Contra conspirators generated funds from
illegal arms sales to Iran that were used for supporting a covert war
in Nicaragua. It is a requirement of the constitution that Congress has
complete authority over all monies spend by the government – gen-
erating funds outside of congressional control obviously violates that
requirement. It became also public around that time that the Pentagon
used fraudulent accounting for creating and supporting a clandestine
Special Operations Forces outfit with the name Intelligence Support
Activity. With no proper accounting, members of the unit used funds
for supporting a lavish lifestyle in expensive hotels, buying expensive
cars and paying expensive prostitutes. Apart from such outrageous
criminal activity within the government apparatus, the Pentagon has
its ‘official’ black budget, which mostly finances above top secret RD
projects called Special Access Projects. Known examples are the F-
117A stealth fighter and the B-2 stealth bomber projects of the 1970s
and 1980s. This budget that is only identified by meaningless code-
names in the DoD official budget creates big challenges for democratic
oversight and accountability.

The black budget’s current size is an impressive $50 billion annually.
Even after the Cold War, the intelligence budget was only disclosed
as an aggregate number without identifying, which agencies get how
much for what exact programs and operations. Responding to a FOIA
request the Director of Central Intelligence declassified the overall in-
telligence budget for the first time in 1997, which was at that time
$26.6 billion. The annual intelligence budget as an aggregate number
has been disclosed to the public on a regular basis since 2007.

In 2013, former NSA contractor Edward Snowden provided more
detailed insights into the intelligence budget. To great surprise by
many experts the CIA received the most money in 2013 – a whopping
$14.7 billion. Second was the NSA with $10.8 billion and third the
NRO with $10.7 billion. Have the budget disclosures weakened US
national security? This seems highly unlikely.

There is not much that an enemy could conclude from overall bud-
get figures other than observing trends in federal spending. Finan-
cial resources alone mean next to nothing in terms of whether or not
the money is spent effectively. For example, in earlier times during
the Revolutionary War between the crown and the British colonists
of North America, the British massively outspent Washington’s Con-
tinental Army in the area of intelligence, but their far greater finan-
cial resources never translated into an intelligence advantage. At the
same time, it is absolutely crucial for democratic accountability that
the taxpayers have a right to see how the government uses taxpayer
money. Even Congress cannot do its job of oversight and budgeting if
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the executive can withhold critical information from them in the name
of national security. Secret government spending only leads to secret
and ultimately unaccountable government, which only makes incom-
petence, corruption, waste, and abuse of power much more likely.

2.3 Secrecy and Accountability

Lord Acton once remarked: “Every thing secret degenerates, even the
administration of justice; nothing is safe that does not show how it can
bear discussion and publicity.” Corruption thrives through secrecy and
has to shy the light of day. The American founding fathers knew this
and therefore took precautions. There are numerous built-in checks
and balances that were designed to enable government transparency
and thereby ensure government accountability.

2.3.1 The Role of Congress

Congress is the primary instrument that the public has for oversee-
ing the government and protecting the public interest. Congress can
request any information it seeks from the executive branch and can
question any member of the government. Members of the executive/
administration, who are questioned by Congress, are legally required
to answer these questions and they would commit a felony if they
were to answer untruthfully. Congress can furthermore investigate
any matter that it sees fit. The biggest power of Congress, however,
stems from its constitutional control over the federal budget. Congress
can make any monies available for any purposes it sees fit and the
executive has no other choice than to spend the money in the manner
Congress mandated it. The executive can delay the spending of the
money, but it cannot spend the allocated for any other purposes or not
spend the money at all. At the end of the year the executive has to
report back to Congress how the allocated money was actually spent.
Congress is constitutionally obligated to publish a complete overview
of the federal budget.

2.3.2 The Freedom of Information Act (FOIA)

The FOIA was first passed in 1966 and was a major revolution in
government transparency. In a ruling from 1978 the Supreme Court
determined: “The basic purpose of FOIA is to ensure an informed
citizenry, vital to the functioning of a democratic society, needed to
check against corruption and to hold the governors accountable to the
governed.” The main idea of FOIA is that every US citizen can re-
quest any document from any federal agency. Exempted are personal
records of other people than the requester and certain information that
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is protected by national security. Every federal agency that receives a
FOIA request has to respond to the request in a reasonable time frame,
usually within a month. If the requested document was located, the
agency has to review it for release. If it is still classified the government
can legally withhold the document. In this case the requester can make
a Mandatory Declassification Request (MDR), which can result in the
eventual release of the document. Often documents that contain some
classified information can be redacted to the extent deemed necessary
to protect the information. For example, names and other specific clas-
sified information on a document may be blacked out before release to
the public. The FOIA has been a huge success in terms of making gov-
ernment more accountable in the US and it has resulted in many other
democratic governments creating similar legislations, for example in
the UK, Canada, and Germany. However, there have been numerous
efforts by the executive branch to put limitations on FOIA that under-
mine some of the transparency that it initially enabled. One of the
biggest restrictions is that the government can refuse the release of
documents relating to national defense, which is a broad enough term
to potentially exempt more records from disclosure than is necessary
for protecting national security. The intelligence services have been
particularly difficult in terms of making records available to the pub-
lic. While there have been some notable mass declassifications, such
as relating to Venona and Corona in the 1990s, for the most part the IC
has not been very cooperative in bringing about greater government
transparency. For one thing, their operational files are automatically
exempted from request, but even getting historical records from them
can be a challenge. The NSA does sometimes not even respond to
FOIA requests and the CIA claims the right to a ‘glomar-repsonse’ to
FOIA requests, meaning they will neither confirm nor deny whether
certain records exist because this information could already provide
insights to enemies. In recent years the CIA made it harder for the
public to get their records by substantially raising the fees for searches.

2.3.3 The Justice System

Transparent government is also made possible through the possibility
of the public to seek legal redress in case of government corruption or
abuses of power. Court proceedings are public and so is (with excep-
tions) the evidence introduced during trials. Public trials that concern
government matters provide some excellent opportunities for improv-
ing government transparency and accountability. A famous case is the
Iran- Contra scandal during which the Reagan administration sought
to circumvent Congressional oversight by going outside the intelli-
gence community for conducting covert operations abroad. In recent
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times the government has more often refused to release information to
courts on the basis that it could weaken national security.

2.3.4 Investigative Journalism

Journalists and news organizations play an important role with respect
to the public accountability of government. In democratic societies
journalists need to strike a balance between their duty of informing
the public and their duty not to jeopardize national security. Because
of the freedom of speech the government cannot legally censor press
reporting (e.g. demanding that certain information is not to be pub-
lished) and it cannot prosecute journalists for disclosing government
secrets (with certain exceptions discussed below) as long as they ob-
tained the information in question legally. However, there has always
been an inclination by governments to see investigative journalism that
discloses secret government activities or government incompetence as
a potential threat to national security. It is far from out of the ordinary
that democratic governments spy on certain investigative journalists
and try to intimidate them if necessary. These are obviously illegal
and inappropriate practices in a democracy. This means that journal-
ists who come in possession of secret or confidential information have
to make ethical judgments whether the disclosure of the information
is in the public’s best interest or not. A notable case of disclosure by
investigative journalists was the Watergate scandal. Bob Woodward
and Carl Bernstein from The Washington Post uncovered much infor-
mation about the break-in into the Democratic party headquarters in
June 1972, which led to the indictment of 43 people involved, includ-
ing many top level officials in the Nixon administration. As a result,
President Nixon had to resign in 1974 in order to escape impeachment
and possibly criminal charges. While the media disclosure of Nixon’s
abuse of power has been widely celebrated as the free press safeguard-
ing democracy, more recent disclosures by the press have been more
controversial.

2.4 Secrecy and Self-Deception

Secrecy often requires not only to restrict or to conceal information,
but to actually deceive others about what is true. It is not uncommon
that politicians mislead the public about what they know or what they
intend to do. Few people would expect politicians to be completely
honest. At the same time, there are few things where the American
public is less forgiving than when it comes to getting lied to. A par-
ticular problem is that secrecy and deception has become a standard
mode of operation of certain parts of the government, which means
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that the public gets lied to in a systematic fashion. This is dangerous
as it undermines public trust in government institutions. Without pub-
lic trust and public support a government risks to become illegitimate
and its very foundations become shaky.

2.4.1 Secrecy and Deception

Deception is commonly employed by certain parts of the defense es-
tablishment. Intelligence services are allowed to use cover stories and
legends for protecting sensitive operations and operatives. Espionage
and covert action usually relies on deception for success. Sometimes
the deception efforts employed for covert operations can be very elabo-
rate. For example, the CIA is allowed to run front companies that pro-
vide cover for their case officers and defense contractors are allowed to
use cover stories when they work on highly classified defense projects.
In the case of the secret attempt to salvage a nuclear-armed Soviet
submarine in 1974 (Operation Azorian) the CIA collaborated with bil-
lionaire Howard Hughes, who provided a cover story of the operation
by disguising it as an attempt of deep sea mining. In a sense the CIA
temporally deceived the whole world by creating the impression that
deep sea mining had become technologically feasible and that a major
industrialist was committed to it. Universities even set up enthusiasti-
cally (and as it turned out prematurely) courses in ocean floor mining
only to find out that it had all been a CIA cover story. This is certainly
one of the more extreme cases when government secrecy resulted in
deceiving the public, but on a smaller scale it is happening every day.
The ethical question is how far should a government or a corpora-
tion be allowed to go in terms of engaging in deception of the public
at large for the purpose of protecting its secrets. Obviously, deceiving
the public is only ethically acceptable if the stakes are particularly high
and if there would be no other viable way of bringing about the de-
sired results. This means that the potential benefits for the nation must
be so high that some necessary deception appears to be permissible.
Deception or propaganda that includes disinformation should never
be taken lightly and should only be considered in extreme cases. In
democratic countries the use of propaganda for purposes of deceiving
the public about the intentions and actions of the government is simply
illegal since it undermines democracy. In the U.S. there is the Smith-
Mundt Act (amended in 1985), which prohibits the use of government
funds for domestic propaganda.

In ethical terms there is a difference between merely keeping secrets
and deliberate deception. It is one thing to deny somebody access to
information and it is another to claim the information does not exist
or otherwise lie. Before engaging in deception and before using lies
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one has to carefully consider if deception is justified in this instance
and what the ethical consequences of deception could be.

Sissela Bok suggests in her book on the ethics of secrecy the follow-
ing checklist before using deception (pp. 90-106).

1. Evaluate alternative courses of action that will not require lying.

2. Consider moral arguments for and against the deceit ("excuses"),
to include the avoidance of harm, the production of a benefit, and
issues of fundamental fairness.

3. Establish the existence of justification, through a system that pro-
ceeds along a continuum that begins with internal thought; moves
to collegial consultation with one’s peers, associates, or advisers;
and ends up with public scrutiny.

2.4.2 Lying to Subordinates

A moral dilemma for any organization that employs deception to pro-
tect its secrets is that the organization often not only has to lie to out-
siders, but also needs to deceive many insiders, which creates an even
bigger ethical dilemma. While the careful management of public rela-
tions, which always includes some effort to control information flows
from the organization to the public with the intent of shaping pub-
lic perceptions in a certain way, can be expected of any organization
with public visibility, it is ethically much more problematic to employ
perception management techniques used on the public inside the or-
ganization since it violates the trust of the members. It has become
very common that information of the inside of organizations is now
much more controlled than on the outside. This creates the para-
dox that outsiders might in some cases have a better understanding
of what is going on in the organization than many of its insiders, who
can be subjected to far greater control of information. This is typical
for authoritarian regimes or secret societies, where only people at the
very top have access to most or all information about the organization,
while the great majority of members are given a very incomplete pic-
ture and are sometimes deliberately deceived by the top leaders. Such
an arrangement of information management characterized by secrecy
and deception not only creates organizations that are inherently dys-
functional (one branch of the organization does not know what the
other does thereby duplicating efforts or even going into contradictory
or opposite directions), it also is unethical and will ultimately corrupt
the organization as a whole. For any organizations to function well
its members need to be able to trust each other and their leadership.
As Plato pointed out, there has to be honor and trust amongst robbers
in order to successfully cooperate with each other. The bottom line
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is that governments and other organizations can justifiably use some
extent of deception towards outsiders to protect their greatest secrets,
but they should not deliberately deceive insiders. In the long run there
is hardly anything more corrosive to organization than insiders feel-
ing distrusted and betrayed by their own leadership. Ultimately many
insiders will just withdraw cooperation from the organization and the
leadership will no longer be able to simply assume that orders will be
carried out or implemented in the way they were intended.

2.4.3 The Self-debilitating Effects of Secrecy

Secrecy can be self-defeating in more than one way. It can weaken
the consistency and cohesion of an organization and result in bad
decision-making by its leaders. In short secrecy can be self-debilitating.
Daniel Ellsberg has described it excellently in his book Secrets:

Kissinger was not rushing to end our conversation that morning and I
had one more message to give him. ‘Henry, there’s something I would
like to tell you, for what it’s worth, something I wish I had been told
years ago. You’ve been a consultant for a long time, and you’ve dealt
a great deal with top secret information. But you’re about to receive a
whole slew of special clearances, maybe fifteen or twenty of them, that
are higher than top secret.

I’ve had a number of these myself, and I’ve known other people who
have just acquired them, and I have a pretty good sense of what the ef-
fects of receiving these clearances are on a person who didn’t previously
know that they even existed. And the effect of reading the information
that they will make available to you.

First, you’ll be exhilarated by some of this new information, and by hav-
ing it all – so much! – suddenly available to you. But second, almost
as fast, you will feel like a fool for having studied, written, talked about
these subjects, criticized and analyzed decisions made by presidents for
years without having known of the existence of all this information,
which presidents and others had and you didn’t, and which must have
influenced their decisions in ways you couldn’t even guess. In partic-
ular, you’ll feel foolish for having literally rubbed shoulders for over a
decade with some officials and consultants who did have access to all
this information you didn’t know about and didn’t know they had, and
you’ll be stunned that they kept that secret from you so well.

You feel like a fool, and that will last for about two weeks. Then, after
you’ve started reading all this daily intelligence input and become used
to using what amounts to whole libraries of hidden information, which
is much more closely held than mere top secret data, you will forget
there ever was a time when you didn’t have it, and you’ll be aware only
of the fact that you have it now and most others don’t...and that all those
other people are fools. ‘Over a longer period of time – not too long, but
a matter of two or three years – you’ll eventually become aware of the
limitations of this information. There is a great deal that it doesn’t tell
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you, it’s often inaccurate, and it can lead you astray just as much as the
New York Times can. But that takes a while to learn.

In the meantime, it will have become very hard for you to learn from
anybody who doesn’t have these clearances. Because you’ll be thinking
as you listen to them: ‘What would this man be telling me if he knew
what I know? Would he be giving me the same advice, or would it
totally change his predictions and recommendations?’ And that mental
exercise is so torturous that after a while you give it up and just stop
listening. I’ve seen this with my superiors, my colleagues...and with
myself.

You will deal with a person who doesn’t have those clearances only from
the point of view of what you want him to go away with, since you’ll
have to lie carefully to him about what you know. In effect, you will
have to manipulate him. You’ll give up trying to assess what he has
to say. The danger is, you’ll become something like a moron. You’ll
become incapable of learning from most people in the world, no matter
how much experience they have in their particular areas that may be
much greater than yours.

2.5 Leaks and Whistleblowers

Government secrecy is mostly compromised by insiders who leak in-
formation to the public for various reasons. Leaks are often used for
manipulating public opinion in a certain way and it is not uncommon
for a sitting administration to leak classified information whenever it
served their political interests. For example, the Obama administration
has leaked classified information about CIA targeted killings to show
the public that such matters are handled carefully and at the highest
level of the government. More controversial were the administration’s
leaks regarding the Abbottabad raid in 2011, where critics have argued
that some of the information leaked to the press by anonymous high
level government sources could potentially put American troops and
operatives at risk. In particular, a group of former Special Operations
Forces soldiers with the name OPSEC accused the administration that
the leaked information helped to identify the Pakistani doctor, who
administered the vaccinations that were used as a cover for finding
Osama bin Laden. This doctor is now in jail in Pakistan on espionage
charges. Even more controversial was the leaking of the identity of Va-
lerie Plame as a clandestine CIA officer in retaliation for her husband’s,
Ambassador Joseph Wilson’s, statements in relation to the Iraqi WMD
case by the George W. Bush administration. Such clearly politically
motivated leaks are an attempt of political manipulation or are simply
dirty tricks used on political opponents. These practices are unethical
and should have no place in democratic government. A rather dif-
ferent matter are so-called whistleblowers, who release confidential or
classified information to the public in order to expose waste, corrup-
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tion, or abuses of power within the government in order to rectify the
situation. There are legal and ethical aspects to leaks and whistleblow-
ing.

2.5.1 Legal Considerations: The Espionage Act

Congress enacted the Espionage Act in 1917 largely in response to the
threat of German sabotage during World War I. The Espionage Act
originated from the Sedition Act of 1798, which had expired 1801. The
law makes it illegal to obtain information related to national defense
with the intent of aiding a foreign nation, which is punishable by up
to 30 years in prison. Although the requirement that the information
needs to be related to national defense in order to apply the Espi-
onage Act is overly vague, the requirement of hostile intent is much
more specific, which makes it more difficult for the government to use
this law politically. In fact, the Espionage Act has been rarely used
in its almost 100 years of its history. One reason is that espionage
usually does not leave much evidence behind, especially if successful,
since the evidence gets passed on to a foreign power. Secondly, the
government has been reluctant to prosecute actual spies because any
evidence that needs to be presented by the government was either ob-
tained illegally or could have exposed government vulnerabilities or
malpractices. Thirdly, it is diplomatically wiser to deal with espionage
quietly by simply expelling foreign nationals engaged in it. So it is
not really surprising that foreign espionage has rarely been officially
prosecuted and even in instances when it has, it has often not resulted
in convictions. However, an alarming trend is that people other than
agents of foreign nations are being prosecuted under the Espionage
Act, namely journalists and whistleblowers. Journalists who publish
certain defense information may indeed be covered by some of the
provisions of the Espionage Act. If a journalist comes into posses-
sion of classified information by illegal means then they would be still
liable for committing that crime. At the same time, the First Amend-
ment protects members of the press from prosecution for publishing
secrets as long as they did not break any laws acquiring these secrets.
A government employee, on the other hand, who is authorized to see
classified information and gives it to persons who are not authorized,
does indeed commit a crime doing so. The mishandling of classi-
fied information is a felony in its own right covered under US Code
§ 798, but would normally not be considered violating the Espionage
Act if there was no intent of passing the information on to an enemy.
The Obama administration has charged several government whistle-
blowers, who have given classified information under the Espionage
Act, most famously former Army Private Bradley (Chelsea ) Manning,
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who leaked (amongst other things) 254,000 diplomatic cables, some
of which that were classified at the Secret level. Public opinion tends
to be divided about whistleblowers like Bradley Manning or Edward
Snowden. Legally and ethically the practice of whistleblowing is a
very complicated one.

2.5.2 Whistleblower Protection

The US is paradoxically one of very few countries in the world that
has legal whistleblower protections. The Whistleblower Protection Act
(WPA) of 1989 makes it illegal for government agencies to take re-
taliatory measures for the unauthorized disclosure of information if
the information exposes violation of laws, gross mismanagement or
waste, abuse of authority, or a substantial risk to public health and
safety. Any government employee who has knowledge of abuses of
authority or violation of law and decides to disclose the information
to the public is automatically protected as a whistleblower and cannot
be prosecuted for the disclosure or even fired on these grounds. There
are notable exemptions from the WPA, namely employees of the intel-
ligence agencies are not covered. If they have a grievance they have
to communicate it to the Inspector General of their agency, who can
move that complaint hire up in the chain of command. Alternatively,
the Intelligence Community Whistleblower Protection Act of 1998 al-
lows them to inform any member of Congress relating to misconduct
if there is an “urgent concern” such as the violation of law. If a mem-
ber of the Intelligence Community or the national security establish-
ment decides to take the step of providing classified information to the
press he or she has little or no legal protections. Nevertheless, there
are many examples where government employees decided to do so on
ethical grounds.

2.5.3 Ethical Leaking

It happens that government employees observe violation of laws and
other misconduct and they use the official channels to rectify the issues
only to experience that the issues do not get rectified and that they
themselves get penalized for making their complaints. If the miscon-
duct is serious enough it can be ethically the right thing to go public
and to disclose certain classified information. Exposure of the infor-
mation to the public creates strong pressures on the government to
take the necessary actions for correcting the situation. A very impor-
tant example is Daniel Ellsberg, who leaked the Pentagon Papers to
The Washington Post in 1971. Ellsberg was a high-level analyst for
RAND. Before that he had been working as an advisor to General Ed-
ward Lansdale in the State Department on American strategy in Viet-
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nam. In 1969 Ellsberg became very disillusioned with the purpose of
the American intervention in Vietnam and gradually came to the con-
clusion that some dramatic public disclosure was needed to get the
United States out of the conflict with North Vietnam faster. He gave
7,000 pages of the classified Pentagon history of the Vietnam War from
1945 to 1967 to Washington Post journalists and they published them
in excerpts. The so-called Pentagon Papers indicated that the war had
been a lost cause from early on, which was, however, a view that was
already popular by that time. Anyway, the disclosure was apparently
ethically motivated and aimed at bringing about a faster American
withdrawal from an unnecessary and extremely costly war. Several of
the more recent whistleblowers such as Bradley Manning and Edward
Snowden have been compared to Daniel Ellsberg, who is still a polit-
ical activist. While Ellsberg’s disclosure caused a lot of anger within
the Nixon Administration, he is seen by many as an American hero,
who stood up for the truth.

2.5.4 WikiLeaks

The matter of the WikiLeaks phenomenon is a more complicated one
and needs to be carefully considered in the light of what is known
and what still remains unknown. The organization was apparently
founded by Chinese dissidents in 2006 and the main idea of the web-
site was to give government and corporate whistleblowers from all
around the world opportunity to anonymously publish original doc-
uments on the Internet in order to publicly expose corruption and
misconduct. Initially WikiLeaks did publish a hodgepodge of gov-
ernment and corporate documents from all around the world, which
produced little wider public/ mass media attention. From 2010 on-
wards WikiLeaks seemed to target the US government with massive
document disclosures. It began with the release of a gunsight video,
named ‘Collateral Murder,’ of an Apache helicopter in Baghdad from
2007, showing the killing of several civilians by the helicopter crew.
Later 92,000 documents about the war in Afghanistan followed, as
well as 400,000 documents relating to the Iraq War, and 250,000 diplo-
matic cables. All of these documents were supposedly provided by
PFC Bradley Manning, who had served in Iraq at that time. Many
of these documents were given to mainstream media outlets such as
the British Guardian, The Washington Post, The New York Times, and
the German Der Spiegel, which collaborated with WikiLeaks in the
publication of the information contained in them. The Australian citi-
zen Julian Assange, the group’s frontman, has ever since suffered from
persecution by the US government and is now hiding in Ecuador’s em-
bassy in London, which he cannot leave for fear of getting extradited
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to the US on espionage charges. The official motivation of WikiLeaks
is to promote government transparency and to thereby create a bet-
ter world. However, from the perspective of governments targeted by
WikiLeaks these disclosures amount to “hi-tech terrorism,” as they de-
rail national policies and even destabilize governments as it happened
in Tunisia in late 2010, which sparked the wider Arab Spring. The
US government was particularly upset about the possibility that the
disclosed documents could put US soldiers and intelligence assets at
greater risk. While there is no evidence one way or the other that
this was the case, one can seriously question the ethicality, motiva-
tion, and overall rationale of WikiLeaks for publishing the material.
For one thing, WikiLeaks is in no position to thoroughly vet the doc-
uments, determine their authenticity, or even determine their origins,
or the motivations of leakers. They cannot possibly sift through all
documents and check in detail whether the disclosure of any partic-
ular document can bring harm to innocent people. By encouraging
leaks for the sake of unlimited government transparency WikiLeaks
has gone down an ethically highly problematic path. There is infor-
mation that can be justifiably withheld from the public for reasons
of privacy, individual security, and national security at large. Who
is Julian Assange to judge whether the disclosure of a random batch
of documents serves the public interest? Although WikiLeaks is it-
self well on the way of departing the public’s spotlight there are now
numerous similar whistleblower websites that emulate WikiLeaks in
many ways – the phenomenon itself is not likely to go away in the
future.

2.5.5 The Government’s Ethical Dilemma of What to Do about Leaks
and Whistleblowers

The primary problem is that governments and corporations have be-
come very secretive over time and this lack of transparency is more
and more considered as threatening to the public, which understands
less and less what is going on in these organizations. On the one
hand, more transparency is clearly needed to restore the public’s trust
in public institutions. On the other hand, too much transparency and
too much disclosure of secrets is sometimes not simply embarrassing,
but can indeed undermine public trust even further and can cause se-
rious political destabilization. The typical response of governments to
leaks is to simply increase secrecy even more and to intimidate insid-
ers, who could become whistleblowers. This approach is more and
more failing in our information society. We live in a world of big data
and in a world where massive amounts of information can be moved
in seconds across the world. It took Ellsberg in 1971 weeks to make
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copies of the Pentagon Papers. Today one can download gigabytes
of data on tiny thumb drives, which makes it very hard for the gov-
ernment to prevent data from eventually getting anonymously leaked
on the Internet. Apart from deliberate leaking there is also a grow-
ing danger of the government simply mishandling confidential data.
Classified or confidential documents have been accidentally uploaded
to public servers and government laptops with insufficiently protected
data have been lost, or shared with people, who were not authorized.
It happens every day. If the government would be more responsible in
its collection and use of data, then there would be fewer risks in terms
of data getting leaked to the public and thereby inflicting damage to
individuals and the government at large. The best defense against
whistleblowers and leaks is to be ethical because it both undermines
any justification and motivation for leaking information, as well as it
reduces the impact when it does happen.

2.5.6 A Few Comments about the Edward Snowden Case

Edward Snowden worked for Booz Allen Hamilton as a contractor for
the NSA. His job was to be a systems administrator for the NSA sta-
tion in Hawaii. The job gave him opportunity to access tremendous
amounts of NSA data for which he was not cleared. After examining
some of the data he concluded that the NSA was in gross violation
of the constitution and that the NSA blanket surveillance practices
needed to be exposed to the public. He managed to pack four lap-
tops full with classified NSA data, took a flight to Hong Kong on a
pretext, and met with Guardian journalist Glenn Greenwald in a safe
house where he gave an interview in early June 2013. He claimed that
he being a system administrator could easily get access to phone calls
and other communications of pretty much any person in the US with
no such complications such as court warrants or even administrative
oversight. The US government exerted pressure on China to extradite
Snowden to the US, but the Chinese decided to let Snowden travel to
Russia, where he has been granted unlimited asylum. The Guardian
has since published a large number of NSA documents that prove the
existence of surveillance programs such as PRISM, Boundless Infor-
mant, and XKeyscore. They indicate close collaboration between the
US government and major US IT companies, which have provided
the government access to customer data. The NSA surveillance seems
to be in violation of the Fourth Amendment of the Constitution pro-
tecting the public against unreasonable searches and seizures without
probable cause, as well as the Foreign Intelligence Surveillance Act of
1978. The government now faces the dilemma that it had previously
declared that it would not systematically collect communications data
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on US citizens, as it was deemed unconstitutional under the Bush ad-
ministration after the 2005 NSA illegal wiretapping scandal. Aside
of the question of lawfulness of NSA surveillance, there is the issue
whether Snowden’s disclosures were in fact in the public interest since
they also weakened the US government’s ability to spy on foreign na-
tions. For some people Snowden is a hero and for others Snowden is
a traitor, if not a terrorist. The US government has already ruled out
any chance of pardon for Snowden and if he was to return to the US
he would most likely get convicted under the Espionage Act and face
a very long prison term. The benefit for the public of the disclosure
is hard to judge since it has not resulted in any significant changes
in NSA domestic surveillance while clearly undermining public trust
in the US and elsewhere. Was it ethical to disclose the information,
knowing that he might have very little impact on the continuation of
domestic surveillance in the US? It is too early to tell what will come
out of it. In any case, it seems justified to undermine deliberate gov-
ernment deception about the scope and nature of surveillance in the
US, which was probably by itself far less ethical than the unusual step
that Snowden took.

2.5.7 Conclusion

Secrecy, whether practiced by individuals or governments or other or-
ganizations, is an inherently ethical matter. While transparent gov-
ernment is essential for a functioning democracy, there are necessary
limitations to transparency, which should be guided as much by eth-
ical considerations as by necessity. Individuals and organizations can
legitimately claim a right to privacy and some of the information they
hold should be exempted from the public view on these grounds. Sec-
ondly, secrecy is also (and overwhelmingly) justified by the needs of
national security. Although national security does indeed necessitate
that certain information be withheld from the public, it is absolutely
crucial to appropriately limit the application of the concept to very
specific types of information such as nuclear launch codes or certain
ongoing clandestine intelligence activities. National security should
not be a catch-all phrase to justify all kinds of excessive bureaucratic
secrecy that mostly designed to shield these bureaucracies from all
accountability. Secrecy becomes ethically more problematic when it
involves deliberate deception. While it is acceptable and expected to
deceive adversaries, it is ethically highly problematic to deceive the
own population or even parts of the own government about what the
government’s leadership is doing. This undermines trust and the le-
gitimacy of the government, and will ultimately make the government
dysfunctional and may result in its collapse. For this reason author-
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itarian governments always collapse sooner or later. The problem of
secrecy is also closely connected to phenomenon of leaks. Some leaks
are politically motivated and thus must be seen as inherently ethically
questionable and some leaks are ethically motivated and can be con-
sidered as whistleblowing. Individuals inside the organization blow-
ing the whistle and exposing wrongdoing to the public cannot only be
very ethical, especially when it involves great personal cost and risk
in doing so, but it can also be highly beneficial to society at large, as
it creates public debate and thus political opportunities to correct a
major problem that would otherwise not be corrected.

2.5.8 Review Questions

1. Do governments have a right to privacy?

2. What is meant by the term ‘national security’ and how is it used for
justifying government secrecy?

3. When does greater secrecy not produce greater security?

4. Why was there a controversy about the CIA’s budget?

5. What is the role of the courts with respect to government trans-
parency/ accountability?

6. What is the Freedom of Information Act and what role does it play
in American democracy?

7. Why does secrecy create the problem of self-deception?

8. Under what circumstances could it be considered ethical to leak
information? Was the leaking of the Pentagon Papers an ethical
leak?

9. What are there protections for government whistleblowers and what
are the limitations?

10. What is the WikiLeaks phenomenon and how has it influenced the
practice of leaking?
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3
War

3.1 Introduction

This lecture will give you an introduction to Just War Theory (JWT),
the laws of armed conflict, and military ethics applied to contempo-
rary and new military challenges and methods of warfare. Military
ethics provides a middle ground between two extreme ethical posi-
tions towards war: pacifism and ‘military realism.’ For pacifists all
violence and all war is unethical in and by itself, which means there
is absolutely no possibility of conducting war ethically. A debate on
‘military ethics’ becomes pointless. The only ethical option would be
to avoid war altogether at all cost. The opposite position can be called
‘military realism’ and argues that war is beyond any ethical judgment.
The killing of people in war is existential and such a radical and cruel
action that it cannot be evaluated in ethical terms. Once war starts,
everyday morals have to be suspended and moral behavior can only
resume after the war has ended. According to military realists, ethics
and morality has no place war. This is often expressed in phrases like
‘war is hell’ or ‘all is fair in love and war,’ which simply underline the
presumed amorality of war as a human activity. Despite this kind of
cynicism, nowadays justified by the imperative of protecting the lives
of own soldiers at all cost, in human history warriors have always felt
the need for an ethical code that limits of what is permissible in war.
This is meant to protect the innocent and to minimize the horrors of
war. Over time a consensus has grown about what may or may not
be done in war, which began as mere customs and which have later
been codified in international law. For example, one of the oldest mil-
itary norms is not to use poisons as a method of war. This norm still
exists and is now codified in the Chemical Weapons Convention and
several other laws that clearly outlaw the military use of poisons in
all forms. JWT is a theory that tries to make sense of historically de-
veloped military norms and it is now a commonly used ethical frame-
work for military and intelligence ethics. It is strongly connected to
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the laws of armed conflict as they developed since the second half of
the 19th century and it is grounded in ancient Christian thought and
the medieval military ethics code of chivalry. JWT explains the ethical
rationale behind the contemporary laws of armed conflict such as the
Geneva Conventions and it can be used for restraining new methods
of war consistent with the current military norms. The lecture will
give an overview of the main principles of the jus in bello and will
then consider several of the most important current and future chal-
lenges to military ethics, namely the challenge of irregular warfare and
terrorism, cyber war as an emerging form of warfare, and unmanned
combat as an entirely new way of conducting war.

3.2 Just War Theory and the Laws of Armed Conflict

Just War Theory is grounded in a military tradition that is thousands of
years old and it has culminated in the works of 17th century theorists
Hugo Grotius and Samuel Pufendorf. Grotius is most known for his
legal doctrine of the freedom of the seas, which states that know state
can lay claim to the high says and that everybody has the right to
unobstructed use of the high seas. Grotius’ legal analyses are even
today considered to be one of the sources of international law. Other
sources are international treaties (so- called treaty law), customs or
widely accepted and used state practices (customary law), and judicial
decisions by international courts, which results in case law. Breaches
of international law in war amount to war crimes and can result in
the prosecution and punishment of those responsible by international
tribunals. This idea of punishable war crimes was first established in
the Nuremberg Trials after the Second World War during which Nazi
politicians and high-ranking officers of the German military were put
on trial for waging a war of aggression and other war crimes that they
had committed. Technically, waging wars of aggression constituted no
breach of international law until 1945 and was thus an innovation in
international law. The Holocaust did also at time not fall under any
specific international law, which necessitated to legally create a new
type of war crime called ‘crimes against humanity.’ JWT thus has two
separate branches: one is the Jus ad Bellum or the right to wage war
and the second is the Jus in Bello or the restrictions put on belligerents
in waging war.

3.2.1 Jus ad Bellum

In the post-Second World War world there are only two legal justifi-
cations for a nation to go to war: self-defense or authorization by the
UN Security Council. Article 51 of the UN Charter states:
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Nothing in the present Charter shall impair the inherent right of individ-
ual or collective self-defence if an armed attack occurs against a Member
of the United Nations, until the Security Council has taken measures
necessary to maintain international peace and security. Measures taken
by Members in the exercise of this right of self-defence shall be immedi-
ately reported to the Security Council and shall not in any way affect the
authority and responsibility of the Security Council under the present
Charter to take at any time such action as it deems necessary in order to
maintain or restore international peace and security.

This means that a state that has been attacked can take defensive
action without having to wait for any authorization by the UN. Fur-
thermore, if the UN Security Council determines that there is a threat
to international security, it can take “effective collective measures” to
deal with this threat, which includes the possibility of an authorization
of military action against an aggressor. The case of an authorization
by the UN Security Council (UN SC) is legally straightforward: the
UN SC is composed of five permanent (US, UK, France, Russia, and
China) and ten rotating members (changes every two years according
to a fixed regional distribution) – a UN SC Resolution requires 9 votes
in favor and no veto by any of the permanent members. A UN SC Res-
olution can give a Mandate to certain members of the UN to carry out
military action behalf of the UN within the exact limitations specified
in the Mandate. Getting a UN SC Resolution can be politically difficult
since it can be vetoed by any permanent member, which will happen
if a permanent member state’s national interests could be negatively
affected. This is the reason why the UN SC only authorized military
action according to Chapter VII of the UN Charter, which deals with
coercive measures, only twice in its history: the Korean War (made
possible by the Soviet Union’s boycott of the UN at the time) and the
Gulf War of 1991 (made possible by the imminent collapse of the Soviet
Union and the end of the Cold War). In recent times there have been
several cases of use of military force by parts of the international com-
munity that, according to many legal experts, violate international law
and thus amount to the war crime of waging wars of aggression. Two
examples shall be mentioned in here: the Iraq War of 2003 and NATO’s
Libya intervention of 2011, both of which could neither be justified on
grounds of self-defense or of having received approval from the UN
SC. The George W. Bush administration made the case that Iraq’s hid-
den WMD program would constitute a threat to international peace
and security. After failing to secure a UN SC Resolution authoriz-
ing US military action against Iraq, George W. Bush and Tony Blair
decided to go forward with the attack with the justification that it con-
stituted “pre-emptive self- defense” – a term that has no basis in inter-
national law. International law requires a state to wait until it has been
attacked or until an attack is imminent. Merely anticipating that an
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attack could possibly occur at some point in the future is not sufficient
to support a claim of self-defense. If you walk down a dark alley and
you see a person walking there who you feel could be a threat to you,
you have no right to simply shoot the person because the person could
possibly hide a gun and might use the gun on you. Sure, it can put
you at a disadvantage having to wait for the other person to pull the
gun on you, but by shooting first without clear evidence of an existing
threat you could end up killing innocent people. This is exactly what
happened in Iraq. The presumed threat of hidden Iraqi WMD turned
out to have been non-existent. The war was thus not only formally il-
legal, but also unethical as it set a bad precedence. Like the dirty cop,
who has a track record of killing suspects rather than arresting them,
will eventually lose backing of their superiors once they kill too many
innocent people along with the criminals. The international commu-
nity will likely not tolerate another mistake by the US like Iraq. The
second case is the controversial NATO intervention in Libya in 2011.
After Libya was on the verge of descending into civil war following
the Arab Spring uprisings across the Middle East and North Africa,
there was the concern by the US and the UK governments that Libyan
strongman Gaddafi might use military force against innocent civilians.
This resulted in UN SC Resolution 1973 on 17 March 2011, which au-
thorized NATO to establish a no-fly zone over Libya and to conduct air
strikes on Gaddafi forces that were attacking civilians. The resolution
clearly prohibited any foreign occupation of Libya and its intention
was the protection of civilians not the overthrow of the government in
Libya. NATO violated the constraints of their mandate by systemati-
cally bombing Gaddafi forces regardless whether they were attacking
civilians or not. In other words, far from remaining neutral in the
civil war, NATO was actively working towards toppling Gaddafi and
thus was operating outside of what they were legally allowed to do.
The Libya case is tragic from a moral point of view because NATO’s
intervention compounded the horrors and chaos of civil war and did
produce any sort of stable government after the fall of Gaddafi. As
of early 2014 terrorism, tribalism and lawlessness rule in Libya. In
other words, the humanitarian intervention ended up creating a situ-
ation far worse than existed under the previous regime. The legality
of the use of military force should be considered extremely important,
as illegal military actions are technically war crimes. This means that
responsible decision-makers can potentially be prosecuted by relevant
international bodies such as international war crime tribunals or by
the International Criminal Court.



war 83

3.2.2 Jus in Bello

Jus in Bello deals with the conduct of war and regulates what may or
may not be done in the pursuit of victory. The main legal sources for
jus in bello are the Hague Conventions that focus more on what armed
forces may do to each other and the Geneva Conventions that focus
more on the protection of civilians and prisoners of war. In addition,
there numerous other relevant treaty that limit what kind of weapons
are tactics may be used by the belligerents. It is largely based on four
main principles that are usually referred to as necessity, distinction,
proportionality, and humanity.

Necessity: belligerents are only allowed to use force against the en-
emy if this is necessary for achieving victory. This means that any
violent action taken against the enemy must be necessary for winning
the war. If it is not necessary, then the action is not permissible. For
example, if one has an opportunity to kill an enemy soldier it does not
automatically follow that doing so is always legal. The action has to
pass the necessity criterion: is killing this soldier necessary for achiev-
ing a larger military objective that contributes to winning the war?
In other words, violence in war should not be frivolous, but always
be purposeful in the sense of being necessary for victory. The prin-
ciple of necessity can also be invoked with respect to the use of new
weapons. If there is a sufficiently high military advantage resulting
from the use of a new weapon, then military necessity can supersede
other principles of war. For example, the Germans argued that their
use of submarines during World War I had military necessity and that
submarines could not be used effectively if the submarine crews were
required to help shipwrecked survivors of their attacks as mandated
in the Geneva Conventions. Although the German use of u-boats was
initially declared illegal, it eventually became an accepted practice jus-
tified by military necessity that submarines were used in the manner
as the Germans did in World War I.

Distinction: This principle claims that there are only two types of
targets: those that are military and can be legally attacked and those
that are protected under international law and cannot be legally made
the objective of any attack. Legally speaking, there are combatants
and non-combatants. Combatants are defined as individuals who ac-
tively and directly participate in hostilities and are not hors de combat
(wounded, surrendering or with no capacity to defend themselves).
Soldiers, who are hors de combat, and civilians not directly partic-
ipating in hostilities are non-combatants and are therefore protected
by international law from deliberate attack. Military attacks are only
permissible against combatants and military structures such as mili-
tary bases, fortifications, or troop concentrations. They may not be
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directed against non-combatants and civilian structures such as cities.
Specifically protected are military medical personnel, hospitals, and
churches. However, it is permissible under international law to cause
some collateral damage caused by the attack on a legitimate military
objective, as long as every feasible precaution has been taken to mini-
mize collateral damage to civilians.

Proportionality: Any military action taken against the enemy needs
to be proportionate in relation to the expected military advantage. If
the expected military advantage is high, then it becomes permissible
to employ a greater amount of force. Important is that force applied
against the enemy must not be excessive. For example, if an enemy
sniper is on the roof of a house occupied by civilians it would amount
to excessive force to blow up the house together with the civilians
just to kill the sniper. Such action would be considered illegal under
international law and would amount to a war crime. The principle
of proportionality is notoriously difficult to apply in war because it
is objectively hard to exactly calculate an expected military advantage
and weigh it against the calculated estimated damage that the attack is
likely to cause. Military advantage is rarely measureable and resulting
consequences from an attack can be in some circumstances extremely
difficult to predict because key facts may not be known at time, for
example how many civilians are in the house with the enemy sniper
on the roof.

Humanity: This principle deals with the problem of weapons that
are deemed inhumane because of the effects that they produce. Out-
lawed are weapons that cause superfluous injury and unnecessary suf-
fering or are inherently indiscriminate. A very notable treaty that
outlawed a type of weapon on the grounds of inhumanity was the
Saint Petersburg Declaration of 1968, which outlawed explosive pro-
jectiles with a weight of less than 400 grams on the basis that they
typically fail to kill instantly and thus cause unnecessary suffering.
There have been international efforts to outlaw other weapons on sim-
ilar grounds. A few shall be mentioned here. In 1980 the UN drafted
the Convention on Certain Conventional Weapons, which outlawed
several conventional weapons or restrict their uses that were deemed
inhumane: weapons with undetectable fragments, landmines, incen-
diary weapons, and blinding lasers. The Chemical Weapons Conven-
tion of 1993 prohibits the production, stockpiling and use of chemical
weapons as they are considered to be inhumane and indiscriminate.
The Ottawa Treaty of 1997 prohibits the production, stock-piling, use,
and transfer of anti-personnel land-mines with the argument that they
are difficult to clear and thus often continue to injure and kill civilians
long after the end of hostilities. Similarly, there have been efforts to
ban cluster munitions, as they also leave behind unexploded ordnance
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that can endanger civilians. Other banned weapons include flechettes,
white phosphorus, any poisoned weapons, and expanding bullets.
Any nation that uses these weapons in an armed conflict would be
committing a war crime and its leadership could be held accountable.

Forbidden tactics: International law prohibits tactics that betray the
good will of the enemy and that could make peace negotiations im-
possible. Clearly outlawed is to attack under the protection of a white
flag or feigning to negotiate or surrender; feigning being wounded or
incapacitated; feigning civilian or non-combatant status; and feigning
protected status by wearing emblems or uniforms of third parties such
as the UN or neutral states. It is prohibited to give orders to take
no prisoners or to give no mercy to a surrendering enemy. What is
not prohibited is the use of ruses of war such as camouflage, mili-
tary deception, and disinformation. Interestingly, it is not forbidden in
principle to wear enemy uniforms as long as they are not worn when
engaging the enemy in a battle. For example, when Czech guerril-
las dressed as German soldiers for ambushing SS General Reinhard
Heydrich in 1942 they committed a war crime by not taking off their
German uniforms when they opened fire. The use of ‘non-standard
uniforms,’ which is common by Special Operations Forces, is perfectly
legal, as long as they wear some insignia that indicates their national-
ity. The complexity of the legal issues with respect to armed conflict
has become much greater in irregular warfare that now characterizes
contemporary warfare.

3.3 Military Ethics and Irregular Warfare

The most important trend in contemporary warfare has been the de-
cline of conventional wars and the rise of low-intensity conflicts. No
currently ongoing conflict fits into the traditional Clausewitzian paradigm
of war. This means that Western armed forces are now primarily fo-
cused on fighting irregular combatants such as insurgents and terror-
ists. This creates a lot of ethical challenges, as the new enemies are
less willing and capable to adhere to the established laws of armed
conflict. In many respects it seems that they achieve an unfair ad-
vantage by breaking the rules while Western militaries are severely
constrained in terms of what they can legally do in order to fight an
irregular enemy.

3.3.1 Understanding Guerrilla Warfare and Terrorism

Before we can get into the ethical discussion of how to fight an ir-
regular enemy lawfully, it is necessary to start with a characterization
of the nature of guerrilla warfare and terrorism. The guerrilla fights
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irregularly because of their inherent weakness. They cannot take on
the government or occupation forces right on, so they have to hide
amongst the population and they can only attack when they have a
clear advantage. Guerrilla warfare is protracted and characterized by
ambushes and small-scale engagements that are designed to slowly
bleed and demoralize a much stronger opponent. It is a strategy of a
thousand cuts that is meant to erode the will of the enemy to continue
with the fight. Historically, most guerrilla campaigns have ultimately
been successful in overthrowing a government or forcing an occupy-
ing power out of the country. The key to success for the guerrilla is
to have a popular support base that gives them shelter, food, and pro-
vides a recruiting pool. In guerrilla campaigns political mobilization is
equally important as are military actions. According to Kissinger, the
guerrilla wins by not losing. The guerrilla will not lose as long as they
have the ability to evade the enemy and attack at their choosing. The
North Vietnamese practically lost every major battle that took place
during the Vietnam War, but they still won because US forces were
unable to defeat them politically. Terrorism is often a feature of guer-
rilla campaigns. Especially in the early stages of an insurgency the
violence that is used can be described as terrorism, as the insurgents
have no capability to go after ‘hard’ targets or to fight openly. A major
characteristic of the insurgencies in Afghanistan and Iraq was the use
of so-called Improvised Explosive Devices (IEDs), which caused the
majority of US casualties. Unlike insurgents terrorists tend to operate
in urban environments since this is where the most valuable targets
are. Cities offer also easy transportation and thus escape routes and
make it easier to hide amongst civilians. Regular militaries are at dis-
advantage since they cannot use major firepower in order to avoid
collateral damage. This frustration of Western militaries has resulted
in some unethical and even illegal tactics to be used by insurgents and
counterinsurgents.

3.3.2 Blurring the Combatant/ Noncombatant Distinction

According to the Hague Convention irregular forces are not automat-
ically to be considered unlawful – they can be lawful if they adhere
to certain rules. They have to be commanded by a superior and there
has to be clear chain of command, they have to wear emblems, in-
signia, or a particular headgear that identifies them as combatants,
and they have to bear their arms openly. If they follow these rules
guerrillas are entitled to be treated as prisoners of war as regulated
under the Geneva Conventions. This means that they have to receive
medical attention, have to be clothed, fed, and sheltered appropriately,
and have to be released after the end of hostilities. The problem is
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that many modern day insurgents do not follow these rules. Insur-
gents and terrorists deliberately blur the line between combatants and
non-combatants in order to make it more difficult for their enemies
to hunt them down. Guerrilla forces typically consist of combatants,
who are within an established command structure and who directly
participate in hostilities. Then there are civilians, who are associated
with guerrilla forces, but who only indirectly participate in hostilities.
For example, by carrying out logistical functions, raise funds, recruit,
and spread ideology, and so on. They cannot be deliberately targeted
by counterinsurgent forces. Finally, there are civilians, who may be
sympathizers of the insurgents’ cause, but who do not participate in
hostilities. In practice it can be extremely difficult to discern which
is which, as insurgents and terrorists do not wear uniforms and often
carry out attacks indirectly using IEDs, bombings, and snipers. Part-
time insurgents, who are civilians who occasionally are involved in
combat can only be targeted at a time when they are engaged in com-
bat, while full-time combatants can be legally attacked at any time.
The ethical dilemma for counterinsurgents is how to balance the secu-
rity needs of own forces against the need of protecting civilians who
are also present on the battlefield. For ethical, as well as strategic rea-
sons it is critical that counterinsurgency forces accept a greater risk to
themselves in order to avoid killing the innocent. For the most part,
counterinsurgency is more like policing where good relations with a
community can be critical to the success of a counterinsurgency opera-
tion. What the insurgents and terrorists often want to provoke through
their attacks is an excessive response by the counterinsurgents, which
results in disproportionate collateral damage. Any innocent person
killed by the counterinsurgents becomes a potential propaganda vic-
tory for the insurgents, who can point at the injustice and oppression
of the government or of occupation forces. For example, US forces
were prone to use excessive force during the Vietnam War, expending
in average 250,000 bullets for every insurgent killed. A particularly
reckless approach commonly practiced by US forces was called ‘recon-
naissance by fire’: US soldiers were simply shooting into Vietnamese
houses to see whether anybody would return fire. So it is not surpris-
ing that Vietnamese population came to hate the American presence
in Vietnam, which ultimately undermined the legitimacy of the Amer-
ican intervention and its ultimate success.

3.3.3 Human Shields, Protected Objects, and Reprisals

Irregular wars have a tendency of spiraling out of control and weak-
ening the ethical constraints on both sides the longer the conflict drags
on. It has been often said that insurgents will rarely obey the laws
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of armed conflict since they would put themselves at a great disad-
vantage if they did. Nevertheless, they do have constraints in terms
of what methods they can use against the enemy. If their methods
are ethically objectionable to the majority of their support base, then
they would jeopardize the support they receive from a sympathetic
community that they claim to represent. Employing violence that is
too extreme and too indiscriminate will only alienate many of their
supporters, which means that violence has to be carefully calibrated
in order to achieve an optimal effect of weakening the morale of the
enemy and improving morale on the own side. A controversial and
illegal tactic used by insurgents is to attack under the protection of
human shields or to launch attacks from protected objects such as
mosques. This creates a huge ethical dilemma for counterinsurgent
forces, as fighting back would endanger innocent civilians. The Tal-
iban in Afghanistan used women and children as human shields to
avoid NATO bombing attacks. Similar tactics were employed by in-
surgents in Iraq. Israel’s military also used human shields during its
Operation Defensive Shield in 2006, when the IDF forced Palestinian
civilians to participate in the searching of houses and to carry out other
dangerous military tasks. The use of human shields by any party to a
conflict is a clear violation of the Geneva Conventions and thus a war
crime. However, if one side breaks international law by using human
shields it does not mean that the other sided would have gained the
right to kill innocent civilians standing between them and the enemy.
In such situations force can only employed if it can be used discrimina-
tively. If that is not possible, no force can be used. A similar problem
is the issue of reprisals also common in irregular warfare. Since con-
trol of the population is the main object in a guerrilla war both sides
might use reprisals in order to achieve the compliance of populations
on territories that the particular side controls. A reprisal is a collective
punishment for parts of a population aiding and abetting the enemy.
The Nazis often used reprisals against guerrillas in their occupied ter-
ritories, sometimes executing more than a hundred civilians for one
officer killed by guerrillas. Such severe reprisals are obviously a viola-
tion of the Geneva Conventions. At the same time, international law
does not completely prohibit all forms of reprisals. Under certain con-
ditions some collective punishment of populations that protect guerril-
las or terrorists, who have committed a serious breach of international
law, can be used in order to suppress future violence. Reprisals have to
be authorized at the highest political level and they have to be propor-
tionate to the threat. If applied wisely, reprisals can be a more humane
way of suppressing terrorist violence than some of the other methods
discussed below.
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3.3.4 Torture and Targeted Killings

It often happens that as the frustration on the side of counterinsurgents
grows with spiraling violence they turn to highly unethical methods
such as the systematic detention and torture of anybody who might
support insurgents or who might have any knowledge of their oper-
ations. The information gained from torture is then used to arrest or
kill more suspected insurgents or collaborators. The French forces ex-
tensively used torture to gain information on FLN fighters in Algeria,
resulting in thousands of detained people dying in French custody
in Algeria. Unfortunately, the US military chose a similar approach
when confronted with the insurgency in Iraq that began in summer
2003. Suspected Iraqi insurgents and terrorists were taken to the Abu
Ghraib military prison, where they were subjected to inhumane treat-
ment and borderline torture. The story about human rights abuses
at Abu Ghraib broke in spring 2004. Numerous disturbing pictures
were released by the press documenting many of the abuses that had
taken place at the prison. This included humiliating the prisoners by
forcing to form pyramids of naked men, to stand for hours hooded
on a pole holding electrodes, or naked prisoners threatened by dogs
on a leash. This disclosure has not only severely damaged America’s
reputation around the world it has also fuelled the insurgency and
terrorism in the region. Amongst the greatest violations of ethics and
the greatest American mistakes made in Iraq was the use of death
squads meant to suppress the insurgency early on. The newspaper
The Guardian has recently been revealed that the US sponsored Shia
paramilitary groups, who would systematically kidnap, torture, and
kill Sunni opponents. Some of the torture took place in US military
bases inside of so- called ‘Nasty Ass Military Areas,’ where Ameri-
cans were literally watching the gross human rights violations. It did
not take long for the situation to get out of control and to result in
a major intensification of the insurgency by early 2004 with the com-
ponent of ‘sectarian violence’ between Shia and Sunni being added to
the overall anti-occupation violence. The legacy of this sad practice is
the continued existence of death squads and torture in Iraq, as well
as continued terrorism. Needless to say, such aggressive counterinsur-
gency approaches centered on systematic torture and systematically
eliminating insurgents in ‘kill or capture’ operations are unethical and
rarely produce viable results.

3.4 Cyber War Ethics

Over the last decade cyber war has become more viable as mode of
conducting armed conflict or a method for achieving certain political
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and military objectives. Many modern armed forces around the world
have formed cyber warfare units, who are trained in conducting of-
fensive and defensive operations in cyberspace. It has been estimated
that over 100 nations around the world have some cyber war capabil-
ity. There is little doubt that the Internet and other computer networks
have become a battlespace, in which armies of professional govern-
ment sponsored hackers try to outwit each other. Although there are
up to now few examples that can be called cyber war, since most of
the offensive cyber activities of governments are just technologically
updated versions of old-fashioned espionage, sabotage, and subver-
sion activities, there is at least the promise that future cyber attacks
could amount to acts of war. Cyber war raises some troubling ques-
tions whether and how we can apply the laws of armed conflict to
military operations in cyberspace. The following section shall give a
brief overview over some of the important issues.

3.4.1 When Does LOAC Apply?

Public officials have sometimes referred to discovered cyber espionage
attacks as being incidences of cyber warfare. In 1999 Deputy Secretary
of Defense John Hamre said about a series of computer intrusions into
Pentagon computers called Moonlight Maze that it was like being in
a cyber war. Network infiltrations by Chinese hackers have also occa-
sionally been described as a cyber war between the US and China in
the media. The truth of the matter is that cyber espionage and cyber
crime have become so routine as to make it highly misleading to call
such activities anything akin to ‘war.’ For LOAC to be applicable there
has to be an ongoing armed conflict and a generally accepted thresh-
old for that are about one thousand battle deaths per year. Obviously
no current ‘cyber war’ has ever approached this threshold. Up to now
it is extremely rare for cyber attacks to cause even physical destruc-
tion as it relates to computer hardware, not to speak of causing the
death of people. LOAC does not apply to cases of espionage. Cyber
attacks directed at civilian critical infrastructure such as power plants
or mass transportation systems could be considered acts of cyber ter-
rorism rather than cyber war since a deliberate targeting of civilians
would amount to a war crime. The currently most likely scenario for a
cyber war is that of cyber attacks that occur during a more traditional
armed conflict, for example in support of a conventional military at-
tack. So if cyber attacks occur during an existing armed conflict it
is relatively clear cut that LOAC applies and that the cyber warriors
have to comply with it. However, if cyber attacks occur outside of
any recognized armed conflict it still remains unclear when such cy-
ber attacks reach the threshold of an armed conflict. The international
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community would have to decide the matter. This is important be-
cause of the problem of how to appropriately respond to a massive
cyber attack: under what circumstances would it be acceptable to re-
spond with a conventional counter-attack? Could cyber attacks ever
justify a nuclear or similarly severe response to them?

3.4.2 The Dual-Use Problem

The laws of armed conflict demand that military (combatant) and civil-
ian (noncombatant) objects are clearly separated, so that attacks can be
directed against military objectives without putting noncombatants at
great danger. In the cyber domain there is often no clear separation be-
tween military and civilian. The Internet is almost completely civilian
and even government websites can sometimes be hosted on commer-
cial servers rented by a government. For example, during the Georgia
War in 2008 Russian hackers shut down Georgian government web-
sites with DDOS attacks. The Georgian government then moved its
website to a commercial webhosting service in Atlanta in the US run
by a Georgian expatriate. The Russian hackers subsequently attacked
this server in the US and temporarily shut it down as well. Some spec-
ulated during the brief Georgia War that the cyber attacks on comput-
ers physically located in the US could potentially draw the US into
that war. Then again, shutting down computers does not qualify as an
armed attack, only if the Russian cyber attacks had actually caused vi-
olence against people in the US. However, there was also the question
whether the US had violated its neutrality in the conflict by allowing
the Georgian government websites to be moved to US computers. As
it turns out, the government of Georgia never asked the American gov-
ernment for official permission, so there was no neutrality violation on
the US side. At the same time, such matters could become much more
complicated in the future.

Another problem relating to the dual-use issue is that many ‘cyber
weapons’ are difficult to direct only at military objectives. It is tech-
nically feasible to precisely target particular computers and networks
by creating malware that only attacks very specific software that is in
a very specific configuration. For example, the Stuxnet worm that had
been developed by the US and Israel and that was discovered in June
2010 only targeted a Siemens control software in a particular config-
uration used for controlling centrifuges for uranium enrichment. The
worm did accidentally spread on the Internet and ended up infected
thousands of computers, mostly in Iran, but it only caused damage to
the centrifuges as it was designed to do. However, the great majority
of computer viruses and worms are not targeted in any way. They
spread uncontrollably across the Internet and randomly infect com-
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puters, which can later become parts of botnets that can be controlled
by government hackers and used without the knowledge of their users
for facilitating further intrusions or conducting DDOS attacks. There
is legal uncertainty whether it is a permissible tactic to hijack a large
number of unsecured computers in a neutral third country to attack
computers of an adversary.

The dual-use issue represents a serious obstacle to a digital arms
control, for example in regulating or suppressing a digital arms trade.
The most powerful weapons of hackers are so-called ‘zero-day’ ex-
ploits, which are software vulnerabilities that have not yet been dis-
covered and addressed. ‘Zero-day’ exploits aid hackers in penetrating
supposedly secure computer systems and they are very valuable to
criminal as well as government hackers. Some ‘zero-day’ exploits have
been traded on the Internet for up to $250,000 dollars. Unfortunately,
there is no law in the US or elsewhere that would prohibit the sale of
these cyber exploits to whoever.

3.4.3 The Attributability Problem

Many cyber security experts would agree that attributability of attacks
often is a serious problem in cyber war scenarios. Although it is usu-
ally possible to trace a cyber attack back to a particular country, it
does generally require the law enforcement cooperation of that coun-
try to trace an attack to a particular physical address or user. This
can be politically difficult, especially if there are no diplomatic agree-
ments in place with that country. Furthermore, just by tracing attacks
to one country it does not prove that the attacks actually originated
from this country, as the computers in the country may simply have
been hijacked by hackers in a third country. For example, it is a known
fact that Russian and Chinese computers are often used as proxies for
hackers because they tend to have very weak security since they are
much more likely to run illegal versions of MS Windows, which do not
receive security updates. But let’s say that it was possible to exactly
determine from which country an attack originates from it still leaves
an uncertainty whether or not the government sponsored the attack
or whether the attack was conducted on the initiative of a nonstate
group not controlled by the government. When it comes to more tra-
ditional military attacks there is the obligation on the belligerents to
use force in an attributable and accountable fashion. This one reason
why soldiers wear uniforms that make them identifiable as agents of
a particular government and this is why warships and other pieces of
military equipment need to show a national flag or other types of na-
tional insignia. In cyberspace one might demand that cyber weapons
that are used against an adversary during an armed conflict should
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similarly include a piece of code that identifies their national origin.
However, there is currently no international agreement that would de-
mand this for a cyber weapon to be used. It even seems unlikely that
any nation would agree to do so, as it could reduce its chances of
success for a cyber attack if the potential targets knew in advance for
what they need to look for. Cyberspace is still an accountability-free
zone, especially when it comes to government hacking, which needs to
be changed. Only a sufficient degree of attributability (certainty with
which the origin of an attack can be established) and thus accountabil-
ity (chance with which a nation can be held accountable for its actions
in cyberspace) will result in a more regulated and ethical conduct in
cyberspace.

3.5 Ethics of Unmanned Combat

Technology has always had a major impact on warfare and has also
largely impacted on the ethical and legal framework of war. Certain
practices of warfare or certain weapons became ethically acceptable
once they became more available. For example, submarines and sea
mines were once considered immoral or illegal weapons, but once
more countries used them it became generally acceptable to do so.
Technological advancement can also result in changed expectations of
what is acceptable collateral damage and thus result in much greater
legal restrictions for the use of military force. During the Second World
War it was considered acceptable to carpet bomb entire cities since
small military objects like munition factories or government buildings
could not be precisely targeted from great altitude. Once the tech-
nology became available in the early 1970s to conduct highly precise
air attacks from great altitude with laser-guided bombs the expecta-
tions changed as well. Now any indiscriminate air attacks on cities
are explicitly prohibited and any collateral damage even on a smaller
scale becomes increasingly hard to justify as precision-strike capabili-
ties continue to improve. One, if not the greatest, change in the ethical
framework of war in modern times will result from our growing ability
to attack an enemy without the need of exposing ourselves to enemy
counterattacks as a result of the gradual replacement of human fight-
ers on the battlefield with robots. The following sections will discuss
some of the ethical issues that the military and society as whole has to
face in the coming decades.

3.5.1 The Growth of Military Robotics

The growth of military robots was until recently a trend that few de-
fense analysts saw coming, especially not in the 1990s when military
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debates centered on peacekeeping and low-intensity conflict for which
military robots seemed to be little relevant. Nevertheless, there was a
growth in the military use of drones since the 1991 Gulf War, where
the US primarily used Israeli-designed Pioneer drones. The Pioneer
drones contributed so much to reconnaissance and intelligence dur-
ing the war that the US military developed several types of their own
drones, most notably the Hunter and Predator drones, which were suc-
cessfully used during the conflict on the Balkans in the mid-1990s. Af-
ter 9/11 NATO invaded Afghanistan and the role of drones was once
more gradually expanded. In the initial phase of the Afghanistan war
in 2001/2002 two new types of drones made their mark on the conflict:
the Northrop Grumman Lear jet size Global Hawk drone, which was
rushed into service, and the Predator B drone, which could be armed
with two HELLFIRE antitank missiles. In October 2001, an armed US
drone fired for the first time in combat a missile that killed Taliban
commander Mohammed Atef in Afghanistan. The armed drones were
considered to be extremely useful in places like Afghanistan because
they can easily reach into areas that are difficult to reach by ground
forces as a result of their remoteness and the difficulty of the terrain.
Traditional airpower cannot compete very well with drones as manned
aircraft have far shorter mission times, are more expensive in opera-
tion, and put lives at risk. During the 2003 Iraq War Global Hawk
was given an opportunity to shine: it contributed 55 percent of time-
critical targeting information while only flying 5 percent of the overall
reconnaissance sorties. It logged over 17,000 combat hours and pro-
vided persistent surveillance of target areas through its endurance of
24 hours. As a result of the proven success of drones the US drone
fleet subsequently grew at an exponential rate from 50 in 2000 to cur-
rently over 6,000. The occupations of Afghanistan and Iraq also led to a
massive growth in the use of ground robots because of the IED threat.
Thousands of small ground robots were deployed to disable or dispose
of IED without endangering US soldiers. Some robots like the 9 pound
Dragon Runner used by the Marines are very small and could be even
tossed by soldiers through windows into houses to search them for
insurgents before the soldiers entered them. There is no doubt that
these robots saved countless American and allied lives, as they took
over jobs that are extremely dangerous or simply too difficult or te-
dious for humans. While many people in the defense sector hailed the
advent of robotic warfare as a breakthrough in terms of fighting more
humanely, there are also more voices suggesting the exact opposite.
They see military robots and the new reality of unmanned combat as
ethically highly problematic and potentially disastrous in the long run,
as military robots undermine traditional constraints for going to war.
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3.5.2 Fighting without Risk

The reciprocity of risk has been a defining feature of warfare in practi-
cally all of the known history of war. As military historian Martin van
Creveld puts it: “[w]ar does not begin when some people kill others;
instead it starts at the point where they themselves risk being killed
in return.” It is decidedly odd that we can think of war in terms of
a mere capability of attacking an enemy without exposing ourselves
to any counterattack by this enemy. Fighting without risk goes com-
pletely against the medieval code of chivalry and the idea of fighting
an enemy fairly in the sense of a mutual exposure to risk. A key pillar
of military ethics has been the military virtue of bravery, which is the
willingness of soldiers to put their lives on the line to protect others
and to achieve the mission they are entrusted with. The highest mili-
tary decorations are awarded for bravery in battle, which by definition
requires a soldier to have been exposed to personal danger. It is hard
to see how a drone operator, who participates in combat and who is
often located thousands of miles away outside of a combat zone, could
be exposed to risk. The only physical risk that such drone warriors face
is getting into a car accident when they drive from home to their base.
As drones and other types of military robots become more capable,
it will become increasingly unnecessary to deploy troops in theater,
as they could surveil and strike an enemy country operating from the
continental US (a declared goal of the US Air Force). While politi-
cians and high-ranking military officers see it as an immense benefit
that their soldiers remain out of the reach of the enemy, as no images
of coffins returning home are upsetting the public and as commanders
don’t have to write troubling condolence letters informing the next rel-
atives of their loss, casualty-free warfare poses a huge ethical dilemma
for the military profession and society as a whole. The biggest eth-
ical concern is that such an approach to warfare would substantially
lower the political obstacles to war (if none of ‘our boys’ are put at risk
society may not care if the government intervenes abroad) and could
thus result in a greater likelihood that governments use military force
globally, putting populations in the developing world at much greater
risk. It is already the case that drones have killed thousands of peo-
ple in Pakistan, many of whom were innocent. There is the danger
that global drone strikes become ‘normalized’ and end up killing and
harming great numbers of innocent people, who would have other-
wise not faced such dangers. Secondly, with absence of personal risk
the use of force becomes ethically much more questionable. How can
we justify killing people in remote parts of the world, who have hardly
any conceivable chance of ever harming us? In short, warfare without
risk becomes something akin to pest control and it dehumanizes the
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opponent. This has additionally the negative effect of strengthening
the determination of the people subjected to such robot attacks to resist
and to fight back by any means they have available. In other words,
the terroristic nature of drone attacks that come out of the blue and
that constantly traumatizes the populations subjected to them only
lends justification to terrorism against those societies that are respon-
sible for this traumatization. As pointed out by many informed people
like General Stanley McCrystal drones should be used very carefully
because of their great potential for ‘blowback.’

3.5.3 Autonomous Weapons Systems

Looking further ahead into the future it seems very likely that au-
tonomous weapons systems (AWS) will be developed and used in
wars. The key to the development of AWS is an advance in artifi-
cial intelligence, which could make AWS smart enough to indepen-
dently make decisions over weapons usage without having to wait for
any action by a human operator. Military robots and robotic weapons
such as air and missile defense systems already have some limited ca-
pability for autonomous target identification and tracking. Allowing
them to engage targets by themselves requires at this stage little more
than flipping a software switch. For example, the Phalanx and AEGIS
air defense systems fielded in the 1980s already had an auto-mode
in which they could, once activated, fire at will on suitable targets.
So-called ‘brilliant’ submunitions are under development, which can
be launched in a general direction where the enemy is believed to be
and which can after reaching the target area look autonomously for
suitable targets that they can engage. Sooner or later we will have
the technology for autonomous unmanned combat aircraft, tanks, and
maritime vehicles that do not have to rely on any human input in order
to carry out their given mission. The technological and military pres-
sures and dynamics for the development of AWS are substantial. AWS
will become technologically feasible and viable within 15 years. They
will be militarily much more effective than human operated weapons
systems since humans have no chance whatsoever in terms of compet-
ing with machines in response times. In aerial warfare it is already the
case that hypersonic surface-to-air missiles reduce effective response
times for the pilots so much that manned aircraft are hardly surviv-
able in high-threat environments. There might be no choice to counter
highly automated defense systems with equally highly automated of-
fensive systems. Humans could be relegated more and more to a su-
pervisory role in war. This is a truly scary prospects since humans
could literally lose any control over the use of force, which would be
largely delegated to machines that decide by themselves when and
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who to kill. Even with some sort of ethical programming as suggested
by roboticist Ronald Arkin there is always the danger that robots mal-
function and kill large numbers of innocent people before any human
has a chance to intervene, or equally that human decision- makers
simply switch off the ethical programming once they fear that this
could reduce their chances of victory. As a result, wars could become
much more savage and more destructive than any wars that we have
seen up to now. Robotics professor Noel Sharkey fears that we could
sleepwalking into automated warfare as military robots become very
gradually more capable and autonomous. They could slowly take over
more and more roles and missions and we could end up with a com-
pletely automated and potentially out of control war machine without
having ever made the conscious decisions about it. Therefore, many
academics and peace activists believe that it is politically and ethically
imperative to ban AWS before they ever get to the point of being used
in a war. A preventive ban as recently suggested by UN Special Rap-
porteur Cristof Heyns is certainly a very good idea.

3.6 Conclusion

Military ethics and LOAC have come a long way. It goes back thou-
sands of years and there is general agreement of what is permissible
in the pursuit of victory and what is beyond the pale. There is no
debate that noncombatants should not be harmed in the conduct of
war or that methods of war that betray the trust of the enemy and
make peace impossible should never be used. Our moral and legal
framework of war is fairly solid. At the same time, there is also no
doubt that warfare is changing very substantially and that our ethi-
cal and legal frameworks have great problems keeping up with these
changes. Our capability for harming others is rapidly outgrowing our
ethics for using these capabilities in an appropriate and just manner.
Confronted with the growing problem of insurgencies Western mil-
itaries have turned to ethically highly problematic approaches such
as the extensive use of torture and targeted killings to systematically
eliminate their opposition. While some see it as some sort of moral
progress to apply force ‘surgically’ in such conflicts, it raises also lots
of ethical concerns. Intelligence derived from torture or harsh interro-
gation methods is rarely reliable and the attempt to defeat an insur-
gency by killing enough of their key personnel can easily backfire once
too many of the wrong people (innocent civilians) also end up getting
killed in ever-expanding kill lists. Cyber war also represents a unique
new challenge to our ethics of war since operations in cyberspace are
so immensely different from traditional military operations. The line
between espionage, sabotage, crime, and subversion vs. armed con-
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flict gets blurred and distinctions between military and civilian targets
become almost meaningless. For achieving some ethical conduct in
cyberspace the international community will have to address the key
issue of attributability. Finally, technology is pushing modern armed
forces more and more in the direction of unmanned combat, where
attacks can be carried out without the need of having any forces lo-
cated in a theater of war. Fighting without risk is ethically problematic
since it necessarily weakens the moral justification for using force in
the first place. The most frightening long term danger is the possible
development of AWS and the slow erosion of human-decisionmaking
capability in war. The bottom line is that treating your enemy fairly
and according to established rules is a wise thing to do, alone from
the point of self-interest. The purpose of war is not its endless perpet-
uation, but the establishment of an enduring peace. Being ruthless in
war will never lay the foundations for a durable peace. Only justice
can.

3.7 Review Questions

1. What is the difference between jus ad bellum and jus in bello?

2. Under which conditions is it legal for a state to employ military
force against another state?

3. What are the main principles that form the basis of LOAC?

4. What kind of different ethical issues do guerrilla warfare and ter-
rorism create for Western armed forces?

5. What was the Abu Ghraib scandal and hat kind of problems did it
create for US forces in Iraq?

6. When would cyber attacks qualify as being acts of war and why
does this matter?

7. Why is it so difficult to attribute attacks in cyberspace and why
does it matter?

8. Is the concept of ‘unmanned combat’ incompatible with the West-
ern military ethos and if so, how?

9. What are the advantages and disadvantages of using unmanned
systems

10. What are the main dangers (from an ethical perspective) of using
AWS in war?
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4
Intelligence

4.1 Introduction

This lecture will cover the developing discipline of intelligence ethics
and relate it where appropriate to military ethics as it was outlined in
the previous lecture. Unlike in military ethics, where there is a gener-
ally accepted ethical and legal framework that has been developed over
centuries, intelligence ethics as field of research and scholarship is rel-
atively new and there is not much of an international legal framework
that could provide strong guidance for making intelligence activities
more ethical. However, there are informal rules between states how
to handle the issue of foreign espionage and there are some moral
standards for what can count as acceptable and what is beyond the
pale. The lecture will discuss some US legislation governing the use
of intelligence where appropriate, but most of the lecture will relate to
professional intelligence ethics.

4.2 Intelligence Ethics – A Contradiction in Terms?

Espionage is practiced by practically all states in the world. There is
probably no state in the world that does not have at least one intel-
ligence agency. The irony is that there is also no state in the world
where espionage would be legal. Many other aspects of intelligence
work, most notably the interrogation of prisoners and covert action
often include questionable methods. This raises the question whether
intelligence ethics is nothing short of an oxymoron.

4.2.1 Many Aspects of Intelligence Work Are Outside of Normal
Morality

It has been often commented that espionage is the second oldest pro-
fessional and that its moral standing is on par with the oldest profes-
sion. Society tends to have a negative view of espionage and related
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activities as they clearly violate many standards of what is acceptable
moral behavior. In particular, espionage relies on secrecy, deception,
and betrayal of trust by those who can be persuaded to spy against
their country. There is no culture or society in the world in which it
is morally acceptable to lie and deceive, as there is no culture or soci-
ety where it would be acceptable to commit murder. Deceiving others
to manipulate them or to encourage treason is hard to morally jus-
tify in any other context than matters of national security. Even when
deception, manipulation, and treason is employed for the most noble
of causes, it is still ethically difficult to reconcile morally questionable
methods with noble goals, as it creates the suspicion of cynicism on
part of the spies. How can they claim to act from a moral position if
their methods are often so immoral? It often seems that being moral
puts one decisively at a disadvantage when dealing with a ruthless
adversary in the field of intelligence. During the Cold War many in-
telligence professionals defended the use of dirty tricks against the
Soviet Union as absolutely necessary for staying ahead of the Soviets.
For example, General Doolittle recommended in a secret evaluation of
the CIA’s covert operations to President Eisenhower the following:

It is now clear that we are facing an implacable enemy whose avowed
objective is world domination by whatever means and at whatever cost.
There are no rules in such a game...If the United States is to survive,
long-standing American concepts of ‘fair play’ must be reconsidered.
We must develop effective espionage and counterespionage services and
must learn to subvert, sabotage, and destroy our enemies by more clever,
more sophisticated and more effective methods than those used against
us. It may become necessary that the American people be made ac-
quainted with, and understand and support this fundamentally repug-
nant philosophy.

Many former intelligence officers have displayed a rather cynical
view of their profession, which has also influenced spy fiction from
James Bond to Jason Bourne. One of the greatest spy fiction writers
and former MI6 officer John Le Care has given very realistic accounts
of the business of espionage and counterespionage. In his ground-
breaking first novel The Spy Who Came in from the Cold from 1963, the
main protagonist Alec Leamas cynically comments on his profession:

What do you think spies are: priests, saints and martyrs? They’re a
squalid procession of vain fools, traitors too, yes; pansies, sadists and
drunkards, people who play cowboys and Indians to brighten their rot-
ten lives.

The book portrays the business of espionage as inherently incompati-
ble with the values of liberal democracy and as morally objectionable.
For Le Care there is no ethics in espionage. Spies have no loyalty other
than loyalty to the ‘game.’ They know that nobody can be trusted and
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that betrayal is commonplace. They simply play the ‘spy game’ for
the sake of the game, namely to be the best at it and to outwit the
opposition. Although the spy game does not seem to be limited by
morals, it is nevertheless limited by rules that are implicitly agreed
upon by all who are ‘in the game.’ These rules may seem strange, but
ultimately it is the rules that create the game in the first place. They
must be adhered to or the continuation of the game and the game itself
become threatened. The game that is masterly described in Le Care’s
spy fiction does in the end and surprisingly boil down to some sort
of ethical doctrine. The cynical view of intelligence that suggests ev-
erything is allowed turns out to be wrong – intelligence ethics is not
an oxymoron, but the very condition that makes the existence of the
intelligence profession possible.

4.2.2 Professional Ethics

Espionage is a line of work that has become professionalized in the
early 20th century as a result of the establishment of permanent intel-
ligence bureaucracies. Being a ‘professional’ not only means to have
competence at a technical level, but also to be part of a community
of professionals. The community defines itself in terms of a function
or service that it provides to society at large, which justifies the very
existence of the profession. All professions have their distinctive set
of values forming the basis of their professional ethics. For example,
the medical profession is dedicated to healing and every new profes-
sional has to swear the Hippocratic Oath, which demands to practice
medicine honestly and to never deliberately do harm to a patient. Pro-
fessionals who violate professional ethics do a disservice to society and
to their profession since they are harming the reputation of the profes-
sion, which could mean that they are expelled or otherwise subjected
to a penalty by the community of their profession. Agreed profes-
sional values and ethics are fundamental for any profession and their
purpose is to keep the profession pure and the community of profes-
sionals strong. From this perspective it is clear that the intelligence
profession as a community of specialists working for intelligence ser-
vices would also need their own ethics in order to function as a profes-
sion. Intelligence ethics is in many respects similar to military ethics,
but has its own peculiarities as a result of their specific role in a na-
tion’s security establishment.

The CIA has its own ethics statement published on its website. It
reads:

Core values guide our professional and personal actions.
Service. We put country first and Agency before self. Quiet patriotism is
our hallmark. We are dedicated to the mission, and we pride ourselves
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on our extraordinary responsiveness to the needs of our customers.
Integrity. We uphold the highest standards of conduct. We seek and
speak the truth - to our colleagues and to our customers. We honor
those Agency officers who have come before us and we honor the col-
leagues with whom we work today.
Excellence. We hold ourselves - and each other - to the highest stan-
dards. We embrace personal accountability. We reflect on our perfor-
mance and learn from that reflection.

This ethics statement is in many respects disappointing, especially
as it seems to provide very little guidance as to what the purpose of the
profession is and as to what constitutes ethical behavior. George Allen
has given us a much better idea of professional ethics for the intelli-
gence occupation in his article “Professionalization of Intelligence”:

The peculiar sensitivity of intelligence work imposes on the practitioner
special responsibilities for conforming to behavioral and ethical norms
established by regulation, custom, and tradition. He is expected to faith-
fully carry out tasks within his competency and authority in accordance
with accepted professional standards. He is answerable to himself and
to his peers, his superiors, his organization, his profession, the state, and
ultimately society for his conduct and performance. He is committed to
performing his duties in the most competent manner possible, applying
his energy and skill imaginatively and enthusiastically to the work of his
unit. While striving to preserve the objectivity, autonomy, and integrity
of intelligence, he is nevertheless responsive to the evolving needs of
his client and ensures the protection of information concerning sensitive
intelligence sources and methods. He respects the security of intelli-
gence materials entrusted to his care and acts responsibly in authorized
contacts with representatives of the press.

As can be seen in this longer statement, maintaining secrecy in the pro-
tection of national security is an key element in intelligence ethics, but
so is also technical competence, objectivity, and adherence to ethical
norms.

4.2.3 What Are Legitimate Targets for Espionage?

Intelligence services can spy on adversaries, they can spy on friendly
nations, or they can spy on the public. However, not everybody is a le-
gitimate target for intelligence services and there are ethical restraints
with respects to the methods that can be employed in the pursuit of
information. The four principles that guide Jus in Bello discussed in
the previous lecture are fairly applicable to targeting by intelligence
services.

Necessity: Before anybody can be a target for espionage a neces-
sity criterion must be fulfilled. Intelligence services should only target
states, organizations, groups, or individuals who can be realistically
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a threat to national security. As a matter of principle, intelligence ac-
tivities should only be directed against actual or potential adversaries.
This will make sure that intelligence resources are not wasted on irrele-
vant targets. Secondly, it will make sure that relations with friends are
not damaged and individual or group rights for privacy, free speech,
and so on are not violated without good reason.

Distinction: When targeting an individual for recruitment as an
agent intelligence services should apply the principle of distinction, as
there can be severe consequences for any individual for just being in
contact with a foreign intelligence services. Discovered foreign agents
are likely to be arrested, prosecuted, and in some countries even to
be executed. Fair game for recruitment are all those individuals who
have at least implicitly consented to being in the game by the merit of
having access to secret information. They are aware that they might
be targeted by foreign intelligence for what they know. This obviously
includes high-ranking government members, members of the military,
and members of the intelligence services of an adversarial state. Some
people with less privileged access to secret information such as scien-
tists or journalists may also on occasion be targeted, but with more
ethical constraints. Targeting individuals who have not implicitly con-
sented to the game and putting them at great risk is highly unethical.

Proportionality: Harder and more valuable targets can justify more
invasive or coercive methods for obtaining information. A high-ranking
foreign government official who has consented to being in the game
may be blackmailed into becoming an agent if the information he has
is critical. The use of such coercive methods needs to be proportionate
to the advantage that can be gained through them. It follows that less
protected and less valuable targets do not justify the same coercive or
invasive methods. The less valuable the target the less invasive meth-
ods should be applied. A random member of the public with no privi-
leged access to information who is of interest to an intelligence service
might be monitored using open source information. However, unless
there is a plausible reason to believe that this individual is a threat,
it would be completely disproportionate to use invasive methods that
violate the privacy of the individual such as recruiting their friends as
informants, breaking into and searching their homes, placing bugs and
other surveillance equipment in the home, or wiretapping their phones
– all methods that can be used when dealing with a hard target but
they should not be used against a soft target or random civilian.

Humanity: There are methods that should never be used by intelli-
gence professionals because they violate human rights and constitute
crimes against humanity. It is a said truth that historically intelligence
and police organizations have participated in some of the worst human
rights violations such as genocide, torture, and involuntary human ex-
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perimentation. These are all crimes under international law and any-
body who participates in such activities is liable to be prosecuted as a
war criminal by the International Criminal Court, an International War
Crime Tribunal, or a national Truth and Reconciliation Commission.

4.2.4 Spying on Friends

It has often been stated that there are no friendly intelligence services
only intelligence services of friendly countries. In the light of recent
revelations of the NSA getting caught spying on the German chancel-
lor Merkel this statement rings true. There is a long history of intel-
ligence services of supposedly allied countries spying on each other.
Most famously, Israel got caught spying on US intelligence by recruit-
ing Office of Naval Intelligence analyst Jonathan Pollard. A former
German intelligence officer wrote in his memoirs that his colleagues
from Britain and the US were fairly blunt in making advances to re-
cruit him as an inside source in the BND. While such practices seem to
be fairly widespread the diplomatic fallout from getting caught spy-
ing on a friend can be fairly severe. For example, Jonathan Pollard is
still (after 27 years) in prison despite Israeli pressure to free him. His
recruitment by the Israeli government has ended up damaging US-
Israeli relations and continues to do so to the present day. Similarly, it
can be expected that relations with Germany will remained strained as
a result of NSA spying on Germany and German leaders. Spying on
friends is betrayal of trust that is even more severe where it involves
intelligence liaisons where everything depends on your ability to trust
your partners. Considering the potential for damage to the relation-
ship with a friendly/ allied nations spying on friends is nothing short
of being unprofessional. Allies need not to be trusted one hundred
percent (probably nobody deserves unlimited trust), but there is a fine
line that should not be crossed: recruiting agents within a friendly
government or conducting electronic surveillance of a friendly gov-
ernment is clearly against the rules and should normally not be done.

4.2.5 Domestic Intelligence

Domestic intelligence is an awkward practice for democratic states
since it is a clear sign of authoritarianism if a government considers
it necessary to systematically spy on its citizens. There are further-
more numerous constitutional limitations that limit extent to which
the government can use intelligence techniques domestically. Intelli-
gence agencies with a clear foreign intelligence role (CIA, NSA, NGA)
are generally barred from operating domestically and from collecting
intelligence on US persons without a warrant. The FBI and other law
enforcement agencies may use electronic surveillance and informants
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with proper judicial authorization and within the scope of the consti-
tution, which demands ‘probable cause’ and prohibits ‘unreasonable
searches and seizures’. As a result of the massive civil rights viola-
tions by the FBI during the COINTELPRO years (1956-72), the FBI
in particular has received much scrutiny for its domestic counterin-
telligence and counterterrorism role. The Department of Homeland
Security created in 2002 has now assumed a very controversial role in
domestic intelligence, which includes running over 80 fusion centers
that ‘fuse’ information from law enforcement agencies, intelligence,
and open sources to identify domestic terrorism threats. There is the
danger that the FBI and DHS could end up spying on innocent citi-
zens, which violates their privacy and which has a political ‘chilling
effect’ very harmful to democracy and basic human rights, such as the
right to express opinions or the right to politically organize. When
a democratic government decides to engage in domestic intelligence
beyond the monitoring of foreign intelligence activities and a few do-
mestic terrorist and radical political groups, there has to be a sufficient
amount of transparency, democratic oversight, and accountability to
prevent abuses.

4.3 HUMINT Related Issues

Human intelligence or HUMINT refers to the collection of informa-
tion from human sources and is mostly associated with traditional
espionage. There are some other aspects of HUMINT that are usu-
ally perceived as being ethically problematic, namely the interrogation
of prisoners and methods used for eliciting information from persons
who would not voluntarily cooperate with the entity seeking the in-
formation. This section looks at some of the greatest ethical challenges
and problems that HUMINT collectors have to face on a daily basis.

4.3.1 Recruitment of Agents

It is the job of case officers to recruit foreign agents, who have access
to classified information.

Volunteers: In many cases potential agents are willing to volunteer
because the case officer has correctly determined that they might be
disgruntled employees, that they have political views that align with
the goals of the foreign power, or that they can be tempted by money
or other things the foreign intelligence service can provide. Some of
the best intelligence agents are volunteers, who even made the first
step by approaching a foreign intelligence service with classified in-
formation. A volunteer usually knows the risk that they are taking
by merely being in contact with a foreign intelligence service. If a
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volunteer is discovered by the country’s security services as a foreign
agent the punishment can be imprisonment or even death. As long
as the volunteer agent knows about the risk, it is not unethical to re-
cruit them and use them against the enemy. However, sometimes case
officers have to rely on deception or coercion in order to recruit an
individual, who could otherwise not be recruited. This raises some
troubling ethical questions.

Use of Deception: A target for recruitment could be approached un-
der false pretenses in order to gain the trust of the person. The case
officer could pretend to be in love with the target and make the person
an unwitting spy by abusing this person’s access to secret information
without the person being aware of being complicit in espionage. On
a personal level this amounts to an extremely serious betrayal of trust.
The East German intelligence Service STASI (state security) was ap-
parently very successful in employing so-called ‘Romeo spies’: men
who would target single middle-aged women typically working as
secretaries in the West German government or defense sector. Some
women did eventually find out about the espionage and became wit-
ting accomplices, but some did not. Markus Wolf, the former head of
the STASI foreign intelligence branch, later commented on the prac-
tice that genuine relationships and marriages resulted, which makes
this calculated abuse of trust appear less cynical. Another form of de-
ception that is sometimes used is called ‘false-flag’ recruitment where
the case officer pretends to represent a different nation or party than
his own in order to get the cooperation of the target. While the target
knows that they are engaged in espionage when they provide informa-
tion or access to the case officer, it can be assumed that they would not
cooperate if they really knew where the information would go. One
could argue that it does not matter in the end whether a person betrays
secrets of their country to nation x or nation y since it would always
be treason. At the same time, there can be patriotic motivations of a
person giving secret information to what they believe is an allied intel-
ligence service. So it would appear that a person recruited under such
false pretenses should be treated more leniently when discovered and
that there is a higher ethical obligation on part of the foreign agency
using a false-flag recruitment to protect that person from some of the
risk.

Use of Blackmail: Coercing people to become spies is ethically highly
questionable and is an approach that is more commonly used by intel-
ligence services of authoritarian states rather than of democratic states.
The approach is based on exploiting some personal weakness or on
straightforward entrapment. A commonly used method is sexual en-
trapment, where a prostitute is used to lure the target to a prepared ho-
tel room where compromising pictures can be taken. Later confronted
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with the possibility of the pictures being leaked to friends or family or
the media, the target is then coerced into becoming an agent. Alterna-
tively, the target can be tempted to commit a crime or set up to get into
trouble with the law, leaving only the option between prison or espi-
onage for a foreign power. In more extreme cases intelligence services
could try to ‘brainwash’ captured foreign agents in order to turn them
into double agents. This can be achieved with classical mind control
methods involving repeated traumatization, isolation, sleep depriva-
tion, and so on. A famous ‘Manchurian candidate’ was the MI6 officer
George Blake famous for betraying the CIA’s Berlin tunnel operation,
who was captured in North Korea and later returned as a Soviet dou-
ble agent. Generally speaking, coercive methods are not only unethi-
cal; they tend to be very ineffective. The thereby recruited agent has
zero motivation to cooperate and will only do so to the extent that
they can be coerced to. It is difficult for a foreign intelligence service
to constantly watch their agents abroad and they have the problem
that they can never be sure whether their agent has been ‘doubled’
(or ‘re-doubled’). Relying on people, who are themselves motivated
to serve the foreign service because of ideology or financial incentives
tends to get much better results.

4.3.2 The Agent-Case Officer Relationship

After an agent has been recruited the agent has to be run by the foreign
intelligence service, which means that some regular contact between
case officer and agent is being established that allows passing on in-
structions to the agents and receiving information coming from the
agent. It would also be necessary to train the agent beforehand (for
example in clandestine communication), to test the agent (their abil-
ity and loyalty), to brief and debrief the agent, and to look after the
agent (discuss problems that the agent may have in terms of their per-
sonal circumstances that could impact on their performance). It is very
important for the success of HUMINT operations to run agents in an
ethical manner. There are two main ethical issues in the agent-case
officer relationship: the need to maintain objectivity and the issue of
the responsibility for the agent.

Maintaining objectivity: Some case officers fall in love with their
agents, figuratively and sometimes literally, which severely affects their
ability to run the agent effectively and to assess the information they
provide critically. In order to prevent any form of corruption on the
outset, it is common practice that the case officer who recruited the
agent passes on the agent to another, often higher-ranking case officer,
who will run them. This makes the agent feel more important and
ensures that the agent exists and that the recruitment has in fact taken
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place. It is generally the job of the case officer to push the agent to
take risks in acquiring information, which is a difficult part of the job
since the case officer has often little or no ability to protect the agent
when discovered. Sometimes case officers run the same agents over
several years and it is possible that some kind of friendship develops.
It has even happened that case officers inappropriately started a sex-
ual relationship with their agents. This is highly unprofessional and it
creates serious risks for both case officer and agent. In any case inap-
propriate intimacy creates the danger of a complete loss of objectivity,
which can disastrously impact on judgment. For example, former FBI
agent James J. Smith ran Katrina Leung as an asset against China. It
later turned out that Leung had been a double agent for the Chinese
Ministry of State Security and that, most embarrassingly, Smith had
been Leung’s secret lover for 20 years, allowing himself and the FBI to
be manipulated by Leung.

Responsibility for Agents: A rather complicated matter is to what ex-
tent is an intelligence service morally obligated to protect its agents
and far should it go in doing so. From a cynical perspective one could
argue that there is no moral obligation since agents are traitors to their
country and their cause and that they have to accept the consequences
of their actions. In merely practical terms such view is wrong since it
would undermine an intelligence service’s chances to recruit anybody
if they had a reputation for simply discarding or sacrificing agents.
The higher the risks that the agent takes, the greater must be the ef-
fort to protect the agent from getting discovered and if discovered to
extract the agent from the country. From a different perspective one
could argue that may also be unethical to provide protection to indi-
viduals, who according to any decent moral standard do not deserve
this protection. This is particularly true for cases when intelligence
services recruited common criminals, terrorists, or members of bru-
tal authoritarian regimes, who are shielded from prosecution or from
any accountability for what they did before they became agents. A
famous case in this respect is Operation Paperclip, where the US re-
cruited Nazi criminals to work on American weapons programs. Some
of them received new identities or had their past whitewashed. The
worst war criminals should never be allowed to escape justice.

4.3.3 Interrogation of Prisoners: The Torture Debate

A lot of HUMINT in the War on Terror was obtained through the inter-
rogation of prisoners. The George W. Bush administration authorized
the use of so-called ‘enhanced interrogation techniques,’ which many
have considered to have been an attempt to legalize torture. Although
some of these policies instituted directly after 9/11 have been reversed
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there is still an ongoing political debate when and to what extent more
coercive methods can be used for extracting information from prison-
ers. This section will give a brief overview of this debate.

Can torture be justified? Torture can be used for interrogation or
for punishment. In modern society there is no place for torture as
a means of punishment, but some parts of society would accept that
there can be situations where interrogational torture may be justifiably
used. This is stereotypical ticking bomb scenario where the security
services catch a terrorist and they have only very little time to get the
information from the terrorist that can save a large number of lives. If
the terrorist can be made to surrender information through torture the
wellbeing of the many innocent saved could justify the injustice done
to one guilty person. In reality, there are usually no ticking bombs and
there can be no certainty that the suspected terrorist even knows the
information that is sought. In other words, the threat is more hypo-
thetical rather than immediate and certain and the risk of torturing an
innocent person or a person who lacks the information sought is high.
This alone should make any attempt of legitimating or even legalizing
torture ethically questionable. In any case, torture is outlawed by the
UN Convention against Torture of 1984. Anybody who commits tor-
ture or participates in torture can be prosecuted as a war criminal. The
convention defines torture in the following terms:

Any act by which severe pain or suffering, whether physical or mental,
is intentionally inflicted on a person for such purposes as obtaining from
him or a third person information or a confession, punishing him for an
act he or a third person has committed or is suspected of having commit-
ted, or intimidating or coercing him or a third person, or for any reason
based on discrimination of some kind, when such pain or suffering is
inflicted by or at the instigation of with the consent or acquiescence of
a public official or other person acting in an official capacity. It does
not include pain or suffering arising only from, inherent or incidental to
lawful sanctions.

The definition is not particularly specific as to what kind of method
for inflicting pain amounts to torture, but it does explicitly include
mental torture. In practice there can be a very fine line between ‘harsh
interrogation’ and torture, as it can be difficult to calibrate the degree
of pain and suffering to a level that is still acceptable and within the
bounds of legality and humanity. Certain methods of torture may
never be used, namely severe beatings, mutilation or maiming, and
sexual abuse. Some harsh interrogation could be justifiable under the
condition that they can produce desired results in practice.

Does torture work? It is hard to objectively determine whether tor-
ture works since there are no scientific studies that could prove the
matter one way or the other. Scientists have very little empirical data
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that can be used for systematically finding an answer, as governments
and organizations that use torture usually do not keep records about
these activities to protect the guilty parties involved. This only leaves
the option of approaching the controversial issue with some logical
analysis based on anecdotal evidence. Most people will break under
torture in the sense that they will say or do anything to stop their or-
deal. This automatically means that they will try to figure out what
the interrogators want to hear and say it, which may have nothing to
do with the actual truth. This either leads to some false confession or
to a continuation of the torture until the victim is dead, insane, or the
interrogator satisfied. Alternatively, the victim might be determined
to resist torture, in which case the interrogators would have to escalate
the torture to an extent that the result could be death or insanity of
the victim. There is no reason to believe that torture produces better
results than interrogation methods that are based on the humane treat-
ment of prisoners and on persuasion rather than on inflicting pain and
suffering.

‘Enhanced Interrogation Techniques’ (EIT): In the US so-called EIT have
been used on some terror suspects and they are borderline legal. The
most controversial of them, water boarding, is no longer used by the
CIA as many feel it does amount to torture. Water boarding simulates
drowning by pouring water over the mouth covered by cloth or cel-
lophane of a prisoner in lying position. This will trigger the choking
reflex and cause panic. The suspected 9/11 planner Khalid Sheik Mo-
hammed was water boarded by the CIA 183 times, which raises some
very troubling questions about the utility of water boarding. If water
boarding him once or twice could not produce desired results, what
use could it have been to repeat the process 183 times? Khalid Sheik
Mohammed stated in an interview to the International Committee of
the Red Cross:

During the harshest period of my interrogation I gave a lot of false in-
formation in order to satisfy what I believed the interrogators wished to
hear in order to make the ill-treatment stop. . . . I’m sure that the false
information I was forced to invent in order to make the ill- treatment
stop wasted a lot of their time. (ICRC 2007)

Other methods that are sanctioned include hooding or blindfolding,
exposure to loud music and temperature extremes, slapping, starva-
tion, wall standing and other stress positions. As is the case with
torture in general there is always a danger that a person subjected to
EIT may die as a result. Some people may have an unknown medical
condition like a heart condition that can result in them dying even if
relatively little force is used. It has been reported by the press that US
interrogation and detention practices resulted in the death of at least
100 individuals. The application of these techniques is highly regu-
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lated and they may only be used by intelligence services, not by law
enforcement or the normal military. There are great doubts about the
utility of EIT. A 6,000 page confidential Senate report on the use of
EIT by the CIA claims that they have contributed very little actionable
intelligence.

4.4 Analysis Related Issues

Information collected from human or technical sources and methods
need to be analyzed in order to be useful to decision-makers, who
often have a very limited understanding of intelligence and are thus
often not capable of interpreting ‘raw intelligence.’ It has been often
pointed out that the cause of most intelligence failures is not a lack of
information, but rather the failure to correctly interpret the available
information. Since some of the most important foreign policy and na-
tional security decisions are based on intelligence assessments there
is a huge ethical responsibility on part of intelligence analysts to pro-
vide the most accurate intelligence possible. The cornerstone of the
professional ethics of intelligence analysts must be to do everything to
prevent intelligence failures that can be extremely costly to the nation,
as the dual failure of 9/11 and Iraqi WMD have shown. This section
will discuss intelligence ethics as it relates to intelligence analysis and
the appropriate relationship between analysts and decision-makers.

4.4.1 Maintaining Objectivity

Good intelligence analysis tries to reduce any form of bias that can dis-
tort the objective interpretation of available information. This means
to deliberately avoid common mistakes such as group think and mir-
ror imaging. Minority opinions should not be suppressed but should
be thoroughly investigated before they are discarded. Analysts should
consider unlikely scenarios that can have high impact on the situation
and plan accordingly. It is very important that analysts have an open
mind and do not ignore indicators that do not conform to their prior
beliefs about a situation. It is human tendency to simply ignore in-
formation that is contradictory to our preconceptions, which has to be
resisted as much as possible. Many intelligence failures could have
been avoided if the analysts had a greater sensitivity or understand-
ing of the culture and history of the intelligence target. For example,
the Iranian Revolution was a major societal event whose prediction
did not require any sophisticated or exotic collection capabilities, but
rather some simple insight in the mindset of ordinary Iranians, who
had become sick and tired of the corrupt regime of the Shah. Similarly,
the intelligence failure regarding Iraqi WMD could have been avoided
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if analysts would have acknowledged that the little evidence they had
on Iraqi WMD was inconclusive and if they had considered alternative
explanations for Saddam’s deceptive behavior. This becomes fairly ob-
vious when one looks at the pieces of ‘evidence’ that US intelligence
could present to the American public prior to the invasion of Iraq: 1)
Iraq had purchased aluminum tubes, which could only be used for
building centrifuges for the enrichment of uranium – a claim that was
obviously false since Iraq intended to use them for building a short
range multiple launch rocket system that it was allowed to have; 2)
a claim that Iraq had purchased ‘yellow cake’ from Niger, which was
based on so poorly forged documents that the forgery should have
been obvious to analysts; 3) a claim that Iraq had mobile bioweapons
labs, which was based on a single Iraqi defector which could not be
confirmed by other means and which also turned out to have been a
fabrication; 4) a claim that Iraq was building UAVs that could be con-
ceivably be used for dispersing chemical or biological weapons, which
was again an assumption based preconceptions rather than facts; 5)
Saddam’s cat and mouse play with the UN weapons inspectors, which
suggested that he was hiding something. Each piece of evidence taken
by itself amounted to little or nothing and even taken together it was
only meaningful because it fitted in a preconception that Saddam was
hell-bent on having WMD and that it was therefore likely that he must
have them somewhere. A more sanguine analysis of the few facts that
were available could not have concluded this. It is thus a stretch to say
that the failure to correctly assess the existence or nonexistence of Iraqi
WMD was inevitable, as claimed by some notable intelligence scholars
such as Richard Betts. This intelligence failure ruined the credibility
of the CIA in matters of WMD counterproliferation and it opened US
intelligence up to the accusation of politicization or their assumed will-
ingness to adjust their estimates according to the political agenda of
the day.

4.4.2 The Intelligence-Policy Relationship

The American school of intelligence has debated the appropriate re-
lationship between analysts and policymakers for a very long time.
Prevalent view has always been that analysts should keep a profes-
sional distance to policymaking and to stay away completely from the
process of formulating policy. This is meant to ensure professional
objectivity and to minimize the danger of politicization. For example,
it is considered inappropriate for analysts to make policy recommen-
dations just to outline what can be expected to happen if no action
is taken and leave the conclusions to the policymakers. The danger
of analysts keeping a professional distance is that they risk becoming
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irrelevant to the decision-makers who might be for different kind of
information than provided by the IC or who might not even be aware
that certain information exists because it is buried in an endless flow of
briefings and intelligence products that might be mostly irrelevant to
a given policymaker. It has been therefore suggested that intelligence
analysts should be more active in marketing their ‘products’ and that
they should cultivate informal contacts with members of Congress and
other decision-makers in order to get important information to them
in a timely manner rather than risk that it gets ignored or receives lit-
tle attention. The big danger of this approach is that an analyst, who
ranks low in the overall government can be tempted to please a much
higher ranking decision-maker by telling them what they want to hear.
Greater access to decision-makers often comes at the price of a greater
risk of politicization. It requires a lot of inner strength on part of an in-
telligence professional, who is given access to decision-makers to resist
the natural tendency towards politicization.

4.4.3 Speaking Truth to Power

Effective and ethical intelligence has to be able to speak truth to power
even if the truth is unpopular with the powers that be. Politicians tend
to view the world from the perspective of a particular political ide-
ology and they have very strong opinions of what needs to be done.
They may have completely different goals and objectives than the ana-
lysts, whose job it is merely to inform them about possible threats and
opportunities relevant to foreign policy and national security. George
W. Bush administration may have seen the invasion of Iraq as a unique
opportunity for achieving a major geostrategic change in the Middle
East that could benefit US strategic interests in the long-term. They
were willing to justify their policy on the basis of weak or faulty intelli-
gence and they were prepared to make the IC a scapegoat if necessary.
As it turned out, the invasion of Iraq was a foreign policy disaster and
an economic disaster for the US. It completely undermined US cred-
ibility with respect to foreign intervention, it created tensions within
the NATO alliance, and it highlighted the immense problems of the US
military in terms of pacifying the country and of establishing as stable
post- invasion government. Furthermore, the invasion and occupation
of Iraq cost according to economist Joseph Stiglitz the enormous sum
of $3 trillion, money that the US government could ill afford, especially
after the financial crisis of 2008. The bottom line is that the invasion
of Iraq did more harm than good to US national security. In retrospect
many intelligence professionals probably wished they had been more
outspoken against the plans of the George W. Bush administration.
This can be seen in the attempt of the administration to start another
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Middle Eastern war with Iran in 2007, which was effectively blocked
by Congress’ decision to declassify the summary of the 2007 Iranian
NIE that was overly cautious in its conclusions with respect to the state
of the Iranian nuclear program.

4.5 Covert Action Related Issues

Intelligence services do not only collect and analyze information, they
are sometimes also asked by ‘lawful authorities’ to carry out covert
action for implementing foreign policy. Covert action can be defined
as an attempt of influencing political events abroad in a manner that
allows the government authorizing the covert action to plausibly deny
that they have been responsible. There are currently four different
types of covert action: 1) propaganda – the manipulation of an au-
dience through biased (but not necessarily false) information; 2) po-
litical action, which compromises of a variety of different methods
from sponsoring opposition groups to terrorism up to coup d’états;
3) paramilitary operations, which typically consists of raising, sup-
porting, and operationally leading indigenous irregular forces; and 4)
covert action in the cyber domain, which can have elements of all other
types of covert action and can be used in conjunction with them – this
includes cyber sabotage, cyber terrorism, and cyber subversion. Covert
action is naturally highly controversial from a political and ethical per-
spective since it goes far beyond mere spying. When covert operations
are discovered and disclosed to the public it can result in serious po-
litical embarrassment and various forms of ‘blowback.’ This makes
it even more important to only use covert action within a very strict
ethical framework.

4.5.1 Propaganda and Psychological Operations

The most common type of covert action is propaganda, which is also
sometimes called ‘information operations,’ ‘perception management,’
or ‘psychological operations.’ White propaganda is clearly attributed
to the US government and is thus openly used by the US State De-
partment on foreign audiences. Gray and black propaganda, however,
conceal to some extent the source of the propaganda and it can be used
for deception and disinformation. Black propaganda is often used for
destabilizing a foreign government by fueling dissent. For example,
the propagandists create the false impression that there is a strong
and hidden opposition group, which verbally attacks the government
in radio broadcasts designed to incite the public to rise up against the
government. The British and Americans have conducted lots of these
black propaganda operations against their enemies during the Second



intelligence 117

World War, some of which were immensely successful in deceiving
and manipulating the enemy. Although propaganda is considered as
‘nonlethal’ form of covert action there can be very serious ethical con-
sequences for the audience that is targeted. For example, the British
started the massive propaganda Operation Periweg towards the end of
WW II, which aimed at creating the impression to the Nazis that there
was a widespread uprising planned across Germany and the occupied
territories, including in the forced labor camps. The British decided
not to go ahead with many aspects of the plan because it would have
put many innocent people and prisoners at risk, as the Nazis may have
simply decided to systematically crush that fictitious uprising. Ameri-
can propaganda also entered ethically problematic territory when they
incited the Hungarians to rise up against their communist regime, cre-
ating the impression that the US would come to their help. When the
Hungarians did rise up, the uprising was subdued by Soviet tanks
and the KGB. The US did not come to their help and many Hungar-
ian would-be revolutionaries were subsequently arrested or killed. It
is also notable that it is illegal for the US government to use propa-
ganda on the US population. The Smith-Mundt Act specifically bars
Voice of America from disseminating propaganda to American audi-
ences. However, this prohibition of domestic propaganda has become
difficult to follow in the Internet age since US propaganda planted
anywhere in the world will sooner or later reach US audiences. As the
use of domestic propaganda is a characteristic of authoritarian regimes
the US government should be very careful with respect to the dissemi-
nation of untruthful information even if this information was intended
for foreign audiences.

4.5.2 Paramilitary Operations

Even more controversial and ethically problematic than propaganda
operations are paramilitary operations, especially those that are large-
scale. The CIA has in its history conducted a considerable number of
paramilitary operations that relied on using indigenous or mercenary
forces for effecting a political change in a country. The most famous
ones are Guatemala in 1954, Indonesia in 1958, Cuba 1961, Cambodia
1967- 72, Angola 1976, Afghanistan 1979-89, and Nicaragua 1980-86.
Some of them were considered a ‘success’ within the narrow param-
eters of the operation, but generally speaking paramilitary operations
create so many ethical and legal dilemmas that it is highly question-
able whether they should be used as a tool of foreign policy at all. In
the best case the US government succeeds in overthrowing an undesir-
able government, but loses control over the people it positioned into
power and the resources that it provided to them. In the worst case
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the paramilitary operation started or exacerbated a civil war, which re-
sults in a serious humanitarian crisis and years, if not decades of war
and political instability. Often too many political and moral compro-
mises need to be made in order to organize an insurgent force. Often
the worst kinds of radicals and criminals get self-selected into CIA-led
paramilitary forces, as could be seen in Afghanistan and Nicaragua in
the 1980s. It is also typical that paramilitary operations get at least par-
tially funded by gun-running and drug-trafficking, which goes back to
the early 1950s when the CIA tolerated the KMT in Burma to fund their
fight against the communists with opium. The CIA involvement in the
drug trade in SE Asia became more intimate and troubling in the 1960s
because of the Vietnam War during which CIA Air America aircraft
were often used for moving heroine on behalf of local drug lords. It
is said to say that the CIA even more recently collaborated with drug
traffickers during the invasion of Afghanistan when they supported
the so-called Northern Alliance to unseat the Taliban in late 2001. The
Northern Alliance financed themselves through the opium trade and
it is little surprise that Afghanistan’s opium production trebled after
they took control of the country. Paramilitary operations make it also
necessary to ship weapons and other equipment to paramilitary forces,
who obviously not easily surrender these weapons after the conflict is
over. For example, the transfer of Stinger missiles to Afghan muja-
hedeen in 1986 to 1988 resulted in very advanced weapons remaining
in the hands of religious radicals, who could have used them against
the West. A CIA missile buyback program only recovered a small frac-
tion of the missiles that were distributed, leaving hundreds of them
unaccounted for. Giving weapons to foreign paramilitary groups is
a difficult political and ethical decision as can be seen since 2011 in
Syria. While the West would like to see the Free Syrian Army succeed,
its infiltration with Islamic radicals makes it irresponsible to supply
them with weapons that could be also used against civilians in Syria
or for terrorist attacks in the West. A principle of caution should be
applied.

4.5.3 Counterterrorism Operations

As a result of the War on Terror that began in 2001 the CIA has focused
its covert operations on fighting terrorists around the world. This has
resulted in the extensive use of two very controversial counterterror-
ism practices: the ‘extraordinary rendition’ and ‘targeted killing’ of
terrorism suspects, which shall be briefly discussed in terms of their
legality and ethicality, but not in terms of their effectiveness.

Extraordinary rendition: rendition can be defined as the transfer of
one person from one country to another without the benefit of judicial
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oversight. The US government has ‘rendered’ terrorist suspects before
9/11, which means they have brought them to the US not on the basis
of an extradition agreement, but on the basis of an agreement with
the government holding the person. Since 9/11 the practice changed
to something more akin to international kidnapping rather than mere
transfer. There are several documented cases where CIA teams sim-
ply snatched terrorism suspects off the street and flew them in private
jets to a third country, where they could be either turned over to a
local intelligence or security service that would conduct brutal inter-
rogations, or alternatively where they could be interrogated in CIA
operated secret prisons. The most infamous ‘black sites’ of that kind
were Camp X-Ray, Guantanamo Bay and the ‘dark prison’ at Bagram
air base near Kabul, Afghanistan. As indicated above certain methods
of torture used on terrorism suspects were a clear violation of human
rights and can be considered a crime against humanity. A famous
case is that of Binyamin Mohamed, who was arrested in Pakistan in
April 2002, then flown by the CIA to Morocco, and later to Kabul. He
claimed that while in Morocco he was tortured by the Moroccans by
cutting his chest and penis with a scalpel. He was kept in the ‘dark
prison’ at Bagram air base until 2009 when he was finally released. Be-
ing a British citizen he decided to sue the UK government in a British
court because of complicity of MI5/ MI6 in the torture, which ruled in
his favor and awarded him a compensation of £1 million GBP. Many
other innocent victims of the practice did not receive any compensa-
tion for the maltreatment that they had endured. From an ethical and
legal perspective there is no difference as to whether the Western in-
telligence services tortured themselves or whether they simply turned
over the terrorism suspects to ‘friendly’ intelligence services, knowing
that they would use torture on them to get information. While the
extraordinary rendition program certainly disrupted al Qaeda, it was
also illegal under international law, as ‘rendered’ individuals were de-
tained and in some cases tortured without any judicial oversight and
on the basis of very questionable ‘evidence.’ Legal concerns were the
main reasons why the Obama administration has discontinued ‘ex-
traordinary rendition.’

Targeted killing: The practice can be described as the selective and
premeditated killing of an enemy combatant in the context of an armed
conflict but outside a battlefield by a government. There is a compli-
cated legal debate under which circumstances a targeted killing could
amount to an ‘assassination’ or an unlawful killing. In the US the
CIA has been prohibited from carrying out assassinations or from con-
spiring with others to carry out an assassination by an Executive Or-
der first issued by President Ford and later renewed and extended by
President Reagan. Until 9/11 the prohibition of assassination was in-
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terpreted fairly strictly by CIA lawyers. The compromise used in the
1980s and 1990s was to direct military strikes against individuals a US
government preferred to see dead. This approach has proven ineffec-
tive with respect to targeted attacks on Gaddafi in 1986 and Osama
bin Laden in 1998. After 9/11 the gloves came off and the Bush ad-
ministration authorized the CIA to hunt down and kill members of
al Qaeda anywhere in the world. Since the CIA did not have any ca-
pacity for doing so, it was even considered to contract out this job to
private companies like Blackwater. What they ended up doing is to
use Special Operations Forces and armed drones to carry out a grow-
ing number of ‘hits’ on suspected terrorists in many parts of the world.
The drone strikes in Pakistan have become the most visible part of the
CIA’s targeted killing program and they have thus received the great-
est amount of criticism. The main problem with the drone strikes is
that the missiles used in the attacks produce a lot of collateral damage
and they have killed a large number of innocent civilians in Pakistan.
It has been estimated that by 2013 over 3,000 people have been killed in
drone strikes in Pakistan and that between 10 percent and 30 percent of
these people were innocent civilians. Furthermore, it has been pointed
out that the continuous drone strikes in Pakistan during the years 2010

to 2013 had a tremendous psychological and socio- economic effect on
the population subjected to them. People have suffered from anxiety
and depression and were afraid to attend social meetings or even go
to work out of fear that they might be attacked by drone. Interna-
tional lawyers have also made the case that drone strikes outside of
war zones are a violation of international law and that certain tactics
used by US drone operators, such as the practice to ‘double-tap’ a tar-
get (strike a target area repeatedly to kill whoever comes to the aid
of those wounded or killed in the first strike) amount to war crimes.
Considering the many operational uncertainties and the limited bene-
fit to national security many CIA officers and national security experts
feel that the CIA should again get out of the killing business and focus
on their primary role: provide accurate information to US decision-
makers.

4.6 Conclusion

The lecture has shown that intelligence and ethics are not mutually
exclusive terms, but that effective intelligence needs to be guided by
ethics. Ethics is a hallmark of professionalism and although intelli-
gence is a less unitary and homogenous profession than others, one
can still distill an overall framework for an ethics for the intelligence
professional. It has to be based on integrity, dedication to the mission,
service to the nation, and an acceptance of ethical and legal bound-
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aries that should never be violated. Intelligence ethics can also be
considered as an extension of Just War Theory – spying can be ethical
if certain principles of necessity, distinction, proportionality, and hu-
manity are followed. This applies particularly to the controversial area
of HUMINT where intelligence officers should treat agents ethically,
which also means selecting them carefully according to ethical stan-
dards and protecting them if they can. The ethics of intelligence anal-
ysis is based on objectivity and a willingness to speak truth to power,
even if it damages the own career in order to prevent the nation from
making costly mistakes. Finally, covert action has to be used very care-
fully since it is so easy that it can produce unethical outcomes that can
permanently damage the reputation and the security of the nation.

4.7 Review Questions

What is called the ‘spy game’ and is it really a view of intelligence work
devoid of any ethics?

Under what circumstances is it ethical to use invasive/ coercive means
for targeting an individual for espionage/ recruitment?

Why is spying on friends generally a bad idea?

What are so-called ‘enhanced interrogation techniques’?

What is meant by the politicization of intelligence?

To what extent did the CIA violate its ethical standards by going along
with the Bush administration’s push for war with Iraq in 2002/ 2003?

Is the use of domestic propaganda legal in the US?

What are major ethical and practical concerns with respect to the use of
paramilitary operations?

What were the ethical and legal problems with ‘extraordinary rendi-
tion’?

What is the difference between ‘assassination and targeted killing?

Key Words:
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• Covert Action
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• Intelligence Analysis
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• Intelligence Ethics

• Iraqi WMD

• Politicization
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• Targeted Killing

• Torture
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5
Surveillance

5.1 Introduction

The systematic surveillance of society or sizable segments thereof by
the government or corporations has for a long time been discussed in
ethical terms, either by arguing that surveillance is necessary for pro-
tecting society (or corporate profits), or by arguing that it represents a
serious threat to privacy and individual freedom. This lecture is going
to sketch the debate that has been going on at least since Jeremy Ben-
tham’s proposal of a ‘Panopticon’ and to critically discuss the dangers
of the expanding surveillance state. While it is fashionable to present
societal surveillance as a necessary compromise between security and
individual freedoms, the lecture will look more deeply into the current
debate on government and corporate surveillance and will suggest that
more complex solutions will be needed to protect privacy and indi-
vidual freedom in a technological era. The lecture will first explain
the concept of surveillance and then consider the ethical restraints that
should govern surveillance. The final two sections will look at the psy-
chological impact of surveillance and at new surveillance technologies
that pose unprecedented dangers to individual privacy and autonomy.

5.2 What Is Surveillance?

Modern society has created a vast amount of mechanisms of surveil-
lance that surround us and that have a major impact on our lives and
freedoms. The moral philosopher Jeremy Bentham argued that trans-
parency and surveillance have moral importance and should result in
making life better for society, as it would put everybody under greater
moral scrutiny. Bentham is famous for having developed the con-
cept of the ‘Panopticon,’ which is an architectural design for a prison
and which has come to define the notion of societal surveillance. The
main idea of the Panopticon is that the prisoners are constantly visible
to the prison guards, who remain themselves invisible to the prison-
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ers. This means that the prisoners do not know when they are being
watched, which means that they have to assume that they are con-
stantly watched. As a result, the prisoners will always behave in the
manner they would behave if they knew that they are being watched.
Bentham characterized surveillance therefore as “a new mode of ob-
taining power if mind over mind, in a quantity hitherto without ex-
ample.” Surveillance is more than just watching, it can be used with
great psychological effect on those subjected to surveillance. Whether
the net-effect is positive or negative is still hotly debated.

5.2.1 Definitions

Dictionary definitions of ‘surveillance’ are often not very enlightening
with respect to this very complex and diverse phenomenon. For exam-
ple, the Oxford Dictionary defines surveillance as “close observation,
especially of a suspected spy or criminal.” Similarly, the Cambridge
Dictionary defines it as “the act of watching a person or a place, esp. a
person believed to be involved with criminal activity or a place where
criminals gather.” Unlike what these definitions suggest, surveillance
is not only used in the context of fighting crime or espionage, but is
also employed in many contexts. For example, the CDC and the World
Health Organization conduct medical surveillance: they monitor pub-
lic health in order to detect the outbreak of pandemics so that they can
be contained early on. Space surveillance means to monitor space for
the purpose of tracking objects in space and for detecting meteorites or
asteroids on collision course to earth. Satellites can be used to conduct
surveillance of the oceans and to track shipping. As can be seen in
these examples, the term surveillance is extremely broad. Christopher
Dandeker identified three different meanings of surveillance:

1. the collection and storage of information, presumed to be useful,
about people or objects;

2. the supervision of the activities of people or objects through the
issuing of instructions or the physical design of the natural and
built environments; and

3. the application of information gathering activities to the business
of monitoring the behaviour of those under supervision and, in the
case of subject populations, their compliance with instructions, or
with non-subject populations, their compliance with agreements, or
simply monitoring their behaviour from which, as in the control of
disease, they may have expressed a with to benefit (2006, p. 225).

Surveillance has generally these four characteristics:
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• It is about watching or monitoring individuals, groups, or phenom-
ena

• It means doing so continuously and systematically

• It involves the collection and management of information

• It is a bureaucratic practice used for exercising power and control

The French philosopher Michel Foucault has interpreted surveil-
lance as a technology of power, which is used for disciplining indi-
viduals and for creating or defining their identity. In his book on the
birth of the prison Foucault uses Bentham’s proposed Panopticon as
an allegory for the organization of society. Architecture is used in pris-
ons, factories, schools, military institutions, and hospitals to increase
the visibility of the individual to the authorities and their peers as a
means of constantly putting pressure on them to behave in a desired
way. Constant observation and fear of punishment result in the indi-
viduals internalizing the societal norms and in following them even
when they are not observed or when punishment is less likely. The
process subjectivation (creating an identity or subject) is for Foucault
violent and abusive, as it diminishes individuality and freedom. Fou-
cault had thus a rather negative view of societal surveillance practices.
He argued that surveillance is a key component in the overall of polit-
ical subjugation and economic exploitation. Other scholars have been
strongly influenced by Foucault’s ideas, but they do sometimes view
surveillance as something that can have constructive and positive role
in society. Anthony Giddens and Christopher Dandeker have stressed
that bureaucracies have to rely on surveillance or the systematic col-
lection of information on their populations, employees, customers and
so on to function properly. The modern nation state necessitated more
extensive and systematic bureaucratic surveillance. No organization
can exist without continuously and systematically watching its inter-
nal processes and environment. Surveillance is not inherently uneth-
ical, but is often necessary and when conducted within appropriate
ethical boundaries beneficial to individuals and society at large.

5.2.2 Methods of Surveillance

Surveillance can be low-tech or it can be high-tech. It could mean face-
to-face supervision or it can be indirect and bureaucratic collection
and management of information. With technological progress organi-
zations have now a greater range of methods of surveillance at their
disposal, as well as vastly increased capabilities for the storage, man-
agement, and exploitation of information.

Cameras: Surveillance cameras have been placed in many public
spaces. They enable a remote operator to see what is happening in



126 ethics for security professionals

these spaces, which creates the possibility of a timely response to a
security or safety issue. For example, the operator can alert security
personnel in the area if a crime or an accident has been observed. Cam-
eras also offer the advantage of recording events that have taken place
in the spaces under surveillance. Recorded footage or images can be
used for further investigation and possibly the identification of crim-
inals or terrorists. The recorded material is also available as evidence
in the prosecution of criminals or for research, review, or educational
purposes, for example to improve security or safety procedures or re-
sponses. Over the last ten years or so cameras have become digital and
are combined with intelligent software that enables identification and
tracking.

Identification and Tracking Technologies: A growth area since the 1990s
has been biometrical identification for a variety of purposes. Biomet-
rics is an old discipline, which goes back to 1901 when Scotland Yard
established a Fingerprint Bureau and started to systematically collect
and use fingerprints in criminal investigations. Nowadays biometrics
is used for controlling access to secure facilities and as part of the
passport that confirms the identity of its holder. Facial recognition
technology can be combined with cameras and even used when the
people to be identified do not behave cooperatively. Many countries
have also deployed tracking systems that can be used for systemati-
cally tracking individuals and vehicles. For example, cell phones now
generally have a GPS function that enables telecommunications com-
panies and the government to constantly track their users. Similarly,
many new cars are now getting equipped with GPS that enables the
manufacturer to track the car and even collect other information such
as whether the owners are speeding or how and how much they use
the car. Many countries also have automatic license plate readers po-
sitioned at strategic points such as borders or highway entrances and
exits to track vehicles.

Electronic Surveillance: This used to be referred to as ‘bugging’ and
‘wiretapping,’ but in today’s world it is usually no longer necessary
to physically place listening devices or to physically tap a phone line
since it can all be done accessing telecommunications networks or de-
vices remotely with the help of computers. Electronic surveillance
is only permissible in specific contexts. Employers may monitor the
company computers, e-mail, and phones of their employees in com-
pany offices, but it is illegal for them to monitor the computers or
phones of employees at home or their private e-mails. When the gov-
ernment conducts electronic surveillance it generally requires a court
warrant in order to be carried out legally, although the PATRIOT Act
has expanded the possibilities for warrantless surveillance in terror-
ism cases. It is known that the NSA conducts very extensive electronic
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surveillance on a global scale. It can collect metadata on 125 billion
phone calls a month and store about a billion calls a months on their
computer for later analysis.

Dataveillance: Combines data and surveillance and usually refers to
the systematic collection of digital data about individuals for the pur-
pose of later analysis and exploitation. Much of that individual data
can be pulled from open sources such as phone books, social network
websites, public records, or geographic information systems. A lot of
information is voluntarily surrendered by individuals when they make
purchases, sign up for loyalty cards, or fill in marketing questionnaires.
This information is usually retained by retailers and marketing firms
or even sold to private data aggregators that make business out of re-
selling information about individuals or societal groups. For example,
Facebook resells part of the information collected about their users
to companies for targeted marketing. Dataveillance can also include
collection of credit card records, mobile phone data, or data on online
activities. This makes it possible for companies to identify people with
particular interests, consumption habits, or wealth to specifically tar-
get them with offers. Dataveillance could also enable governments to
detect any sort of suspicious activity of individuals or groups.

5.2.3 The Necessity of Surveillance

Surveillance is often claimed to be necessary for security or for mak-
ing individuals behave in a reasonable and accountable fashion. If
there was no surveillance than individuals could simply disappear
in an anonymous mass and thus be more inclined to behave in an
unethical or criminal manner. There is little doubt that large cities
that offer anonymity have disproportionately more crime than smaller
towns and villages, where there is far less anonymity. The supposed
anonymity of the Internet also seems to embolden individuals to be-
have inappropriately, for example by criticizing others in a derogatory
way. Some surveillance is needed to ensure accountability. At the
same time, surveillance should not needlessly invade the privacy of
individuals. It is important to understand that surveillance alone does
not automatically enhance security or safety or any other purpose for
which it is used. Apart from the ability of monitoring a situation you
need to be able to effectively intervene in the situation to make a dif-
ference. In the 1990s the police in Britain enthusiastically placed lots of
cameras in public spaces, but they often had little or no effect as it still
took the police too long to get to the places under observation. Often
the images were of such a poor quality that they could not be used
for identifying any criminals. There is always a tendency by bureau-
cracies to deploy surveillance technology simply because it is available
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without giving too much thought about whether the technology can
actually achieve the intended purpose and whether there are negative
consequences for the privacy rights of individuals. When deploying
a new surveillance system one has to carefully consider what kind of
signal this sends to the people affected by it and how this could impact
on the organization as a whole.

5.3 Privacy and Dignity

Every human has a public and a private persona. There are aspects of
the personality that a person would not like to show to everybody or
even anybody because we would be ashamed or embarrassed. It is a
social norm that there is ‘bathroom privacy’: we do not want others to
see us naked taking a shower or sitting on the toilet. These actions, al-
though perfectly natural, normal, and legal nevertheless would cause
us discomfort if we would be exposed to the possibly critical judg-
ment of others. Humans prefer having private spaces where we can
feel safe and unwatched. The doors to our houses are locked to stop
others from just coming in and the windows have curtains to obstruct
the view inside. We also have always considered our personal com-
munications to be private. This is the reason why letters are put into
sealed envelopes so that only the intended recipient can read it. We
also expect that our phone calls are private and that not everybody
should be allowed to listen or record them. There are several cate-
gories of privacy that people expect to be protected:

• Associational privacy: the expectation that we can associate with
people without others knowing about it

• Bodily privacy: the expectation that our body should not be touched
against our will, exposed against our will, or changed against our
will

• Communication privacy: the expectation to communicate with peo-
ple without these communications to be known by others

• Data privacy: the expectation that we can decide when data is col-
lected on us or how the collected data is used

• Spatial privacy: the expectation that we can exclude others from
places we consider private such as our homes or even temporary
accommodation and bathrooms

People are in general very sensitive to invasions of privacy, especially
by the government, as this can not only be embarrassing for us, but
can potentially affect our civil liberties and human rights. The US
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Constitution does not grant a right to privacy per se, but it includes in
the Bill of Rights the 4th amendment that protects the home, papers,
and effects against unreasonable searches and seizures, which require
a warrant and probable cause. Of course, there is a legal debate on how
far the Constitution’s 4th amendment can be stretched or narrowed,
but the bottom line is that the government has to grant privacy of the
home and communications to individuals, which cannot be violated
without good reason. Especially after 9/11 the government felt that it
was necessary to restrict the privacy of the citizens in order to prevent
another serious terrorist attack. At this time, the American population
was willing to give up more privacy if this would make society more
secure. However, as time passed and as government surveillance has
become much more extensive and intrusive, more and more people
no longer feel comfortable with the surveillance society that has been
created since 2001. At the same time, it is also true that societal norms
and expectations regarding privacy are changing, which creates a lot
of confusion as to what are reasonable expectations of privacy in the
digital era.

5.3.1 What Is a Reasonable Expectation of Privacy?

There are arguments for and against the value of privacy. Jeremy Ben-
tham has made a case against privacy claiming that complete trans-
parency would make us better or at least more moral human beings.
Others have claimed that privacy is a psychological need that when
unfulfilled would leave our mental wellbeing damaged. The main
problem in determining adequate levels of privacy or restrictions to
privacy is that the very term privacy is too amorphous and too am-
biguous. Different people have very different expectations with re-
spect to privacy or value privacy differently. Social norms are also
changing as technology becomes more intimately attached to us. Gen-
erally speaking, surveillance is acceptable in public spheres and as it
relates to the public persona of a person, but is only in exceptional
circumstances acceptable with respect to private spheres and the pri-
vate persona. The implicit agreement or social contract is that since
everybody knows that they are watched in a public space, it is ethi-
cally acceptable to conduct surveillance in public spaces such as pub-
lic squares and streets, public buildings, and in public open spaces.
In the 1990s there has been a big debate on the proliferation and use
of CCTV systems in public spaces and whether this infringes on in-
dividual privacy to constantly film people going about their business.
In the end, the public has accepted this kind of public surveillance
for the sake of crime prevention, traffic monitoring, faster emergency
response, and counterterrorism. There is now an estimated number



130 ethics for security professionals

of 6 million CCTV cameras in the UK for a population of 60 million,
which is one camera for every six citizens. UK citizens can expect to
be filmed 300 times a day when they move around densely populated
areas such as central London. There are a couple of conditions that
make surveillance of public spaces ethically acceptable:

• There is a clear and specific purpose for the surveillance, which
limits the ways in which surveillance data such as CCTV footage
can be used;

• Surveillance should be necessary in terms of achieving the purpose
for which it is used;

• The people under surveillance are aware that surveillance is occur-
ring.

When it comes to the issue of CCTV there are great doubts about its
effectiveness in preventing crime or terrorism, since criminals and ter-
rorists simply move their activities to areas not under surveillance. Al-
ternatively, they can use disguises or masks to make their identification
via CCTV difficult or they may obstruct or tamper with the cameras.
So if the surveillance is ineffective in meeting its purpose the justifi-
cation of using surveillance becomes correspondingly weaker. Even
surveillance in a public space can be fairly intrusive and this can result
in the violation of individual dignity.

5.3.2 When Does Surveillance Violate Dignity?

The question is how far should CCTV surveillance be allowed to go
and to what extend can the surveillance be expanded to spaces that
have previously been considered private and when does surveillance
violate human dignity. Some retail shops have put cameras in chang-
ing rooms and some schools have installed cameras in changing rooms
and toilets, often without the knowledge of the customers or the pupils.
The main argument is that since the public spaces are under surveil-
lance the criminal or unwanted behavior is simply moving to areas
known to be not under surveillance. In order to stop theft or to stop
pupils from taking drugs one would have to conduct surveillance in
private spaces as well. However, common sense suggests that such
placement of cameras is a violation of a reasonable expectation of pri-
vacy and may therefore be even illegal. Only if the threat or expected
damage is very high can it be justified to limit privacy expectations
appropriately. In any case, those who are subjected to invasive surveil-
lance have to be made aware that surveillance is taking place, so that
they can adjust their behavior accordingly. There have been great con-
cerns that CCTV systems installed in public spaces can be misused in



surveillance 131

a manner that it violates personal dignity. It is common problem that a
lot of CCTV operators are males, who use the cameras that they control
inappropriately by zooming in on attractive females and by following
them around with the camera. Since there is often no legitimate rea-
son for scrutinizing women with surveillance, it does inappropriately
invade their privacy the same as it would if somebody used a cam-
era in a public space to zoom in and photograph explicit anatomical
features of a person. Unlike using the unarmed eye, cameras leave
a permanent record. A photograph or video footage can be watched
long after the event and it can be shared with others. It is obviously
crucial that this only happens for entirely legitimate purposes such as
crime prevention and investigation, or national security.

Some security measures and surveillance that was implemented in
the aftermath of 9/11 has sparked a lot of public controversy. One of
the most controversial security measures implemented by the TSA at
airports since 2009 is the use of backscatter X- ray scanners through
which travelers have to pass before they can board their plane. Alter-
natively, passengers have to go through a ‘pat down’ procedure that
involves the security personnel to touch the genital areas of the trav-
eler. There have been serious concerns and complaints that these new
security procedures do violate the privacy and dignity of the travelers.
The backscatter machines produce an image of the traveler that shows
all body contours, including the genitalia. Despite denials from the
TSA, it has been shown that the machines can store and transfer im-
ages, which raises some serious privacy concerns. There is anecdotal
evidence that TSA screeners have scrutinized attractive females and
even leaked the body scans of a hundred people on the Internet. As
a result, the TSA had to phase out and replace the invasive scanners.
The alternative method of the ‘pat down’ is equally awkward for pas-
sengers and security personnel. A ‘pat down’ designed to find objects
hidden in or on the body would indeed require probing the genitals,
or may even necessitate a body cavity search. Since this goes so much
against expectations of body privacy TSA security personnel would
rarely actually touch private parts of the body. On the one hand, this
respect for privacy makes the procedure less awkward for the travel-
ers subjected to it. On the other hand, it also defeats the whole pur-
pose conducting pat downs in the first place. This again weakens the
whole argument that invasive security procedures are necessary for
protecting our security since they would not stop a terrorist from hid-
ing weapons or explosives in places that are unlikely to be scrutinized
by security personnel.
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5.3.3 Digital Media and Changing Social Norms

Digital cameras, Facebook, and other social networks have massively
contributed to changing societal norms and expectations with respect
to privacy. This shift towards a greater willingness of the public to
accept reduced privacy began to become very visible in the 1990s with
the tremendous growth in ‘reality TV,’ afternoon talk shows, and ‘Big
Brother,’ which showed ordinary people in rather unflattering ways on
TV, providing very intimate details of their lives. Such kind of public
intimacy would have been considered extremely inappropriate behav-
ior and would have been prevented or restrained by feelings of shame
and by public shaming. Much has changed since the 1990s. In 2004

Mark Zuckerberg founded Facebook, which has become the world’s
most popular social network with over a billion users. Facebook is
based on the idea that users can present themselves publicly on the
Internet by creating a profile and by uploading pictures of themselves
that are accessible to their ‘friends.’ It is also a platform for communi-
cations and allows members to post messages or make calls. What was
surprising is that the predominantly young client base was so willing
to share intimate details of their lives with total strangers and to make
a great effort to constantly update Facebook, which makes it fairly easy
to collect information in an unprecedented way on enthusiastic Face-
book users. Amongst other things Facebook is a surveillance platform
and this raises some serious concerns about privacy and freedom of
speech.

Critics of Facebook have pointed out that Facebook has a very com-
plicated privacy policy, which few people bother to read or are able
to understand. This creates a false impression about the privacy af-
forded by Facebook to its users. For example, all information entered
into Facebook and data uploaded on Facebook becomes property of
Facebook, which means that it can be retained by Facebook even af-
ter an account has been cancelled. Facebook can share some of that
information with third parties for the purpose of targeted advertising.
An even greater concern is that Facebook (and other social networks)
may share some of the information they have on individuals with the
government in ways that have not yet been tightly regulated or are at
least not transparent to the public. A constant criticism are the compli-
cated privacy settings of Facebook. For some time the settings would
by default offer only weak privacy, which required the users to change
them to a more reasonable standard. Secondly, users were often not
sufficiently aware that a lot of information they posted was public or
accessible to anybody with a Facebook account. This gives employers,
colleagues, or the government the possibility to look up the profiles
of Facebook users and to draw conclusions about the individual in
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question in ways not favorable to the individual. People have lost job
opportunities or even their jobs because of careless posts on Facebook.
Even more problematic is the systematic collection of information on
individuals from social networks by the government. Several govern-
ment agencies have admitted that they monitor social media like Face-
book or Twitter for a variety of purposes. The CDC monitors Twitter
for the purpose of health surveillance and the prediction of an out-
break of the flu. It has been reported that DHS monitors social media
for identifying terrorists and detecting terrorist activity. Even more
controversially, the NSA may have access to some Facebook data.

5.4 Trust and Autonomy

Surveillance impacts in many ways on the relationship between surveil-
lors and surveilled and affects behavior in complex ways. It is far from
obvious that more surveillance is better or that less surveillance will
automatically result in more criminal or otherwise undesirable behav-
ior. This section will show that surveillance needs to be balanced not
only against individual privacy rights, but also against the values of
trust in and autonomy.

5.4.1 Trust

Ideally, the partners in a private or professional or any other rela-
tionship trust each other. Trust is reciprocal and it makes it easier
for people to get along. Distrust complicates matters in many ways.
Trust is always preferable to the alternative of not trusting each other,
which incurs additional costs of constantly checking whether agree-
ments are being fulfilled. The use of surveillance by one party in-
dicates a deficit in trust that will also reduce the trust of the party
subjected to surveillance. The surveilled likely feel mutual distrust to-
wards the surveillors, which will reduce loyalty and the enthusiasm
to comply with the rules of the surveillors. The discovery of secret
surveillance is often considered to be a very severe breach of trust. It
is important to carefully assess whether surveillance is necessary in
the first place and if so, how it can be implemented in a way that does
not cause distrust. When implementing a new surveillance practice or
system it is critical that all parties involved agree that the surveillance
is necessary and mutually beneficial. To be transparent about the ex-
tent, manner, and scope of the surveillance measures can build trust,
as well as being clear about the purpose of the surveillance. Medical
surveillance, which can raise serious privacy concerns for individuals,
can also prevent the spread of disease. Surveillance cameras in pub-
lic spaces can potentially deter criminals and reduce crime. But if the
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people under surveillance feel that the surveillance measures are un-
justified and overly intrusive they will seek to evade them as much as
possible, which at least partially defeats the purpose of surveillance.
If they cannot evade the surveillance they may become angry, anxious,
defensive, or cynical.

5.4.2 Autonomy

Autonomy means self-government or self-rule. It is one of the Western
philosophical thought that individuals are morally autonomous in the
sense that they are capable of understanding the difference between
what is morally right and what is morally wrong and to make own
decisions about their behavior. In other words moral autonomy re-
quires individuals to have a free choice. If individuals are deprived of
the free choice they cease to be moral beings (at least from a Kantian
perspective). Surveillance impacts on autonomy and personal freedom
because it can diminish the choices an individual can make as the indi-
vidual could face punishment if they made the ‘wrong’ choice. Some-
body who knows to be under constant surveillance may lose the ability
to take the initiative since they expect to be watched and to constantly
receive instructions of what to do. Surveillance can severely discour-
age individuals from making any autonomous decision since all their
behavior might be recorded and might later be used against them.
While bureaucracies are deliberately organized in a manner that cur-
tails individual autonomy in order to produce predictable outcomes,
there are sometimes situations in which it is desirable to have indi-
viduals that can make decisions based on own judgments. For exam-
ple, soldiers are expected to follow orders as precisely as possible, but
sometimes they find themselves in situations where they are discon-
nected from the chain of command or where the orders that they have
received are in some way inadequate (the situation may have changed
substantially, the orders are illegal, or the orders would be disastrous
if obeyed). In such cases it would be in the best interest of the military
organization and the soldiers if they can make autonomous decisions
by themselves, which is part and parcel of what constitutes leader-
ship skills. There are now concerns that the digitized and networked
battlefield may not promote greater autonomy at the lower levels of
command, but may do the exact opposite. Since officers at the highest
level of command increasingly have visibility of what is happening on
the battlefield as a result of vastly improved battlefield surveillance, it
becomes very tempting for them to micro-manage. On the one hand,
there are advantages as officers at the higher level can see the bigger
picture and might therefore give better directions. On the other hand,
this micro-management is highly problematic as officers at the higher
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level of command may believe to have a better understanding of the
situation on the ground because of their bird eye’s view when they
really don’t, which can result in bad directions being given. Secondly,
soldiers at the lower level of command become very accustomed to
constantly receiving directions from above that they are no longer able
to operate without them. It thus makes sense to relinquish some op-
portunities for surveillance and control in order to encourage more
effective autonomous behavior at the lower levels of command. This
obviously requires trust that the people at the lower level are capable
and willing to make the right decisions in situations that are unfore-
seen and complex. For an organization to rely on massive surveillance
and micro-management to ensure compliance and control is a recipe
for disaster.

5.4.3 Trust and Autonomy in National Security Surveillance

The negative dynamics of surveillance can be clearly seen with re-
spect to government surveillance of the population. Especially, since
9/11 the government has systematically expanded the surveillance of
the American population. Although some increased surveillance mea-
sures seemed necessary and were overwhelmingly supported by the
American public, the government made the great mistake of secretly
implementing unprecedented mass surveillance and getting caught.
The logic behind the secret surveillance was that terrorists would switch
to more secure methods of communications if they were aware of the
systematic monitoring of American communications. When the public
first learned about George W. Bush’s secret warrantless surveillance
program in December 2005 many people became concerned about the
government intruding in the private lives of individuals. The govern-
ment still denied many allegations of illegal wiretapping and created
the impression that American communications would not be systemat-
ically monitored. However, when Edward Snowden leaked documents
proving the massive scale of government surveillance of the popula-
tion many American citizens felt deceived and betrayed by their gov-
ernment. The current actual terrorism threat level in the US does not
seem to justify the extensive and invasive surveillance that is taking
place. The number of people killed in the US every year by terrorists
is miniscule and the NSA had trouble to come up with even 50 terrorist
plots that the NSA surveillance supposedly disrupted, which included
only 10 home based threats. Predictably, many people and America
now try to deliberately evade government surveillance by using on-
line services that provide greater privacy and by using encryption.
This has already caused the NSA being less able to access data of in-
dividuals. The discovery of the secret surveillance has now resulted in
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much greater distrust on both sides: the public increasingly questions
the government’s justifications for the surveillance and the government
views this criticism as a threat to its ability to conduct surveillance and
to itself. Unless the government can reassure the public that surveil-
lance powers have not been abused or will not be abused in the future,
the growing distrust will weaken the very foundations of the Ameri-
can democracy. The reasonable thing to do for the government in this
situation would be to relinquish opportunities for surveillance in order
to restore public trust.

5.5 Chilling Effect

The presence of surveillance can have a chilling effect on people, who
feel deterred or discouraged to express themselves openly. This can
be very negative for a democracy and also for organizations in gen-
eral, as it leads to overly cautious, risk-averse and conservative behav-
ior, which could mean that important issues are not discussed or that
problems are not addressed. A culture of trust and openness is more
likely to allow organizations to prosper than a culture of secretiveness
and surveillance. Excessive surveillance conveys a message of strong
distrust and produces a very harmful chilling effect.

5.5.1 Freedom of Speech

The first amendment to the constitution guarantees the freedom of
speech to individuals and the press. Thought and expression are not
to be regulated by the government except in specified circumstances,
such as hate speech that incites violence or a speech act that creates
a dangerous situation. But even if there is no outright government
censorship surveillance of private or even public communications can
impact on the freedom of speech in subtle ways. If people have to
expect that the government or corporations monitor their communi-
cations, even if they are happening in public forums such as blogs or
social networking websites, then they will become more and more con-
servative in what they communicate since they have to fear that the
wrong comments could have negative repercussions for themselves.
This produces a culture of political correctness, in which only opin-
ions can be safely expressed that go along with what the surveillors
consider acceptable. The chilling effect of surveillance is compounded
when the organization conducting the surveillance starts excluding or
otherwise punishing individuals for what they consider being unac-
ceptable opinions. While this policing action of communications can
be perfectly appropriate with respect to speech acts not covered under
the first amendment, it becomes repressive when it is used as a tool of
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enforcing political correctness. Major online services like Facebook or
Youtube have already excluded numerous of their viewers for express-
ing opinions covered by the first amendment on the basis that they
might be offensive to some, which is completely arbitrary. Even worse
is the possibility that the government could monitor political opinions
expressed on the Internet and then put individuals with politically
incorrect opinions on ‘watch lists’ or subject them to forms of govern-
ment such as very thorough tax audits. As a result, ever fewer people
will speak up when they should and the overall culture changes from
one that values individuality and freedom of expression to one that
produces conformity and collectivism.

5.5.2 Freedom of Association

The systematic surveillance of communications by the government and
corporations can strongly impact on the freedom of association. Peo-
ple will become reluctant to communicate or be in contact with peo-
ple that have publicly expressed politically incorrect opinions because
then they themselves could become targets of increased surveillance.
Social networking websites make it very easy for anybody to under-
stand with whom an individual associates and interacts with. The
communications metadata collected by the NSA make it is also fairly
easy to establish the social network of an individual and to determine
whether the individual is at some level connected to another person
who is of interest to the NSA. This could create great reluctance on
part of many people to associate with people of a certain ethnic back-
ground, religion, or group who may be on a government watch list. It
thus subtly limits the freedom of association. Similarly, corporations
could also use online surveillance to determine whether employees as-
sociate with people or organizations that the corporation does not like
for whatever reason. This could also result in employees becoming
very reluctant to be in contact with unions or individuals representing
organizations critical of the corporation.

5.5.3 The Danger of Extreme Risk Averseness

Although it is often convenient for organizations to suppress unwanted
opinions through surveillance and the chilling effect, it negatively im-
pacts on organizational culture in the long term. The advantage of
having an open culture that promotes critical thinking, freedom of
speech, and autonomy is that problems can be discussed openly with-
out the mental barriers of political correctness. This makes it easier
to find and implement solutions. On the other hand, if organizations
rely on a repressive culture created by surveillance and punishment,
then they become correspondingly narrow minded and blinded to the
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reality. Organizations subject their members to excessive surveillance
eventually become dysfunctional because nobody can trust anybody
else, which makes successful cooperation hard, if not outright impos-
sible. This is a lesson learned by every authoritarian regime in history.
The greater the surveillance and oppression the more corrupted and
dysfunctional the society becomes, which is the reason why such po-
litical systems very predictably collapse.

5.6 Ethical Implications of New Technology

New technology creates ever greater possibilities for more surveil-
lance, which raises ever more troubling ethical questions about the
extent to which surveillance should be used to deal with societal prob-
lems. The issue is that modern society has entered unchartered ter-
ritory with respect to new surveillance capabilities. There are few
precedents and few relevant laws that could provide a clear guidance
to what types and degrees of surveillance should be considered legal
and ethical. Particularly challenging for the regulation of surveillance
technology is that the regulators and the public are often insufficiently
informed about what is or soon will be technologically possible. The
sooner society can make up its mind about to limit the use of surveil-
lance in order to protect privacy, dignity, freedom of speech, and other
individual rights, the better the chances that the technology will be
used responsibly and appropriately.

5.6.1 DNA Sequencing

Surveillance has become more and more intrusive and has even in-
truded our bodies. One of the most controversial surveillance tech-
nologies currently being developed is the use of DNA by the govern-
ment and corporations for a variety of purposes. DNA is contained
in every human cell and everybody constantly leaves traces of DNA
wherever they go in the form of hairs and body cells that are left be-
hind. This makes it possible to genetically identify a human being
with a DNA sample found and to determine that the person was at a
certain location. DNA can also help determine whether two individ-
uals are related for example for a paternity test. Furthermore, DNA
screening makes it possible to determine whether an individual has
certain hereditary diseases or genetic defects. There are great concerns
that secretly or openly collected DNA samples could be used in hiring
decisions or in determining health insurance premiums. Governments
and corporations may in the future demand from individuals to have
monitoring and tracking chips implanted. DARPA is working on an
implantable chip for soldiers and there are already thousands of hu-
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mans, who have been implanted with tracking or identification chips
for various reasons. The risks to privacy and individual autonomy are
enormous: people could even lose their right to decide about matters
concerning their own bodies. In the worst case DNA screening could
be used for eugenics: people with certain genetic defects or makeup
might not be allowed to procreate or might forego other opportuni-
ties. Governments and corporations may use new methods of health
surveillance to force individuals to undergo certain medical treatments
or procedures. In a mild form this is already happening with respect
to increased pressure on individuals to accept vaccinations, which can
also interfere with their overall genetic makeups.

5.6.2 The Implications of ‘Big Data’

The revelations of whistleblower Edward Snowden have sparked a
new debate on the phenomenon of ‘big data,’ which has come to de-
fine most of the ongoing government and corporate surveillance. Big
data most basically means that modern information technology allows
organizations to record, collect, transfer, store, search, and analyze
tremendous amounts of data on individuals. It has been reported that
the NSA was able to get via court order access to the phone records
of 120 million American Verizon customers and that its surveillance
program Boundless Informant was able to collect 97 billion pieces of
information in a 30 day period. The origins of current NSA collec-
tion capabilities lie in a DoD research program titled Total Informa-
tion Awareness (TIA), which was started directly after 9/11. Its pur-
pose was the use of extensive datamining for finding indications of
terrorist activities through the constant and systematic analysis of vast
amounts of data about individuals that could find suspicious patterns.
All kinds of classified and open source data would be put into a single
searchable database, including credit card transactions, tax records,
flights, train trips, hotel bookings, and so on. For example, a group
of individuals from the Middle East taking flight lessons or moving
around the country in a suspicious fashion would have been flagged.
The ethical issue that arises from the predictive analysis of big data
can be summed up as ‘pre-crime’: surveillors may determine based
purely on predictive algorithms that a person fits the profile of a ter-
rorist and might commit a terrorist attack at some point in the future.
The government could then detain the individual, not as a punishment
for a past crime, but in anticipation of a crime that has not even taken
place. This is a very scary and very real possibility considering the
antiterrorism legislation currently in place that would allow for the in-
definite detention of terrorism suspects based on the anticipation of a
future threat. Pre-crime philosophically rejects the idea of individual
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autonomy and sees human behavior as being largely, if not completely
predictable. This could very well become a self-fulfilling prophesy, if
society allows an approach of pre- crime to be implemented.

5.6.3 Drones, Through-Wall X-Rays, and Nanotechnology

Over the last decade the US military greatly expanded its fleet of
drones from about 50 in 2000 to currently over 6,000. While the drones
have been used very effectively in military conflicts overseas their suc-
cess has also resulted in a growth in the domestic usage of drones.
There are numerous applications of domestic drones from monitor-
ing agriculture, environmental degradation, traffic monitoring, law en-
forcement, protecting borders, and even the air delivery of consumer
goods by retailers. While drones can be certainly useful and beneficial
to society in many ways, they have also sparked increased concerns
about privacy. Previously people could enjoy the privacy of their own
backyards and could take a sun bath with the confidence that nobody
would see them. Now people will have to expect that the government,
corporations, or individuals may record their activities in their previ-
ously private spaces from the air. Even more problematic is the use of
micro-drones that could literally look through windows inside houses
from angles not possible without drones. There are currently few legal
protections to stop such invasions into the privacy of the own home.
This is also true with respect to new technology that allows the govern-
ment or anybody with enough cash to afford it to see through walls
with x-rays and penetrating radars, which could be deployed from
an adjacent house, a van, or even from a drone flying above 20,000

feet. Nobody can ever again be sure that they are not watched even
if they are alone at home with doors closed and windows obstructed.
While it might seem unlikely that the government would consider it
necessary to watch all individuals in their homes all the time, it is
definitely not longer beyond the technological capabilities currently
available. So called ‘smart-meters’ are being deployed by major utility
companies that allow these companies and the government to con-
stantly determine what kind of electrical appliances are used. Phones
and computers can be turned into listening devices and phone and
web cams can also be switched on remotely. Somewhat further in the
future are robotic and nanoscale sensors that could be used for sur-
reptitiously search houses. In order to maintain any degree of privacy
there have to be greater restrictions on the use of surveillance tech-
nology. Although it might look like a smart move for the government
to deploy drones and to create backdoors into electronic devices for
hidden surveillance, it is also unethical because this puts everybody at
greater risk of intrusive and abusive surveillance since drone feeds can
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be hacked and backdoors can be exploited by criminals as well.

5.6.4 What Can Be Done?

Surveillance can be conducted ethically within ethical limitations. Al-
though new technology has created many new ethical challenges and
dilemmas, it is also true that there is some consensus that is emerging
with respect the particular issue of data protection and dataveillance.
The Canadian Privacy Commissioner Colin Bennett argues that there is
an international consensus about what constitutes good privacy prac-
tices. He suggests that for an organization to have a privacy friendly
policy:

• “It must be accountable for all personal information in its posses-
sion

• Should identify the purposes for which the information is processed
at or before the time of collection

• Should only collect personal information with the knowledge and
consent of the individual (except under specified circumstances)

• Should limit the collection of personal information to that which is
necessary for pursuing the identified purposes

• Should not use or disclose personal information for purposes other
than those identified, except with the consent of the individual (the
finality principle)

• Should retain information only as long as necessary

• Should ensure that personal information is kept accurate, complete,
and up to date

• Should protect information with appropriate security safeguards

• Should be open about its policies and practices and maintain no
secret information system

• Should allow data subjects access to their personal information with
an ability to amend when necessary”

With some modifications and adjustments these privacy rules can be
applied to many surveillance technologies and practices. They should
form the basis for ethical surveillance.
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5.7 Conclusion

Surveillance is primarily a bureaucratic practice of collecting and man-
aging information that is used for exerting control over an organization
and individuals. With the rise of the nation state and the growth of
government bureaucracies in the 19th century surveillance of the pop-
ulation has dramatically increased. Surveillance can have beneficial
effects on a societal or organizational level, for example it might be
used for purposes of law enforcement, safeguarding public health, or
for protecting national security. Surveillance can also have detrimental
effects to society and an organization. The very existence of surveil-
lance measures indicates and communicates a lack of trust and may
result in a backlash. Surveillance can produce a chilling effect that
undermines free speech and discourages taking the initiative. Secret
surveillance represents a particularly damaging breach of trust, espe-
cially if the target of surveillance feels they are undeserving of this lack
of trust. It is often better to relinquish opportunities of surveillance in
order to build trust and allow for greater individual autonomy. This
can also be risky, but it is preferable to the alternative of extensive
surveillance producing a repressive organizational/ societal culture.
When surveillance is implemented it is very important that it has a le-
gitimate and an identified purpose, that those surveilled are aware of
the surveillance and support the purpose, and that reasonable expec-
tations of privacy are not violated without good reason. Surveillance
needs to be conducted in a manner that fosters accountability. Ethical
surveillance is not a contradiction in terms.

5.8 Review Questions

1. What was Bentham’s Panopticon?

2. What are major characteristics of the practice of surveillance?

3. What is meant by the term ‘dataveillance’?

4. Under what conditions can increased surveillance actually reduce
crime?

5. What are the five categories of privacy?

6. When do surveillance measures risk violating human dignity?

7. Why and how have digital media changed social norms with re-
spect to privacy?

8. What is meant by the chilling effect caused by surveillance?
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9. Do new surveillance technologies create fundamentally new pri-
vacy issues and if so, what kind of?

10. What are good privacy rules for protecting individuals from ex-
cessive surveillance?
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6
Bioethics

6.1 Introduction

Bioethics originated from medical ethics and now includes an ethical
analysis of issues arising from progress in the life sciences, including
medical research, biotechnology (genetic modification of plants and
animals), neuroscience, debates on the boundaries of life (abortion and
euthanasia), and broader issues of health policy. The academic philo-
sophical bioethics debate is so large that it can hardly be covered in
here. Instead the focus will be on applied ethics issues rather than on
theory. This lecture will outline some of the most challenging bioethics
problems as they relate to national security, which includes human
experimentation, biosecurity, human enhancement, and neuroethics.
Biosecurity and human enhancement will become after cybersecurity
the next big debate in the field of security studies and will have great
relevance for security professionals in the 21st century. It is impor-
tant to understand that many of the challenges are novel and that the
ethical debate regarding possible solutions is still ongoing and many
issues are still unresolved. The goal here is to identify some of the
challenges and to discuss some of the possible solutions.

6.2 Human Experimentation

Governments have conducted experiments on humans and even their
populations at large for a long time. This practice did not raise many
concerns until the Second World War when the Nazis and the Japanese
experimented on prisoners and enemy populations on a large scale for
the development of new weapons and equipment. Some human ex-
periments such as the genetic research conducted by Josef Mengele in
Ausschwitz were extremely horrific and resulted in the death and suf-
fering of countless human beings. Japanese medical researchers were
hardly less brutal than the Nazis when they used Chinese prisoners for
perfecting their chemical and biological weapons. After the war these
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war crimes were exposed to the world and some of the war criminals
were prosecuted during the Nuremburg and Tokyo War Crime Tri-
als (1945- 48). The trials resulted in an international code, called the
Nuremburg Code that restricts the use of human experiments. The
bottom line of the Nuremburg Code is that any human experimenta-
tion requires the informed consent of those experimented on.

6.2.1 Human Experimentation in the U.S.

Unfortunately, the beginning Cold War created a sentiment in the
United States and in other Western countries that national security eth-
ically controversial human experiments needed to be carried out even
without informed consent. Many of these experiments were conducted
under great secrecy and sometimes the US government used unwit-
ting test subjects drawn from vulnerable segments of the population,
namely soldiers, prisoners, and the poor. A particularly infamous case
of human experimentation on unwitting subjects by American medi-
cal doctors actually predating the Cold War was the so-called Tuskegee
study, which began in 1932 and ran over 40 years. 399 black people
from Tuskegee, Alabama diagnosed with Syphilis were not given any
treatment in order to see how the disease would run its course. In the
1940s the Atomic Energy Commission deliberately exposed thousands
of Americans to radiation in order to study the effects of radiation on
humans. This research also continued into the 1970s. The US gov-
ernment also conducted chemical and biological warfare experiments
on the population in the 1950s and 1960s. For example, the US Navy
sprayed bacteria from ships on San Francisco, which resulted in sev-
eral people becoming ill. In 1955 the CIA spread a flu virus in Florida,
which resulted in a slightly higher death rate from flu for that year.
In 1966 the US Army sprayed bacteria in the New York subway sys-
tem to determine how rapidly the bacteria would spread, eventually
infecting a million people. One of the biggest ethical transgressions
committed by the US intelligence community on the American public
occurred in the context of the CIA mind control research. Under the
umbrella of MK UKTRA the CIA managed 149 mind control projects,
carried out at 80 research institutions in three countries (US, UK, and
Canada), involving tens of thousands of perpetrators and victims. Al-
though the experiments did not reach the cruelty of Nazi and Japanese
medical research with human subjects, they were clearly unethical and
illegal, as many of the victims never consented to the experiments and
as many of them had their lives ruined. To give an idea of what the
experiments entailed:

• Soldiers and other unwitting subjects were given ‘surprise doses’
of LSD, some of whom never recovered from it and never regained
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their sanity;

• Over 7,000 soldiers were given a cocktail of sometimes over a hun-
dred different chemical and biological agents in chemical and bio-
logical warfare experimentation;

• Dr Ewen Cameron kept some subjects in an artificial coma for weeks
where they were exposed to recorded messages that were constantly
running, a technique he called ‘psychic driving’;

• Some subjects received brain implants that would electrically stim-
ulate certain parts of the brain; item Some subjects were intensely
traumatized or kept in isolation for extended periods of time or
were subjected to ‘extreme deprivation’ (food, water, sleep, sensory
stimuli) for days.

In the wake of the Watergate scandal DCI Richard Helms discontinued
MK ULTRA and related programs and had much of the documentation
destroyed in order to prevent public disclosure. In the end, Congres-
sional investigation brought to light many of the abuses committed by
the CIA’s psychiatrists and there was a lot of damaging public outrage
that made this kind of large scale human experimentation much more
difficult. However, the view taken by the CIA was that the Nuremburg
Code only applied to war criminals and not to legitimate experimenta-
tion properly authorized by the government. Below are the provisions
of the Nuremburg Code, which still cited as an important source of
international law, which should also bind the US government.

6.2.2 The Nuremburg Code

1. The voluntary consent of the human subject is absolutely essen-
tial. This means that the person involved should have legal capac-
ity to give consent; should be so situated as to be able to exercise
free power of choice, without the intervention of any element of
force, fraud, deceit, duress, over-reaching, or other ulterior form of
constraint or coercion; and should have sufficient knowledge and
comprehension of the elements of the subject matter involved as
to enable him/her to make an understanding and enlightened de-
cision. This latter element requires that before the acceptance of
an affirmative decision by the experimental subject there should be
made known to him the nature, duration, and purpose of the ex-
periment; the method and means by which it is to be conducted;
all inconveniences and hazards reasonable to be expected; and the
effects upon his health or person which may possibly come from
his participation in the experiment. The duty and responsibility for
ascertaining the quality of the consent rests upon each individual
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who initiates, directs or engages in the experiment. It is a personal
duty and responsibility which may not be delegated to another with
impunity.

2. The experiment should be such as to yield fruitful results for the
good of society, unprocurable by other methods or means of study,
and not random and unnecessary in nature.

3. The experiment should be so designed and based on the results
of animal experimentation and a knowledge of the natural history
of the disease or other problem under study that the anticipated
results will justify the performance of the experiment.

4. The experiment should be so conducted as to avoid all unnecessary
physical and mental suffering and injury.

5. No experiment should be conducted where there is a prior reason
to believe that death or disabling injury will occur; except, perhaps,
in those experiments where the experimental physicians also serve
as subjects.

6. The degree of risk to be taken should never exceed that determined
by the humanitarian importance of the problem to be solved by the
experiment.

7. Proper preparations should be made and adequate facilities pro-
vided to protect the experimental subject against even remote pos-
sibilities of injury, disability, or death.

8. The experiment should be conducted only by scientifically qualified
persons. The highest degree of skill and care should be required
through all stages of the experiment of those who conduct or engage
in the experiment.

9. During the course of the experiment the human subject should be at
liberty to bring the experiment to an end if he has reached the phys-
ical or mental state where continuation of the experiment seems to
him to be impossible.

10. During the course of the experiment the scientist in charge must
be prepared to terminate the experiment at any stage, if he has
probable cause to believe, in the exercise of the good faith, superior
skill and careful judgment required of him that a continuation of
the experiment is likely to result in injury, disability, or death to the
experimental subject.11 Trials of War Criminals before the

Nuremberg Military Tribunals under
Control Council Law No. 10, Vol. 2, pp.
181–182. Washington, D.C.: U.S. Gov-
ernment Printing Office, 1949.
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6.2.3 Human Experimentation in the US since the 1970s

Although human experimentation for national security needs has been
tainted with the stigmas of Second World War and Cold War abuses, it
has not stopped entirely. However, Congress has put many restrictions
and safeguards on human experimentation since the 1970s to protect
the rights of test subjects. In 1974 Congress passed the National Re-
search Act that established the National Commission for the Protec-
tion of Human Subjects of Biomedical and Behavioral Research, which
existed between 1974 and 1978. The Commission recommended the
establishment of Internal Review Boards (‘IRBs’) that review research
involving human subjects. Whenever the government plans to con-
duct human experimentation an IRB has to review the research project
and needs to approve it before it can be carried out. Typically, the IRB
will do some cost-benefit analysis calculation in order to determine
whether the benefits outweigh the risks resulting from the research.
It can also require modifications to the research. IRBs are most com-
monly used for health related research, such as clinical trials of new
drugs or food products. Unfortunately, there are far less protections
with respect to human experimentation that relates to national secu-
rity. With respect to research deemed necessary for national security
the US government can legally conduct experiments on involuntary
subjects. In such cases the government can waive IRB review and in-
formed consent for classified research programs. It is true that there
are continuing concerns about biological and chemical terrorism and
that there are new types of nonlethal weapons under development,
all of which would require some human testing. Animal experiments
and computer modelling can certainly reduce the need for human ex-
perimentation, but they are unlikely to completely replace human ex-
periments. Sometimes, for experiments to be meaningful they indeed
require that subjects are not fully informed or they sometimes need to
be carried out on larger parts of the population. The US government
has not been completely transparent with respect to the human exper-
iments that they still consider necessary for national security. In an
early effort to improve government transparency President Obama ap-
pointed a Presidential Commission for the Study of Bioethical Issues in
2009, which did a specific investigation and report on the controversial
issue of human experimentation. The new commission has made some
suggestions on how to better protect human subjects and emphasized
that human subjects should be compensated, including those who are
victims of past abuses. Another recommendation was that the results
of the research should be published. While these recommendations
are reasonable and well-meaning, they fail to sufficiently take into ac-
count the great secrecy under which some national security related re-
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search is conducted, which makes it hard for the government to even
acknowledge the research – a necessity for compensating involuntary
subjects – far less to publish any of it.

6.3 Ethical Dilemmas of Disease Control and Bioterrorism

Disease have always been a scourge to humanity and in earlier times
have contributed to the collapse or near collapse of entire societies.
The plague that spread in the 14th century across Europe killed al-
most a third of Europe’s population and sometimes wiped out whole
communities. The arrival and settlement of the Europeans in the new
world in the 16th century was even more disastrous for the indigenous
populations, as the Europeans brought germs for which their immune
systems were unprepared. It has been estimated that 20 million in-
digenous people died from smallpox within years of the Spanish inva-
sion of Mexico in the early 16th century. In later years the Europeans
would use diseases and germs for deliberate biological warfare against
the natives. As medicine advanced in the 19th century with discovery
of bacteria, it also developed some powerful tools for containing con-
tagious diseases, namely hygiene and later vaccines and systematic
health monitoring. However, biosecurity, or the systematic effort of
protecting society against the spread of disease is not without its ethi-
cal challenges and dilemmas. Measures taken for the protection of the
health of society often collide with concerns for individual rights and
health. Developing some sort of balance has up to now proven to be
very difficult.

6.3.1 The Threat of Epidemics and Bioterrorism

Despite substantial medical breakthroughs such as the development of
vaccines and the discovery of antibiotics, humanity is still at risk from
numerous persistent contagious diseases that continue to kill people
by the millions. This includes AIDS, Hepatitis A, Malaria, Tuberculo-
sis and Influenza. The Spanish flu outbreak in 1918-19 killed over 40

million people. Disease agents can mutate into unknown forms, which
makes it difficult to diagnose and treat them. In today’s world in which
virtually every part of the globe can be reached within a day or two
and which millions of people travel far distances, diseases can spread
from one continent to another at an unprecedented speed. For exam-
ple, it is believed that HIV that causes AIDS originated from Central
Africa and that it was disease that only infected apes until it mutated
and was somehow transmitted to humans. In the late 1960s HIV ar-
rived in the US (although it was first recognized by the CDC in 1981)
and has since spread to practically every part of the world. In 2012
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over 35 million people were living with HIV. After 40 years of research
there is still no effective vaccine or cure for HIV/ AIDS. Apart from
the naturally occurring diseases there is also a growing concern over
bioterrorism, which are deliberate attempts to spread a disease in the
pursuit of a political objective. There have been a few attempts by non-
state actors to use biological agents, but they were minor and not very
successful. The Japanese Aum Shinrikyo sect sprayed anthrax in the
streets of Tokyo and tried to acquire hemorrhagic fevers, but was not
successful in carrying out a bioterrorism attack. In 2001 a few letters
laced with anthrax were sent in the US, which killed five people and
infected 17 others. Typically nonstate actors have neither the resources,
nor the interest in developing or using bioweapons, which extremely
difficult to handle and very uncertain in the effects they produce. But
state actors do have the resources, know-how, and possibly the moti-
vation to successfully conduct bioterrorism attacks that result in mass
casualties. The Soviet Union infamously had prepared bioweapons at-
tacks against the West in the event of war, distributing disease agents
to embassies abroad, which would have released them in public places.
Other so-called rogue states may have secret bioweapons and may use
bioweapons if they feel cornered by an adversary. With the possibility
that new disease agents could be genetically engineered to be more
contagious, more lethal, or to target specific ethnicities, the threat of
bioterrorism becomes a lot more serious. One can also not rule out that
a mere accident could result in the release of a bioweapon or danger-
ous disease agent. An accidental release of anthrax killed hundreds of
people in Sverdlovsk in the Soviet Union in 1979. Worldwide there are
hundreds of civilian research labs that work with highly contagious
disease agents. It is quite conceivable that a disease agent escapes by
chance. In any case, governments have little choice but to prepare for
worst case scenarios with respect to biological threats. One of these
preparations are vaccination programs.

6.3.2 The Ethical Dilemma of Vaccination

The issues regarding the science and ethics of vaccinations are very
complex and there are at the moment no definitive answers in sight.
The main scientific idea behind vaccination is to isolate a less dan-
gerous disease strain and then inject it into a person, whose immune
system will respond by developing antibodies. When the person gets
exposed to the dangerous disease strains the body already has the an-
tibodies to more successfully fight the disease. In theory, contagious
can be quickly contained and even eradicated by vaccinating affected
or vulnerable segments of the population. If everybody was vaccinated
against every disease than no disease could ever spread again.
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While several vaccination programs have been credited with erad-
icating or diminishing certain dangerous contagious diseases such as
polio and smallpox, there are still many controversies regarding the
overall success and the risks of vaccination. First, vaccination delivers
a shock to the immune system that can weaken it to withstand other
types of diseases. In the situation of an ongoing pandemic vaccination
can actually increase an individual’s chances of contracting the disease
since the own immune system is at least temporarily weakened. This
is the reason why so many people who take the flu shot during the flu
season will end up getting the flu. Vaccines have few benefits for the
very young and the old since their immune systems are already much
weaker.

Vaccines also contain various additives for increasing their shelf-
lives, which can have side effects on some people, such as life threat-
ening allergic reactions. There is always the risk, however small, that
somebody taking a vaccine will experience serious side effects, includ-
ing death. Sometimes vaccination programs can do more damage than
allowing diseases to run their natural course. Experimental vaccines
can be also very dangerous. For example, in 1942 the US Army devel-
oped an experimental yellow fever vaccine for fear that the Japanese
may use yellow fever as a biological weapon. 330,000 US troops were
injected with the yellow fever vaccine, which resulted in 51,000 troops
getting hospitalized with jaundice as the vaccines were contaminated
with live hepatitis B virus. For this reason there is a big ethical ques-
tion whether a government should push vaccination onto soldiers or
even the general population.

One particular case that very well illustrates the ethical dilemma of
vaccination was the Pentagon’s effort to develop an anthrax vaccine in
the 1980s. The development of an anthrax vaccine was highly desir-
able since anthrax is the one biological weapon that is most likely used
in a biological warfare scenario since it is relatively easy to handle and
more controllable than other biological agents. The problem is that
it is far too dangerous to inject a live anthrax strain into the human
body, so it needs to be a non-living anthrax strain. It turned out to
be very difficult to develop an effective anthrax vaccine, so the Army
decided to add an oil called squalene to make the vaccine more effec-
tive. However, the newly created anthrax vaccine was not sufficiently
tested. When the US military was confronted with an enemy in 1991

who had biological weapons and was likely to use them, the military
felt they had to immunize over 500,000 troops deployed in the Gulf re-
gion using an untested vaccine. The result of it was the so-called ‘Gulf
War Syndrome,’ which affected 250,000 soldiers in the aftermath of the
war. The soldiers experienced a variety of symptoms such as rashes,
fatigue, muscle pain, and chronic illness. Although it has never been
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conclusively determined what exactly caused the Gulf War Syndrome,
there is evidence that the experimental anthrax vaccine in a major way
contributed to the calamity.

While it is understandable that the military decided to take the risk
of administering an untested vaccine to soldiers before a war, it would
be unethical to force a vaccination with an untested vaccine on a pop-
ulation in the case of a bioweapons attack with a new type of disease
agent. Furthermore, it would be impractical and probably impossi-
ble for the government to produce enough doses of vaccines quickly
enough. Storing vaccines for various diseases for the entire population
would be prohibitively expensive because of short shelf-lives. There is
also the ethical issue of who should receive vaccination and medical
attention first in a likely scenario that resources and medical support
will be severely limited in the case of a major pandemic. As a re-
sult, vaccination can at best be a part of the answer to the growing
biothreats of the future.

6.3.3 Disease Control Measures and Civil Liberties

Disease control measures raise some troubling questions with respect
to how to balance national security against civil liberties. First of all,
there is the need of constant and pervasive health monitoring in or-
der to detect disease outbreaks very early so that they can be con-
tained before they spread to a larger segment of the population. This
could result in medical discrimination as the sick need to be identified,
tracked, and possibly separated from the healthy. Medical discrimina-
tion could also mean that the sick may not receive treatment for fear
that they could infect other patients. The sick may need to be quar-
antined against their will, which is an ethical dilemma by itself, as
it violates individual rights. One could easily imagine a serious dis-
ease outbreak that could necessitate to quarantine a large number of
people in camps since hospitals would generally lack the capacity to
deal with an unusually high number of patients. Curfews may have
to be imposed on the population to prevent a further spread of the
disease. As shown in the 1994 movie Outbreak decision-makers might
have to consider to wipe out an entire town in order to save the na-
tion. There are no definitive answers to how far a government can and
should go to protect society against biothreats. However, it is clear that
it would be extremely difficult for democratic states to act decisively
to respond to a disease outbreak. The best chances for containing a
highly contagious disease are always in the very early stages, which
would require some heavy-handed actions such as quarantines and
possibly forced vaccinations. At the same time, in the early stages of
the outbreak it would be hard to get any democratic consensus about
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measures that violate individual rights since there is not yet any se-
rious impact to be felt. A population suspicious of the motivation of
the government may not support drastic approaches. By the time the
serious impact is felt that would allow for more radical measures to be
taken, it might already be too late to do anything about the disease. As
a result, there is only some utilitarian calculation that one can use for
determining whether or not a disease outbreak justifies certain disease
control measures. In the end risks of taking these actions have to be
carefully balanced against risks of not taking these actions.

6.4 Ethics of Human Enhancement (Super Soldiers)

Throughout the history of warfare there has been one thing that has
remained fairly constant: the physical and mental capabilities of the
‘warfighters.’ Human soldiers in average can only carry a maximum
of 40 kg and march a maximum of about 30 miles a day. They get tired
and need periodic rest. They are affected by the mental demands of
war (stress, fear, exhaustion) and may suffer from posttraumatic stress.
Overall the physical and mental demands on today’s Army Rangers
are not unlike the demands put on ancient Greek warriors. All of this
could be changing very substantially in the future because of technolo-
gies that enable the improvement of human performance even beyond
the natural limitations of the human species. The Pentagon expects
that human enhancement could make a substantial difference in future
wars and has therefore invested heavily in relevant technology fields,
namely in robotics, biotechnology, nanotechnology, and neuroscience.
Human enhancement in the sense of species- altering improvement of
human abilities raises some very fundamental philosophical and the-
ological questions. Should man be modified to exceed his natural and
God-given limitations? Would the potential benefits outweigh the po-
tential risks? If we want to modify or enhance the human species in
what ways should we do it? Are there modifications that are inher-
ently unethical (e.g. the splicing of human and animal DNA)? In any
case, biotechnology and robotics have created the possibility of not
only better repairing or healing humans, but of improving the human
body and mind. One way or the other humanity will have to come to
terms with the possibilities of a rapidly developing technology. It will
be difficult for military organizations to resist the temptation of hu-
man enhancement since the benefits could be great as are the risks if
adversaries manage to leverage it. Not surprisingly, there are already
substantial efforts in the national security domain to technologically
upgrade humans for performance enhancement.
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6.4.1 DARPA’s Super Soldier Programs

DARPA has worked intensively on human enhancement since the 1980s.
Its first major program for technologically upgrading the system ‘in-
fantry soldier’ was called Land Warrior System and was essentially a
ruggedized computer that the soldiers carried on their backs combined
with a variety of other technical components such as helmet mounted
night vision and head-up-display, a digital communications system,
and a camera on top of the rifle, which enabled the soldier to shoot
around corners. The Land Warrior System was eventually scrapped
as it proved to be too heavy, too expensive, and too unpractical. In
the early 2000s DARPA was working on the Objective Force Warrior
system, which was an updated version of the Land Warrior plus some
new features such as a robotic exoskeleton for improved mobility. The
latest effort of DARPA to make soldiers stronger and improve their
endurance is called Warrior Web, which is a robotic undersuit that
augments human muscles. The suit has sensors that control the distri-
bution of weight that the soldier carries and that can inject energy to
make it easier for soldiers to move with 100 pound backpacks. DARPA
has already successfully tested a couple of exoskeleton designs that en-
able soldiers to carry and lift substantially more weight than without
the exoskeletons. One factor that is still holding back deployment is
the problem of finding a suitable energy source for powering the suits.
If they run out of power within hours they would have little usefulness
for combat missions that require soldiers to remain days or weeks in
the field. Future versions might be Ironman style fully armored robotic
suits that could enable soldiers to jump or fly short distances. More
controversial and ethically more problematic than robotic exoskeletons
are DARPA’s efforts to pharmacologically enhance its soldiers.

6.4.2 Pharmacological Performance Enhancement

Warriors have harnessed the powers of drugs since ancient times. For
example, the Norse warriors called berserkers were known for fighting
in a trancelike fury that made them almost invincible as they seemed
to feel no pain or would not retreat from a battle. This is the reason for
the expression of ‘going berserk.’ It is believed that the berserkers got
themselves in a rage before battle using a hallucinogenic drug, such
as the mushroom amanita muscaria. In more modern times military
organizations have given drugs to their soldiers in the hope of thereby
making them better fighters, better able to endure the extreme de-
mands of war. In 1938 a German company produced an amphetamine
based drug with the name Pervitin. When the war broke out one year
later the drug was widely distributed to German combat troops for
waging ‘blitzkrieg’ against France and other countries. The main pur-
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pose of the drug was to keep the troops awake and alert for extended
periods of time. The Germans even put the amphetamines in choco-
late called ‘Fliegerschokolade’ (‘flyer’s chocolate) and Panzerschoko-
lade (tanker’s chocolate) to make them more appealing to the soldiers.
In particular the war on the eastern front was largely a war powered by
drugs, as the German soldiers had to cope with the extreme conditions
of the Russian winter. The German high command developed a drug
cocktail for the eastern campaign that was meant to give soldiers ad-
ditional strength, endurance, and self-esteem. Tests on concentration
camp inmates showed great promise, as the prisoners could be made
to march 90 km a day after taking the new drug called D-IX. How-
ever, the war ended before the drug could be mass produced. The
allies and Japan also regularly issued amphetamines to some of their
soldiers, in particular to air crews. Despite some positive effects, there
were also obvious downsides to handing out amphetamines to soldiers
en masse: it fuelled drug addiction, caused recklessness, and created
problems with discipline. Regardless, the American military contin-
ued to investigate the use of drugs for boosting the combat readi-
ness and performance of their soldiers. During the recent Iraq and
Afghanistan wars many soldiers were prescribed Dexedrine, an am-
phetamine based stimulant also known as ‘go pills’. This fact received
public attention when two F- 16s mistakenly attacked a Canadian unit,
killing four. The pilots’ legal defense was that they had been pressured
into taking Dexedrine before the mission, which had impaired their
judgment. There is no doubt that many drugs are widely available
in the US military on the basis of prescription. Military psychiatrists
have been strongly criticized for handing out psychotropic drugs such
as antidepressants and antipsychotics to troops like candy. Over 80

percent of soldiers diagnosed with PTSD are prescribed psychotropic
drugs. In 2009 US soldiers received a total of 3.9 million prescriptions
for narcotic medicines, which paints a bleak picture with respect to
epidemic of PTSD and widespread addiction to narcotics. Whatever
these drugs are doing they do not seem to be particularly beneficial
for the mental and physical of soldiers and veterans. Suicide rates
for active troops are higher than the combat deaths for these wars
and veterans are committing suicide at the incredible rate of 22 a day
(!). These figures alone should be enough for questioning the wis-
dom and the ethics of making psychotropic drugs so easily available
to soldiers. If statistics about the occurrence of PTSD with respect to
the Iraq and Afghanistan wars are correct, then these wars have been
substantially more stressful and traumatizing then other wars the US
military fought. PTSD rates are as high as 20 percent of all veterans
who were deployed in Iraq and as high as 11 percent of all who were
deployed in Afghanistan. The government has an ethical responsibil-
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ity towards its soldiers and veterans should take better care of them.
Unfortunately, soldiers are an easy target group for testing new types
of drugs and experimental medical procedures as they can be ordered
to take part in them. There is little reason to believe that soldiers will
also be amongst the first on which brain implants and new techniques
of electrical brain stimulation will be tested.

6.4.3 Cyborg Ethics

It is already conventional wisdom that humans are increasingly be-
coming cyborgs or beings, who are more intimately merging with their
technology. We already carry an impressive amount of technology
around that we use on a daily basis such as computers, digital players,
and smart phones. The next step is to actually implant devices into
our bodies and to possibly replace biological limbs and senses with
artificial prostheses that are in some way superior. Currently implants
and prostheses are still simply restoring an ability lost, but future im-
plants may very well result in an enhancement of previous abilities. It
is certainly unlikely that individuals would chose to have a perfectly
well functioning limb replaced with a robotic limb, no matter how su-
perior the robotic limb would be. At the same time, if a limb was
lost in some accident most people would consider it a blessing to have
the limb replaced with an artificial one. Many American soldiers have
lost limbs in the wars in Iraq and Afghanistan. Normally they would
have been discharged from service on grounds of disability. However,
some of them were given the option to receive an expensive high-tech
prosthesis and to go back into the field. In the future some soldiers
might be willing to receive implants and prostheses that enhance their
senses, such as cochlea implants that allow them to hear better and
to filter out background noises or retinal implants that enable them to
see at night or to have computerized information projected in front of
their eyes. Other than robotic suits and other equipment carried by
soldiers, implants and prostheses effectively become part of an indi-
vidual’s body and cannot be easily removed. Since the military may
invest a lot of money in restoring or upgrading a soldier’s body there
is the question whether the thereby modified soldier would still have
a right to leave service prematurely. The high-tech prosthetic limbs
given to some soldiers are worth several hundred thousand dollars
and modified soldiers may not be able repay the military if they de-
cided to leave. In other words, the technological capability of restoring
lost limbs and senses comes likely at the price of reducing an individ-
ual’s freedom of choice with respect to choosing the own profession.
Permanently enhanced or modified humans may be considered as a
threat by others and/ or become subjected to restrictions in their au-
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tonomy and freedom. In any case, there is a serious issue with respect
to equality and equal opportunities that arises from the cyborgization
of some humans opposed to others, who prefer not to receive implants
or who could simply not afford to receive implants.

6.4.4 Human Genetic Engineering

The decoding of the human genome makes it in theory possible to
identify humans with desirable genetic features. It could be possible
to find a gene that indicates bravery or capacity for violence and to
screen out job candidates, who do not have it. In the long run humans
could be genetically engineered to have specific desirable features. It
could even be possible to create entirely new species of humans with
abilities that far exceed the limitations of normal humans or with abil-
ities that normal humans lack. In the 1990s scientists were able to
perform ‘gene doping’ on mice, genetically equipping them with a
large increased muscle growth and strength. From there it is not too
far to ‘designer babies,’ who can be engineered to have a variety of
desirable genetic characteristics. Engineered humans could be cloned,
which means producing genetically identical copies of humans. Hu-
man DNA might be spliced with animal DNA, which can result in giv-
ing the engineered humans abilities not present in the human species.
For example, humans DNA may be spliced with gorilla DNA, creat-
ing a new chimera species that could have eight times the strength of
average humans. Or cat DNA might be incorporated in human DNA
to give soldiers an improved ability to see at night. There may be few
limitations other than imagination as to what kind of chimeras could
be genetically created in a lab. At the moment, there are no public
research projects that aim to create human-animal hybrids, but it may
only be a matter of time before somebody tries. The technological ca-
pabilities do certainly exist or will exist in the foreseeable future, as sci-
entists have already engineered new animal species by splicing DNA
from different species. There is a whole new branch of science that is
called synthetic biology that is focused on altering species characteris-
tics and on creating new species by recombining DNA. In some exper-
iments parts of human DNA have also been used. Of course there are
huge ethical concerns about using human DNA in synthetic biology,
but some bioethicists do suggest that it is not only ethically permissi-
ble to do so, but that it would be an ethical duty to aim for the genetic
improvement of the human species for the benefit of mankind. Sooner
or later it may happen and it may lead us down a path of genetically
supersoldiers, who are man- gorilla hybrids or similar cross-species
chimeras. Human genetic engineering creates even greater and more
fundamental ethical concerns than the cyborgization of humans, as it
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makes it very difficult to determine what it means to be human and
who should be considered human or not human. Should a human-
gorilla hybrid have human rights? Under what circumstances would
a human-animal hybrid be treated as a moral agent?

6.4.5 Transhumanism and the Dangers and Possible Illegality of Su-
per Soldiers

Since the 1990s there has been a broad academic debate on transhu-
manism or the goal of technologically improving or transcending the
human species. The promise is better health, greater mental and phys-
ical abilities, and substantially longer lives. While this sounds alluring
to most people, there are growing ethical concerns about the social
and political implications of creating new types of humans, which will
most likely be spearheaded by the military’s desire to create better sol-
diers. Eventually, human enhancement technology will reach society
at large. However, most likely people will not be improved across the
board and they will not be all improved in the same way, but they
will be shaped according to specific roles or job requirements. This
has consequences with respect to individual freedom and autonomy.
This could lead to a highly stratified and highly hierarchical society, as
it was described extremely well in Aldous Huxley’s classic Brave New
World. Some parts may find transhumanism to be a dangerous ideol-
ogy that would ultimately lead into serfdom or slavery for the lower
strata of society, who would have zero social mobility since they lack
the superior genetic characteristics and the superior abilities of the up-
per strata. For example, George Annas, Lori Andrews, and Rosario
Isai argue in an article in the American Journal of Law and Medicine that:

The new species, or ‘posthuman,’ will likely view the old ‘normal’ hu-
mans as inferior, even savages, and fit for slavery or slaughter. The nor-
mal, on the other hand, may see the posthumans as a threat and if they
can, may engage in a preemptive strike by killing the posthumans before
they themselves are killed or enslaved by them. It is ultimately this pre-
dictable potential for genocide that makes species-altering experiments
potential weapons of mass destruction, and makes the unaccountable
genetic engineer a potential bioterrorist.

For these reasons it may be best to preventively ban human genetic
engineering and to create an effective monitoring and control regime
that watches that no government or private entity goes ahead with a
major modification of the human species. Some supersoldier modifi-
cations may already be illegal and no research with respect to these
modifications should be undertaken. In an article in The Atlantic ethi-
cist Patrick Lin has argued that certain forms of human enhancement
could violate existing international law such as the Geneva Conven-
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tions. For example, if the soldiers were modified in a way that im-
paired their moral judgment, then it would turn them effectively into
indiscriminate and thus illegal weapons. Human genetic engineering
for the creation of supersoldiers may also be illegal under the Bio-
logical and Toxin Weapons Convention, which outlaws all kinds of
biological weapons. Lin also points at the so-called ‘Martens clause’
in the Hague Conventions, which says that warfaring governments are
subject to ‘the laws of humanity’ and the ‘requirements of public con-
science.’

6.5 Neuroethics

The last section of the lecture deals with recent advances in neuro-
science and certain applications of neuroscience in connection to na-
tional security. Neuroscience is one of the fastest growing branches of
science and it receives billions of dollars a year in research funding.
There is a concerted effort to unravel the mysteries of the brain in or-
der to find the cure of neurodegenerative diseases such as Alzheimer’s
and dementia that affect millions of people. However, there is also an
attempt to leverage neuroscience for national security, for example to
assist with interrogations, to create brain-computer interfaces, and to
develop mind control technologies.

6.5.1 Neuroimaging and Interrogation

Technology for reading thoughts might sound like science fiction or to
be well out of reach of science in our lifetimes, but surprisingly it is not.
There are major scientific efforts undertaken to decode the brain and to
ultimately decipher thoughts. There are already new brain scanning
technologies like magnetoencephalography (MEG) that can measure
magnetic fields in the brain and it can detect specific responses to spe-
cific stimuli. For example, it can now be easily determined whether
somebody remembers a particular stimulus or whether the stimulus
is new to the brain, a technique that is called ‘brain fingerprinting.’ It
uses Electroencephalography (EEG) to measure variations in voltage
at the frontal lobes of the head. When a brain remembers a partic-
ular piece of information it sends a so-called P-300 wave that cannot
be controlled by will and that can be picked up by the EEG. Neu-
roimaging and brain fingerprinting can be used in interrogations to
determine whether somebody speaks the truth or whether somebody
has a recollection of a particular information or event. Indeed, brain-
scans and brain fingerprinting has been already admitted as evidence
in trials. According to well renowned physicist Michio Kaku it will
eventually become possible to read thoughts and to access our mem-
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ory and dreams. This raises the fundamental question to what extent
our thoughts will and should remain private and under what circum-
stances the government or corporations could be allowed to access the
minds of people. It is already the case that people can no longer as-
sume complete privacy of their communications as governments and
corporations automatically monitor them and easily can get access to
them if they feel it is warranted. Now they may even get access to our
thoughts, which could enable them to check whether our thinking is
in some ways dangerous or inappropriate and they may take actions
based on such invasions of the privacy of the mind. People may not
get jobs or may be denied privileges because they hold the wrong be-
liefs, or they may be detained because their thinking indicates that they
would be a threat to society. This is highly problematic since Western
legal tradition has taken the view that nobody should punished for
mere thoughts or beliefs. The development of a mind reading capa-
bility becomes even more likely because of brain- computer interface
technology currently under development.

6.5.2 Brain-Computer Interfaces

DARPA has been investigating a brain-machine interface since the
1980s in order to enable jet pilots to control their plane and weapons
by thought. Although thought- controlled weapons have not yet been
fielded they are very close to reality as scientists have made great
progress in decoding the brain over the last decade or so. Current
brainscanning methods can already determine yes/no decisions and
there is even a gaming device that allows controlling certain game
functions by thought. It is foreseeable that humans will eventually
be equipped with brain implants that enable them to better control
computers and other machines by thought. Google’s Eric Schmitt has
recently predicted that within ten years Google will have developed
a brain implant that allows their customers to make phone calls, surf
the Internet, and retrieve information by the power of thought. While
brain implants seem to be just the next logical step from smart phones
and Google Glass to a technology more intimately connected to the
user, it also represents a qualitative leap from technology as a tool to
technology that becomes an integral part of oneself, potentially even
substantially altering the own personality and abilities. Since the in-
formation flow would go two ways from the brain to the computer
and from the computer to the brain it would open individuals with a
brain-computer interface to the possibility of external mind manipula-
tion and even mind control.
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6.5.3 Brain Stimulation and Mind Control

Researchers have looked at brain stimulation and brain implants also
in terms of therapeutic applications and cognitive enhancement. The
electromagnetic stimulation of the brain shows great promise in this
respect. For example, there is an invasive technique known as ‘deep
brain stimulation’ (DBS) in which the patient receives a brain implant
that sends electrical impulses into specific regions of the brain. DBS
is used for treating Parkinson’s disease, PTSD, and chronic pain. A
particular noninvasive technique is known as transcranial magnetic
stimulation (TMS). It is essentially a helmet that produces strong elec-
tromagnetic fields to activate particular brain regions. TMS is used to
cure PTSD and depression, but it can also be used for enhancing cog-
nitive abilities in humans. Another method is known as transcranial
direct current stimulation (tdcs), which can improve alertness, con-
centration, and learning. A study at Oxford University has shown
that tdcs can significantly improve the math skills of students. There
is even already a freely available commercial tdcs device marketed
for computer gamers to keep them concentrated for longer periods of
time. Needless to say, the military is also very interested in using var-
ious forms of brain stimulation for performance enhancement and for
therapeutic applications. While these new techniques may have fewer
side effects than the drugs currently used by the military there are
also great ethical concerns about the military’s efforts to manipulate
the minds of soldiers.

• First of all, there is the issue that brain stimulation is not very well
researched and tested since it is fairly new. This means that for
the first generation of brain stimulation devices will be tested on
soldiers, who may suffer from unanticipated side effects.

• Brain stimulation could be used for suppressing natural emotional
responses to stress of combat thereby also reducing the ability of
soldiers to feel empathy with the enemy or to feel remorse – it could
thus impair their natural ability to make moral judgments.

• Brain stimulation and brain implants could severely affect the per-
sonality in ways that the individual would not have consciously
chosen, for example the enhancement of certain cognitive abilities
may result in the decline of other abilities or aspects of the person-
ality.

• Finally, can soldiers or other security personnel be forced to un-
dergo brain stimulation or accept permanent brain implants if they
alter their personality or carry other unknown risks?
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In the worst case brain implants could enable others to take complete
control over an individual and to program the individual like a robot.
This complete negation of free will and autonomy clearly goes against
the principle of human dignity and there are few contexts in which
it would seem justified to roboticize a human being in this way. Our
growing ability to intrude into the brain for monitoring, enhancing, or
altering human brains and minds raises some very troubling ethical
questions about the right of an individual to protect their freedom of
thought, their freedom of will, and their particular individual person-
ality. The applications of neuroscience to national security are fraught
with ethical dilemmas regarding privacy, the integrity of the personal-
ity, and individual autonomy and freedom.

6.6 Conclusion

The bioethics debate will play an enormously important role with re-
spect to the ethics of national security in the 21st century. Govern-
ments will continue to conduct experiments on humans and on society
at large because rapid technological progress will continue to create a
plethora of new dangers and opportunities in the biotech field. One of
the greatest challenges will be the threats of epidemics and bioterror-
ism, which can result in ethically questionable responses. Biosecurity
brings up the question of how to use vaccination and other disease
control measures that possible infringe on civil liberties. Equally im-
portant are the efforts of military organizations around the world to
create Super Soldiers as some sort of new form of biological weapon.
There is widespread agreement by ethicists that certain forms of hu-
man enhancement create some serious long-term dangers to humanity
as such. While some ethicists argue that we should push ahead exactly
because so much is at stake, others argue that there should be strong
limitations to human modification and enhancement. Finally, neuro-
science is about to decode the brain and intrudes into the privacy of
our minds. Common sense suggests that such intrusions could only
be acceptable in very specific circumstances. The external alteration of
a personality without the informed consent of the person seems even
less ethically justifiable.

6.7 Review Questions

1. What is the ‘Nuremburg Code’ and to what extent is it still relevant
today?

2. What kind of ethically problematic human experimentation did the
US government carry out on different ethnic communities?
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3. What are the current legal limitations to research involving human
test subjects in the US and are they adequate to protect subjects
from abuses?

4. Why is the threat of epidemics and bioterrorism in some ways more
dangerous than it has been in the past?

5. Why could it be unethical to force vaccines on soldiers and other
segments of the population?

6. What are the main problems with pharmacological enhancement of
soldiers?

7. When would the creation of Super Soldiers violate existing interna-
tional law?

8. What is transhumanism and what are the main ethical issues con-
nected to it?

9. What kind of contexts and circumstances would make it ethical to
read another person’s thoughts?

10. Should society be concerned about the future capability of the gov-
ernment and corporations to control our minds?

Key Words:

• Bioethics

• Bioterrorism

• Human Enhancement

• Neuroscience

• Mind Control

• Mind Reading

• Super Soldiers

6.8 Bibliography

Allhoff, Fritz, Patrick Lin Jesse Steinberg (2011), “Ethics of Human En-
hancement: An Executive Summary,“ Science and Engineering Ethics
17:2, pp. 201-212. Annas, George (2009), American Bioethics: Cross-
ing Human Rights and Health Boundaries, Oxford: Oxford Univer-
sity Press. Blank, Robert H. (2013), Intervention in the Brain: Poli-
tics, Policy, and Ethics, Cambridge, MA: MIT Press. Buchanan, Allen
E. (2011), Beyond Humanity: The Ethics of Biomedical Enhancement,



bioethics 165

Oxford: Oxford University Press. Cook, Michael (2009), “The Ethics
of Epidemics,” Australasian Science 30:5, p. 47. Enemark, Christian
Michael J. Selgelid (2012), Ethics and Security Aspects of Infectious
Disease Control: Interdisciplinary Perspectives, Burlington, VT: Ash-
gate Publishing. Kass, Nancy E., Jean Otto, Daniel O’Brien Matthew
Minson (2008), “Ethics and Severe Pandemic Influenza: Maintaining
Essential Functions through Fair and Considered Response,” Biosecu-
rity and Bioterrorism: Biodefense Strategy, Practice, and Science 6:3,
pp. 227-236. Moreno, Jonathan D. (2000), Undue Risk: Secret State
Experiments on Humans, New York: W.H. Freeman Co. Moreno,
Jonathan D. (2006), Mind Wars: Brain Research and National Defense,
New York: Dana Press. Rawlinson, Paddy (2013), “Of Mice and Men:
Violence and Human Experimentation,” State Crime 2.1, pp. 72-90.
Tennison, Michael N. Jonathan Moreno (2012), “Neuroscience, Ethics,
and National Security: The State of Art,” PLoS Biology 10:3, pp. 1-4.





Index

license, 4


